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Create a LoRa network and send
LoRa sensor data to Internal LoRa
Server

1. Introduction

Webdyn ExpertLoRaWAN is featured as LoRa-4G gateway using external LoRa Server. Check our app note
40.

Webdyn ExpertLoRaWAN is also featured with integrated LoRa Server inside. This means that Webdyn
ExpertLoRaWAN does not depend on external LoRa Servers, like TTN and others, the management of
other gateways and end LoRa devices is done internally. This is perfect to be independent of external
parties.

Webdyn ExpertLoRaWAN is integrated with ChirpStack https://www.chirpstack.io/.
Features:

e End-devices Class A, Band C

e Adaptative data-rate

e Live frame-logging

e Channel (re)configuration

* Multi-tenant

* APIs and integration

e LoRaWAN 1.0 and 1.1 compatible
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https://www.chirpstack.io/

2. Scenario Details

This application note shows step by step how to create a LoRa network, with remote LoRa sensors
connected and managed by the internal LoRa server.

Chirpstack LoRa internal server could send LoRa sensor payload data using HTTPS integration to a cloud
device manager platform.

We can recommend the following LoRa sensors brands: Milesight (former Ursalink), Adeunis, RAK

Webdyn ExpertLoRaWAN: our new Webdyn ExpertLoRaWAN with LoRa capabilities has also all Titan
features, so you can still use serial RS232/RS485/USB - Eth-4G gateways, Modbus, Datalogger, VPN,
etc making this product one of the most complete industrial M2M-IoT router in the market.

=t

Q D) ¢ ChirpStack

\ (|nterna| LORa Server)

LaRa endpoints

Application

Q ExpertLoRaWAN server

Please check application note "AN3 - Create a LoRa network with a LoRa slave gateway” if you want to
extend the LoRa network with a slave gateway and to go deeper into technical aspects on LoRa Server
implementation.
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2.1 Webdyn ExpertLoRaWAN Configuration Steps
STEP 1

Access to the web interface of the Webdyn ExpertLoRaWAN using an Ethernet cable and the default
192.168.1.2 IP Address.

User: admin

Password: admin

VWA webdyn ...

4{Flexitron sow by 11 TAN

Username: |admin

Password: [ |

[ LOGIN |

Webdyn ExpertLoRaWan - Web Panel Control
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STEP 2

It is needed to configure Webdyn ExpertLoRaWAN with SIM card network APN information.

Go to WAN -> Basic Setting.

Enable WAN interface and fill the “APN”, “Username” and “Password” fields with the information provided
by your Mobile Operator. Please take care about “Sim PIN” (if SIM card is PIN enabled) and keep filled

“Call Center” field as showed *9Q9***1#,

webdyn

“SHFlexitron gow

& Wan
o Status

@ Keep Online

& LAN
© Basic Settings
@ DHCP Server

Firewall
& NAT
@ Authaorized IPs

& Serial Settings
o Serial Port3-485
@ Serial Port3-USB
@ S5L Certs

& External Devices
o Logger configuration
o Temperature Sensor
& ModBus Devices
@ Distance Sensor
o Wavenis Concentrator
o W-MBus Concentrator
o GPS Receiver
& Generic Serial Device
@ LoRa

& VPN
o OpenVPM Server
o OpenVPM Client
@ OpenPN EasyLink
o IPSec

& Plugins
w1 lmbe

W webdyn | 5

WAN » Basic Settings

Power TITAN

[Enabled WAN ] Enable GSM WAN interface I
Session Time /] Time in minutes {0 = always on)
APN: MevIElal &5 APH for vareless Session
LIS Ermamie: :MUWBIF\R Username for wircless session
Password: :Hml"ISIP.R Password for wireless session
Call center: .'9'9-""1I Call center (nofmally "sa="="12)
Sim Pin: SIM user pin
Authentication: :Pﬁ-F‘ Authentication method
IMsI: If filled, cnly a valid SIM is allowed
Network selection: [ Ao Preferred network selection
DMS selection: | Sesected DNS Servers

DNS1: [&.888 Preferred DNS1
DM 2: [zg4a Preferred DNG2

I Remote management E Enable remotbe r|1,|r|.|:;|_-|1'|~||l:|

Remote TCP Port 3-'|] TCP Port for remote http connections,

SAVE CONFIG | -
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Then click on “SAVE CONFIG” button and, important, reboot the router using menu Other->Reboot to
allow router restart with new configuration and connect to internet.

& Wan

o Status
& Basic Settings
& Keep Online

& LAM
o Basic Settings
o DHCP Server

& Firewall
o NAT
o Authorized IPs

« Searial Settings
o Serial Port3-485
o Sarial Port5-U1S8
e S5L Certs

+ External Devices
¢ Logger configuration
o Temperature Sensor
& ModBus Devices
& Distance Sensor

Wavenis Concentrator
W-MBus Concentrator

Generic Serial Device

e
o
@ GPS Receiver
@
o

LoRa

W webdyn | 6
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VWWA webdyn

Powerd TITAN

" ¥
“HFlexitronewow
Wan » Status
Firmware versaon: 5.0.5.08
WAN 1P (21428672 | Jwan 1P (40/30/29 Network)
GEM Module: Cinterion
ELS61-E R2
REVISION 02.000
A-REVISION 01.000.02
IMEL: 354033091 738537 Drevice identification
Metwork (29/3g/40): d4g (Movistar) Used network at this moment
Signal Strength: _'I'D {-83dben) | Signal Strength (0 ... 31)
Internal tem perature: :-1-5 758 Temperature of internal processor (9C)
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STEP 3

Enable Lora Server and configure LoRa Gateway as follows:

* LoRa mode: Gateway Lora—Bridge (MQTT)

e |D: Define a unique ID for the gateway with 16 digits

e MQTT Broker: Internal

WWA webdyn ..

Wan

o Status

o Bagic Settings
o Keep Onling

LAN
o Basic Settings
& DHCP Server

Firewall
o MAT
o Authorized IPs

Serial Settings

o Serial Port3-485
o Serial Port5-USE
o S5L Certs

External Devioes

& Logger configuration
& Temperature Sensor
@ ModBus Devices

o Distance Sensor

o Wavenis Concentrator
o W-MBus Concentrator
o GPS Receiver

g Gensdc Serial Device
o LoEa

WM

& OpenVPMN Server
& OpenVPM Client

o OpenVPH EasyLink
o [PSec

Plugins
o Link
o Monat

Device Manager
& Cervello

W webdyn | 7
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External Devices

“HFlexitrongouw

LoRa Server

| LoRawAN regional band configuration

010202)

Server Enabled: ] Enalle LoRa Server

Http Server Port: :E{IEﬂD TCP port for LoRa Websenser
LoRaWAN Band: | Euszes

NET ID: (000000 Network Identifier (Ex:

JWT Sacret:

External Devices

[pTaymiKowL 20z 1cFXEm |

| OPEN LORAWEBSERVER |

LoRa Gateway

Password for APl

Enabled: = Enalde LoRa Gateway I

Latitude: :d-ﬂ L Optional GPS Latitude. Ex: 40.39924
Longitude: 371709 Optional GPS Longitude, Ex: -3.71709
Altitude: :E»{I'EI Optional GFS Altitude, Ex: 609

LoRa mode: | Gateway LoRa - Bridge (MQ" -..-: Select the mode of LoRa behaviour

1D :3530&'50‘900352‘560 Gabteway ID (Ex: 010203040A0B0C0D)
MOTT Broker: :Intemai Internal or external wrl

SAVE CONFIG | e
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STEP 4
Enable MQTT Broker with default listening port 1883.

VWWA webdyn

Pover TITAN

o5 i
HFlexitron eouw
& Wan Other » MQTT Broker
@ Status
o Basic Settings IFn.'I:.:-le'd: = Enable MOQTT broker senvice I
& Keep Onling .
TCP Port: 1883 Listening port (for example 1883)
e . Anonymous User: ILLI:.:I" ;r-_!:""'"“'“"" user (no user / password is
@ Basic Settings 4 . needed )
@ DHCP Server User: user Usemame {used if anonymous is not selected)
& Firewall Password: | Password {used if anemymous ks not selected)

o NAT
o Authorized IPs

Then click on “SAVE CONFIG” button and, important, restart the router using menu
Other->Reboot.

Now we can open the LoRa Server by pressing the new button that has appeared.

VWWA webdyn

“HFlexitron goe

Power TITAN

External Devices + LoRa Server

“ Wan
& Status
© Basic Settings
@ Keep Online Server Enabled: ] Enable LoRa Server
& LAN Hitp Server Port; 2En TCP port for LoRa Weabserver
o Basic Settings LoRaWaAMN Band: (3L w| LoRawaN regional band configuration
o DHCP Serder
MNET ID: 00000 Network Identifier (Ex: 0102:03)
* Firewall . 3
o NAT IWT Secret: hcigr3OMDAXODRTY IS Password for AP1

o Authornized [Ps

¢ Serial Settings
@ Serial Port3-485 | SAVE CONFIG | | | OPEN LORA WEBSERVER |
@ Serial Port5-USBE
@ S5L Carts
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STEP 5
It is time to configure Lora Server.

New window will be opened at port 8080 (default 192.168.1.2:8080)

@ ntelligent Router b B ChirpStack Application Server * +

- C A Noesseguro | 192.168.1.200:3080,/#/login

1

ChirpStack Login

admin

ChirpStack Server will be opened.
Default user: admin
Default password: admin

You can find information, guides, help and community forum at https://www.chirpstack.io/ and https://

www.chirpstack.io/project/guides/connect-gateway/

2.2 ChirpStack configuration STEPS
It is mandatory to follow all these steps to create a Lora Network.
e Add a Server
¢ Add/create a Gateway profile ---- connected to 1) Server
e Add/create a Service profile -- must be connected to 1) Server
e Add/create a Device profile - must be connected to 1) Server
¢ Add/create a Gateway - must be connected to 1) Server and 2) Gateway profile
e Add/create an Application -- must be connected to 3) Service Profile
e Add Devices - must be connected to 4) Device Profile

* Repeat step 7 to add more end devices
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STEP 1. Adding a server
Click on Network Server -> Add

Add a Network-server name, example WebdynExpertLoRaWAN-Server. Add the Network-server address:
127.0.0.1:8000

@ ChirpStack

= Network-servers / Add
®  Gateway-profiles
Bl Organizations

GENERAL GATEWAY DISCOVERY  TLS CERTIFICATES

2 Allusers
Netwrksar name
Q  APlkeys WebdynExpertLoRa-Server

[ ——

chirpstack M Network-server server *

127.00.1:8000

£ Org settings

The hostname por of thenetvark-server, 5. localhost 3000
Org.users
ADD NETWORK-SERVER
Q  org APIkeys
= Seniceprofiles
I Deviceprofiles
@  cateways

Applications

N Multicastgroups

Enable Gateway Discovery as follows

= D ChirpStack

Network-servers

Network-servers / Add
@®  Gateway-profiles

B Organizations

GENERAL TLS CERTIFICATES
2 Alusers
Gateway discover
QA APIkeys o o
Enable gateway discovery
chipstack . Enabl the geteway ciscovery festure for this ek servr
el (per doy)
% org settings 100

The

- of gateway discovery pings' per day that ChirpStack Applicaion Server wil broadcast through each gateway

2 Omgusers

A, org. APIkeys
T —— Ragtonal Parametars spaciostion for the chanmals valid or sxch ragion
2 Serviceprofiles
TXdaraet
I Deviceprofiles o
The detarate wsed for wanemiting he setenay dscavery Ange. Plesss aaveul the LoRaWAN Reganal pesit oeton for s dvarares vad For sach 2o
®  Gateways

Applications ADD NETWORK-SERVER

N Multicastgroups

Check if Network Server has been created properly:

& ChirpStack

& Network-servers o5
Network-servers ar A

@®  Gateway-profiles
B2 Organizations

Name Server
- All users

WebdynExpertLoRa-Server 127.0.0.1:8000 I
Q,  APlkeys

Rowsperpage: 10 v  1-10f1

chirpstack ~

£ Org. settings

2 Org.users

rd

0rg. APl keys

Service-profiles

1
it

Device-profiles

=)

Gateways

Applications

N Multicast-groups
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STEP 2. Add/create a Gateway profile

Click on Gateway-profiles -> Create

Add a name for the Gateway profile and use the Network Server created in STEP 1.

Click on the “ADD EXTRA CHANNEL” button and complete the fields of the created “Extra channel 1” with
the information of the LoRa modulation in your scenario (Bandwidth, Frequency and Spreading-factors).

< @D ChirpStack

&= Networkservers

@®  Gateway-profiles

B Organizations

Gateway-profiles / Create

Name*

- All users WebdynExpertLoRa-GWProfile

A short name identifying the gateway-profile.

Q,  APlkeys

chirpstack %

ctive in this gateway-prof

Network-server
‘WebdynExpertLoRa-Server

§  Org. settings

in the LORaWAN Regional Parameters specification. Separate channels by comma,

£.g.0,1,2. Extra channels must not be included in this list.

x5 0rg. users
Q  org.APIkeys Extra channel 1 (delete)
FER— - Moduiation bandwidth (kHz) *
2= ervice-profiles it -  GEEL .
= Device-profiles
@®  Gateways Frequency (H2) * Spreading-factors *
868000000 7,89,10,11,12
Applications When defining multiple spreading-factors, the channel will be configured as a multi-SF channel on the gateway.

N Multicast-groups

Check that Gateway Profile is linked to the Network Server

< (’/3 ChirpStack

ADD EXTRA CHANNEL ~ CREATE GATEWAY-PROFILE

B Network-servers §
Gateway-profiles
@  Gateway-profiles

+ CREATE

@ HELP

Rows perpage: 10 v 1-10f1

B Organizations
Name Network-server
2 Allusers
WebdynExpertLoRa-GWProfile WebdynExpertLoRa-Server
@, APlkeys
chirpstack -

& Org. settings

2 Org.users

Q,  Org. APl keys

as Service-profiles

. Device-profiles

@  Gateways
Applications

N Multicast-groups

W webdyn | 11
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STEP 3. Add/create a Service profile

Click on Service-profiles -> Create

Add a Service Profile name and use the Network Server created in STEP 1.

Check ChirpStack documentation for the other fields.

As an example:

@ ChirpStack

&= Network-servers
@ Gateway-profiles

Bl Organizations

2 Alusers
Q,  APlkeys
chirpstack

Service-profiles / Create

Senvice-profile name -

WebdynExpertLoRa-ServiceProfile

Aname to identify the s

ce-profile

Network-server *
WebdynExpertLoRa-Server

The ne erver on which this service-profile will be provis:

<-profile, this value can' be changed.

k3 Org. settings
2 orgusers

Q 0rg. APl keys

Service-profiles

73 Device-profiles.

D)

@ Gateways
Applications

N Multicastgroups

(‘93 ChirpStack

Add gateway meta-data

GW metageta (RSS, SNR, G

<. etc) are added to the packet sent to the application-server
Enable network geolocation
When enabled,the network-server will ry o resalve the locatio of the devices under tis service-profil. Please note that you need to have gateways supporting the finetim

Device-status reguest freauency

24

estamp feature and that the network-server needs to

Frequency to iniiate an Enc tus requ ). Set 10 010 disable.

Report device battery level to application-server

Report device link margin to application-server

Minimurn allowed data rate. Used for ADR.

Maximum allowed date-rate *

19

Maximum allowed data rate. Used for ADR

CREATE SERVICE-PROFILE

&= Network-servers

@ Gateway-profiles

Bl Organizations

2 Allusers
Q,  APlkeys
chirpstack

k3 org. settings
2 orgusers

Q 0rg. API keys

= service-profiles

T

Device-profiles
@  Gateways
i Applications

N Multicast-groups

W webdyn | 12

“SiflextTonses

Service-profiles

Name

+ CREATE

Network Server

WebdynExpertLoRa-ServiceProfile

‘WebdynExpertLoRa-Server

Rowsperpage: 10+ 1-10f1
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STEP 4. Add/create a Device profile

Click on Device-profiles -> Create

Add a Device-profile name and check the LoRaWAN characteristics of the end devices you are going to
use to fill the other fields. In this case we are using a Milesight device EM500-UDL.

< &3 ChirpStack

= Network-servers
@  Gateway-profiles
B2 Organizations
2 Allusers

Q,  APlkeys

chirpstack =

@ Org. settings
2 Org users

Q,  Org. APl keys
25 service-profiles

5= Device-profiles

@  Gateways
Applications

N Multicast-groups

Device-profiles / Create

GENERAL JOIN (OTAA / ABP) CLASS-B CLASS-C copec TAGS

LoRa-Server

CREATE DEVICE-PROFILE

If you want to add end devices using OTAA check JOIN fields. If you will use ABP keys leave this box

unmarked.

('/3 ChirpStack

Network-servers

9

Gateway-profiles

Organizations

e B

All users

Q,  APlkeys
chirpstack

@ Org settings
x 0rg. users
Q,  org APl keys

2= Ssenviceprofiles

it

Deviceprofiles

Gateways

)

Applications

N Multicast-groups

Device-profiles / Create

GENERAL JOIN (OTAA / ABP) cLass8 cLass-c copec TAGS

Device supports OTAA

CREATE DEVICE-PROFILE

If your end devices support CLASS-B and CLASS-C communication windows, complete those sections
with your specified LoRa scenario or adjust to your best performance features. These are some examples.

W webdyn | 13
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< cr/B ChirpStack

&= Network-servers
Device-profiles / Create

@  Gateway-profiles

By Organizations

GENERAL JOIN (OTAA/ ABP) cLASS-C cobec TaGS
2 Allusers

Device supports Class-B
Q,  APlkeys —_—_—

Class 8 confirmed dovinlink timeout
chirpstack - 0

confirmed downlink transmissions.

k-] Org. settings

Class-B ping-slot periodiciy *

every 2 seconds .

2 orgusers

Class-B ping-slot periodicity.

Q,  Org. APlkeys

Class8 ping-s

2= seniceprofiles s

Class8 ping-slot frequency (Hz) *

1

= Deviceprofiles

@  Gateways

GREATE DEVICE-PROFILE
Applications

N Multicast-groups

< &3 ChirpStack

£ Networkservers

Device-profiles / Create
®  Gatewayprofiles

3] Organizations

GENERAL JOIN (OTAA / ABP) CLASS-8 copEC TAGS

2 Alusers

Device supports Class-C
Q API keys

Ind mac-command when it cheng

chirpstack - confirmed downlink timeout

& Org. settings

2 orgusers
CREATE DEVICE-PROFILE

Q,  Org. APIkeys

= Service-profiles

= Device-profiles

@  Gateways

Applications

N Multicast-groups

CODEC feature is useful to decode and encode the LoRa frame payload of your end devices.

When selecting the Custom JavaScript codec functions option, you can write your own JavaScript functions
or use functions provided by your end device manufacturer (read documentation / help).

In this case, the Milesight EM500-UDL decoder examples files are available at https://github.com/
Milesight-loT/SensorDecoders

N
CZ’ ) ChirpStack
& Network-servers (]
Device-profiles / Milesi i i | W omere |
@  Gateway-profiles
B3 Organizations
GENERAL JOIN (OTAA / ABP) CLASS-B CLASS-C TAGS
5 3 All users
Q  APlkeys aScript codec functions -
Serverc payload for you
chirpstack - = jes s
2 * Payload Decoder for Chirpstack and Milesight network server
£ Org. settings 307
4 * Copyright 2021 Milesight ToT
2 2l >
& Og.users 6 * @product EM500-UDL
7 %
Q,  0rg.APIkeys 5 function Decode(fPort, bytes) {
9 var decoded = {};
- 10
25 service-profiles
wice:profl 11 for (var 1= 0; i < bytes.length;) {
12 var channel_id = bytes[i+];
I Deviceprofiles 13 ver channel_type = bytes[i++];
14 17 BATTERY
@  Gateways 15 if (channel id === 0x01 8% channel type === 0x75) { %
The function must have the signature function Decode(fPort, bytes) end must return an object. ChirpStack Applicatio w 2 ahis object 1o JSON.
#i Applications
1 // Encode encodes the given object into an array of bytes.
2 // - fPort contains the LoRaAN fPort number
N, Multicastgroups 3// - obj is an object, e.g. {"temperature”: 22.5}
4 // - variables contains the device varisbles e.g. {"calibration™: "3.5"} (both the key / value are of type string)

S // The function must return an array of bytes, e.g. [225, 230, 255, 0]
& function Encode(fPort, obj, variables) {

7 return (]

8
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STEP 5. Add/create a Gateway

Now we add the Webdyn ExpertLoRaWAN as a Gateway.

Click on Gateways -> Create

Add a Gateway name and Gateway description.

Also fill Gateway ID with the same ID configured in Webdyn ExpertLoRaWAN Configuration Step 3, in this

example 3530850900362560.

Use the Gateway-profile set in STEP 2

(‘_"/3 ChirpStack

Network-servers

5

Gateway-profiles

i

Organizations

All users

Q,  APIkeys

chirpstack -

£ org. settings
2 Org users
Q,  org. APIkeys

2= Semvice-profiles

= Device-profiles

@  Gateways

Applications

N Multicast-groups

Gateways / Create

GENERAL TAGS

METADATA

Gateway escription*
Webdyn ExpertLoRa Gateway

w8 C

Gateway ID*
353085090036 2560

rtLoRa-GWProfile

Gateway location (set to current location)

If successful, after some minutes, you will get some live information

P B
5

E M D

\N\Awebdyn | 15

o LIl L o TR

Gatevsy detals

Frames rectived
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STEP 6. Add/create an Application

Next point is creating a new Application. In this section we will also add the end LoRaWAN devices and
see the payload.

Click on Application -> Create

Add an Application name and Application description and use Service Profile configured in STEP 3.

< CE) ChirpStack Q, search organization, application, gateway o device

Network-servers
Applications / Create

ES)

Gateway-profiles

Organizations

e B

All users Webdyn-ExpertLoRa-APP
Q APl keys
Webdyn Expert Lora Application

chirpstack

org. settings WebdynExpertLoRa-Service Profile

&

0rg. users

REATE APPLICATION
0rg. AP keys CREATE APELICATION

P e

service-profiles

Device-profiles

i

Gateways

®

N Multicast-groups

Now we will add the end LoRaWAN devices.

STEP 7. Adding devices

For this application note we will use two devices from different brands: Milesight (former Ursalink) and
Adeunis.

You will need this information from the LoRaWAN device node:
e DEVICE EUI (DEV EUI)
e APPLICATION KEY (APP KEY)

Generally, you can get this information from your device provider, the user manual, sensor label or
accessing the device through a mobile or web application.

Enter in DEVICES section inside the application and create a new device.
Example Milesight:

We have extracted the DEV EUI from the device label and used the default APP KEY provided in the user
manual (https://resource.milesight-iot.com/milesight/document/em500-series-user-guide-en.pdf).

contact@webdyn.com | webdyn.com
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Parameters Description

Device EUI
App EUI
Application Port
Join Type
Application Key
Device Address
Network Session
Key
Application
Session Key
RX2 Data Rate
RX2 Frequency
Spread Factor
Confirmed Mode

@ ChirpStack

| Unigue 1D of the device which can also be found on the label.
Default App EUI is 24E7124C0002A00017.
| The port used for sending and receiving data, default port is 85.

OTAA and ABP mode are available.

| Appkey for OTAA mode, default is 5572404CE696E6B4CEF52613230313823.

DevAddr for ABP mode, default ks the 5™ 1o 12" digits of SN,

Nwkskey for ABP mode, default is 5572404C696E6B4CEFS52613230313823.

Appskey for ABP mode, default is 5572404C606E6B406F52613230313823,

_ RX2 data rate to receive downlinks,
| RX2 frequency to receive downlinks. Unit: Hz
| f ADR is disabled, the device will send data via this spread factor.

if the device does not receive ACK packet from network server, it will resend

Applications / WebdynExpertLoRa-APP I/ Create

VARIABLES TAGS

= Network-servers
@®  Gateway-profiles
B3 Organizations
GENERAL

2 Allusers

Device name
Q,  APIkeys Milesight-EM500-UDL
chirpstack - Beblon Reciipion

Milesight EM500-UDL Sensor

|t< ce EUI" |
24E124126A 217474

@ org settings

& oOrg users vse  C
Q,  Org. APl keys Device-profile

MilesightDeviceProfile s
a5 serviceprofiles

[0 Disable frame-counter validation
= Deviceprofiles

les people to pe o !

@  Gateways

[J Device is disabled
i Applications

ChirpStack Network Server will ignore received uplink frame s and join-requests from disabled devices.

N Multicastgroups

CREATE DEVICE

After the device is created, enter the APP Key in the KEYS (OTAA) section, keep Gen Application key in
blank and then click on SET DEVICE-KEYS.

Q, search organization, application, gatewa

&= Network-servers e

Applications / WebdynExpertLoRa-APP / Devices / Milesight-EM500-UDL | W oaer |
@  Gateway-profiles
2 Allusers
QA APlkeys Applcation ey *

5572 40 4c 69 6e 6b 4c 6f 52 61 3230 313823 MsB C rD =
chirpstack - oo supports LoRaWAN 1.1 update th device-profile frs
0rg. settings

-] g. setting ®

2 org.users

Q,  0rg APIkeys

 remote multicast setup specification / firmware updates over the air (FUOTA). Else leave this field blar

SET DEVICE-KEYS

a5 sen

T Deviceprofiles

@  Gateways
Applications

N Multicastgroups
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After a while the sensor should appear enabled and you should start receiving LoRa frames.

63 ChirpStack

2= Network-servers
@  Gateway-profiles
B3  Organizations

2 Allusers

Q,  APIkeys

chirpstack

£ Org settings

2 orgusers

P

Org. AP keys

25 seniceprofiles

I Device-profiles

@  Gateways
Applications

N Multicast-groups

Applications / WebdynExpertLoRa-APP / Devices / Milesight-EM500-UDL

DETAILS

Details

Name
Description

Device-profile

CONFIGURATION

KEYS (OTAR)

Milesight-EMS00-UDL

Milesight EMS00-UDL Sensor

MilesightDeviceProfile

@ oeeTe \

ACTIVATION DEVICEDATA  LORAWAN FRAMES FIRMWARE
Status
Last seen at Jul 1,2022 11:46 AM
State ‘enabled

Enqueue downlink payload

Port*

Please note that the fPort value must be > 0

You can inspect the LoORaWAN frames on this section and check the decoded payload in the Device Data

section.

= Networkservers

@®  Gateway-profiles

B Organizations

2 Allusers

QA APlkeys

chirpstack ~

B org settings

2 orgusers

Q,  Org. APIkeys
2= senviceprofiles
T Deviceprofiles
@  cateways

Applications

N Multicastgroups
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“SiflextTonses

W DEETE

Applications / WebdynExpertLoRa-APP / Devices / Milesight-EM500-UDL
DETAILS CONFIGURATION KEYS (0TAA) ACTIVATION DEVICE DATA FIRMWARE
@ reLe 11 Pause & DOWNLOAD ‘ # cer ‘
DOWNLINK 15255 AM UnconfimedDatabown  013bc6d1 v
UPLINK 11:52:55 AM ConfirmedDatallp 0130c601 ~

= odnfer [ Trem
Vo Q ke
gatewaylD: "3530850900362560
i ol
imeSinceGPSEpoch: nul

amenns: 0

source: UNKNOWN

finaTimestampType: “NONE'

96 4422573833970461045

R

v loRaModulationinf: {) 4keys
banduidth: 125
spresdingFactor. 9
codeRate 45

polarizatoninversion: false.

o phyPaosd § Skey
v mhde: ) 2 keps

mType: "Confimedbacal

fPending: false
clsel folee

e

o

fPort 85
« fmPayloa [ 1 em
ve g1

bytes: “ZESqu=

mic: “28hafor
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& ChirpStac @ ©mn

@  Gateway-profiles
B organizations
2 Anusers

Q,  APikeys
chirpstack

£ 0 settings

2 omgusess

0rg. AP keys
Senvice:rofiles

Deviceprofiles

@ Gatewsys

Applications

N Mutticastgroups

i LoRa-APP / Devices / Milesight-EM500-UDL

DETAILS CONFIGURATION KEYS (0TA%) ACTIVATION

115455 AM w

aspicatonName. WebdyrErpeLoRnare’
MilesghEMSO0UOL

D 3

LORAWAN FRAMES

You can repeat this step to add more end devices.

[ W omeme |
FIRMWARE

@ Hew 11 PaUsE & oownwomo | | W cear ‘

We added a temperature sensor from Adeunis under a different Device Profile.

& chirpStack

Networkservers
@  Gateway-profiles
B2 Organizations.
2 Ansers

Q  APikeys
chirpstack

& O settings

2 orgusers

Org. AP keys
Service-profiles
Device-profiles

Gateways

Applications

N Mutticast-groups

Applications / WebdynExpertLoRa-APP / Devices

DETAILS CONFIGURATION KEYS (OTAR) ACTIVATION oeviceDaTa | LoRAwaN FRaMES

v et 0 1em

e 0
v focation:  Stkays
lattude: 40399

6163991100336

posrsionmesion fise

120420PM UnconfiimedDatalp 001429

@ O
‘ § oeETE ‘
FIRMWARE

o 11 Pause & DOWNLOAD ‘ W cear ‘

v Pyt O Jheys
0 2%

mic Scect19e

Network servers
@  Gateway-profiles

B3 Organizations

2 Allusers
Q  APlkers
chirpstack

& Org settings
2 orgusers

Qo ARikeys

Service-profiles

3= Deviceprofiles

®  Gatewsys

Applications

N Mutticastgroups
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“SiflextTonses

Applications / WebdynExpertLoRa-APP

DEVICES. APPLICATION CONFIGURATION

Last seen
aminute ago

afen seconds 30

INTEGRATIONS FuoTA
Device name. Device EUI

Adeunis-Temp 0018521000004542
Milesight EMS00-UDL 24e1241268217474

‘ W oeETe ‘

+ cReaTe

Device profle Link margin Battery
AdeuniDeviceProfle sa 9173%
MiesightDesiceProfile 128 L

Rows perpage: 10+ 120f2
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Configuring a MQTT Client to extract the device’s data

Chirpstack publishes all the data it receives from the end devices to the Webdyn ExpertLoRaWAN MQTT
broker in a default topic. Therefore, it is possible to receive data from your end devices subscribing to
their MQTT topic.

All events are exposed in the following default event topic: application/[ApplicationlD]/device/[DevEUI]/
event/[EventType]

For debugging, we are going to use the command-line tool “mosquitto_sub” which is part of the Mosquitto
MQTT broker. We will use the DynDNS address configured for the Webdyn ExpertLoRaWAN and subscribe
to “application/+/device/+/event/up” to receive the data from all the uplink events of all the devices in
the application.

Notice that, as we configured the decoder function in the CODEC section, the Chirpstack publishes the
device data with the decoded payload.

You can also subscribe to specifics applications, devices and events. Use the Chirpstack help page
for more information on the documented event types: https://www.chirpstack.io/application-server/
integrations/maqtt/.

Note: You can also send sensor’s data to third parties using other Integration methods available inside
ChirpStack Applications.
& D ChipStack Q. Search orgarization, apiication, gateway or device: @ Qum

Applications / WebdynExpertLoRa-APP

" ™
. 1 = 21 ) HTTP://
N inﬂux db ngevices SEM:':"ECH %ThingsBoard

InfluxDB myDevices Semtech LoRa Cloud ThingsBoard.io
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