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General Notes

The product is deemed to have been accepted by the recipient and is provided without an interface for
the recipient's products. The documentation and/or the product are provided for testing, evaluation,
integration and information purposes. The documentation and/or products are provided "as is" and may
include defects. The documentation and/or products are provided without a warranty of any kind, either
express or implied. To the fullest extent permitted by the applicable laws, Matrix Electronics further
disclaims all guarantees; including, but not limited to, all implied guarantees of merchantability, integrity,
fitness for a particular purpose, and non-infringement of third party rights. All risks arising out of the
use or performance of the product or the documentation are borne by the recipient. This product is not
intended for use in life support devices or systems where a malfunction of the product can reasonably be
expected to result in personal injury. Applications incorporating the described product must be designed
in accordance with the technical specifications provided in these guidelines. Failure to follow any of the
required procedures may result in a malfunction or serious discrepancies in the results. Furthermore,
all safety instructions related to the use of mobile technical systems, including GSM products, which
also apply to cell phones, must be strictly followed. Regardless of the legal theory on which a claim
may be based, neither Matrix Electronics nor its suppliers shall be held liable for any consequential,
incidental, direct, indirect, punitive or other damages (including, without limitation, damages for lost
profits, interruption of business, loss of business data or information, or other pecuniary losses) arising
from the use, or inability to use, the documentation and/or the product, even if Matrix Electronics has
been advised of the possibility of such damages occurring. The foregoing limitations of liability shall
not apply in the event of mandatory liability, e.g. pursuant to the Spanish Product Liability Law, or in the
event of intent, gross negligence, injury to life, body and health, or breach of a condition in relation to the
contract. However, claims for damages arising from a breach of a condition relating to the contract, shall
be limited to the foreseeable damage which is intrinsic to the contract, unless caused by intent or gross
negligence, or is based on the liability for injury to life, body and health. The aforementioned provision
does not imply a change in the burden of proof to the detriment of the recipient. Subject to change
without notice. The interpretation of this general note will be governed and interpreted in accordance
with Spanish law, without reference to any other substantive law.

Important Information

This technical description contains important information for the launch and use of the MTX-StarEnergy-E
device. Please read it carefully before you start work with the equipment. The warranty will be void if
damage occurs due to non-compliance with these instructions. We cannot accept liability for related
losses.

Revisions

REVISION DATE

5.2.4.10.7.14 2021/05
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User Manual

1. Introduction

The MTX-StarEnergy modem/router is a device belonging to the Titan router family. It has been specifically
designed to be used in scenarios involving the remote reading of energy meters.

We provide free, fast and efficient support to all users of MTX modems and routers when required. If
you still have questions after reading this manual, do not hesitate to write to us at the following email
address: iotsupport@mtxm2m.com. Similarly, if you need a feature which is not included in our routers,
or if you need a special customization, please let us know and we will perform a study to include it.
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2. Step-by-Step Configuration
The MTX-StarEnergy router is configured using a Web environment.

The MTX-StarEnergy router uses a USB port to create a network connection providing access to said Web
configuration environment.

Minimum Requirements
¢ A PC with Windows 10, and a Web browser (Chrome, IExplorer, Firefox, etc.) and a USB port.
e A USB cable to connect the PC to the MTX-StartEnergy router.

Installing the USB Driver

If you don't already have the drivers installed on your computer, this is the first thing you should do. The
steps to install the driver are as follows:
e Unzip the file “1_Quectel_LTE_Windows_USB_Driver_V2.1.5.zip” and run the program “setup.

”

exe .

<« Cor

@ Inicio Aplicaciones y caracteristicas

Instalacion de aplicaciones

Aplicaciones Elige desde dénde puedes obtener aplicaciones. Instalar solo
aplicaciones de Store ayuda a proteger el equipo y a que funcione
comectamente.

Aplicaciones y caracteristicas B
2 Y Desactivar las recomendaciones de la aplicacion -
i=  Aplicaciones predeterminadas

@ Mapas sin conexién Aplicaciones y caracteristicas

& Aplicaciones para sitios web

o1 Reproduccién de video
Busca, ordena y filtra por unidad. Si quieres desinstalar o mover
una aplicacién, selecciénala de la lista.

& Inicio

quectel

por: Nombre

: Todas las unidades

Quectel_LTE_Windows_USB_Driver

=
135

Modificar Desinstalar

e Check if you are using a 32-bit or 64-bit system. To do this, go to the Windows start menu and
type in "System Information", a window similar to the following will appear:

& informacien del sistema o X
Brehiva Edits Ner Ayyda
Resumen del sistema Elemento valor

$-Recwsos de hardware Nombre del 50 Microsoft Windows 10 Pro

% Compaonentes
#-Entorno de software

versian 10.0.17763 compilacién 17763

Descripeion adicional del SO Mo disponible

Fabricante del S0 Microsoft Corparation

Mombre del sistema PT-PGUILLEN

Fabricante del sistema He

Modselo del sistema HP EliteBook 850 G5

SKLJ del sistema SIXAGEARABE

Procesador Intel{R) Cor 1.80GHz, 1892 Mhz 4 proc
wversién y fecha de BIOS HP Q78 Ver. 01.03.00, 18/07/2018

wversidn de SMBIOS 31

Versién de cantroladora integr.. 483

Modo de 8105 UEF

Fabricante de 2 placa base He

Producto de placa base 8382

Versiin de la placa base KBC Version 04,53.00

¢ »
Buscar esto: Cerrar busqueda

[JBuscar solo Ia categonia sefeccionada [ Buscar solo pombres de categoria
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¢ Unzip the file “2_quectel_ecm_drivers_v1.02.0505.zip”.

Run ecm_driver_setup.exe for 64 or 32 bit depending on your system, select option “1” and
press “ENTER”.

e Insert a SIM card into the MTX-StarEnergy router and connect the antenna. Then power on the
device and connect it to your PC using the USB cable.

¢ (Gotothe “Network Connections” menu (type “View network connections” in the Windows Start
menu) and check that a network connection named Quectel ECM has been created, as shown
below.

Cligrary = DBesnabibitar este dopositien de red Diggrastica ests conesidn » - s

B Cortxidn da red Bluatosth
s canaetads
b4 ] e [Pl Arak

W
R
b4 . ————
s YirhssiSes Host-0ndy Netam: == WiWhare MEseock Adsprer iinet] - WWiveane Metweadc Acapte: Tnets
h‘ Hatnesg M‘ bl h’ labiiiad,

' v oo D Frlames o B \Whasre Vitus Ebome Ad piEr @ \hoare Vitusl Ethemet Adsple

-
e Etherset 13

kk R e iderdidficads
2

Cpiascted ECM Aclagter 210

* In the interface’s connection properties, configure a network address with IP 192.168.1.X,
where X is not 2 (192.168.1.2 is the default IP address of the MTX-StarEnergy router).

e Open a browser and go to the MTX-StarEnergy router’s configuration web interface at
http://192.168.1.2. The default username is “admin” and the password is “admin”.

[E=ER

[) MTX-Router-Titan-3G x % %

€« C' [} 192.168.1.2/indexphp

Router

Intelligent Router - Control Panel

MTX-Router-Titan-3G - Web Panel Control
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3. Configuration
31WAN

The WAN section covers all aspects related to the MTX-StarEnergy router’'s 2G/3G/4G configuration,
including the connection status, network configuration parameters and connection monitoring.

3.11TWAN: Status

This screen shows the general status of the MTX-StarEnergy router.

Firmware Version: Firmware version of the MTX-StarEnergy router.
WAN IP: WAN IP address (IP address assigned to the connection (2G/3G/4G) if it is activated).

GSM Module: indicates the manufacturer and model of the internal GSM module of the MTX-
StarEnergy router.

IMEI: IMEI of the MTX-StarEnergy router’s internal GSM module.

Network (2G/3G/4G): indicates whether the current WAN connection is using the 2G (GPRS),
3G, or 4G network. The operator is shown in brackets.

Signal Strength: indicates the strength of the signal. O=none, 31=maximum

Extra signal info: shows additional information when the modem is registered on 3G and 4G
networks.

Internal Temperature: displays the internal temperature of the processor. (This does not
indicate the ambient temperature).

— i
—

— —

—1

— Inteiligent Router - Control Panel

Wan » Status

Wan

© Status Bl vt et 5.1.4.10.6.5
o Basic Settings
© Keep Online 1
¥ WAN IP 95.124.220.100 WAN IP (2g/3g/4g Network
LAN
o Basic Settings
& GSM Module: Quectel
EC21

Firewall
© Authorized IPs

Revision: EC21EFARO6A01MAG

= = IMEI 867962042066038 Device identification
Serial Settings

© Serial Port1-232/485 Network (2g/3g/4g):  4g (Movistar)

Other Signal Strength: 25  (-63dbm)
© AT Command

© Sms control

© Periodic Autoreset

Extra signal info Rsrp: -87dBm | Rsrq. -9dB For 3g & 4g Network

© Time Servers

© Remote Console .
© Snmp

o Tacacs+ [l

o Hitps

© User Permissions

© Passwords Web UI

© Backup / Factory Internal temperature: |37.0 Temperature of internal processor (°
o Firmware Upgrade

© Reboot

© Logout
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312 WA

N: Basic Settings

This section covers the configuration of the WAN connection (4g/3g/2g) parameters. You will need to know

about you

r SIM card, including the APN, username and password. Your provider must give them to you.

W webdyn | 9

| —
— —
—
—

—
e
o
|
—

Wan

g Sia
© Basic Settings

& Keep Online

“ LAN

© Basic Settings

Firewall
© Authorized IPs

% Serial Settings

© Serial Port1-232/485

VPN
¢ IPSec

Other

© AT Command

© Meter Presence

© Sms control

© Periodic Autoreset
< Time Servers

¢ Remote Console
¢ Snmp

© Tacacs+

© Https

© User Permissions
© Passwords Web UI

TXRouter

Intelligent Router - Control Panel

WAN » Basic Settings

Enabled WAN

APN:

Username:

Password:

Sim Pin:

Authentication:

Network selection:

DNS selection:

DNS1:

DNS2:

Remote http
management:

Remote http port:

| movistar.es

Iitan

Enable GSM WAN interface

APN for wireless session
Username for wireless session
Password for wireless session

SIM user pin

| Auto

V| Authentication method

[ Auto (46135126)

v | Network selection

| Get DNS from Operator

¥ |

[s88s

[s844

O

]

Preferred DNS1

Preferred DNS2

Enable http management

TCP Port for remote http connections.

© CA-Certificates

~ Cunlnn

Enabled WAN: check the box to allow the MTX-StarEnergy router to enable the 4g/3g/2g
connection.

APN: Operator APN. Ask your GSM provider.

Username: operator username. Ask your GSM provider.

Password: operator password. Ask your GSM provider.

Sim card Pin: if your SIM card has a PIN you must enter it here.
Authentication: you must indicate the authentication method. Normally Auto.
Network selection:

e Auto (4G/3G/2G): the MTX-StarEnergy will use 4G if there is coverage, or 3G and 2G
otherwise, in that order.

* Auto (4G/2G): the MTX-StarEnergy will use 4G if there is coverage, or 2G otherwise, in
that order.

* 4G: the MTX-StarEnergy will use the 4G network in all cases. If there is no 4G coverage,
it will not switch to 2G or 3G.

e 3G: the MTX-StarEnergy will use the 3G network in all cases. If there is no 3G coverage,
it will not switch to 2G or 4G.

contact@webdyn.com | webdyn.com
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e 2G: the MTX-StarEnergy will use the 2G network in all cases.

¢ DNS1 and DNS2: DNS servers for domain name resolution. We recommend you use Google
8.8.8.8 and 8.8.4.4 if you are going to use static DNS servers. In the drop down menu you can
also specify that it uses those assigned automatically by the phone provider.

* Remote management: if you check the box, you can access the web configuration page of
the MTX-StarEnergy remotely via HTTP, through its public IP address (the one indicated in
WAN>Status) and through the port specified in the next paragraph.

e Remote TCP Port: indicates the remote configuration TCP port. For example, if you specify
8080, the configuration URL will be http://x.x.x.x:8080.

Additional Notes

e |f you want remote access via HTTPS rather than HTTP, please do not check the “Remote
management” checkbox, check the checkbox you will find in the “Other” > “HTTPS” menu. With
this configuration you will not have remote access via HTTP, but you will via HTTPS (a certificate
generated and self-signed by the MTX-StarEnergy will be used by default for the connection.
You can also use a proprietary certificate).

* Once the configuration process is finished, click on the “SAVE CONFIG” button to save the
changes. Remember that you must restart the device for the new changes to take effect.

3.1.3 WAN: Keep Online

On this screen you can configure a PING to check the MTX-StarEnergy’s connectivity. If the PING fails X
times (a configurable value) consecutively, the 4G/3G/2G session will be restarted. See the additional
notes on this point for more options.

=MTXRouter Tiian

—
— Intelligent Router - Control Panel
| —

WAN » Keep Online

Enabled: Enable PING methed for keep online Wan Session
Ping Server: |8 888 ‘ IP or DNS address

LAN

© Basic Settings Period: |5 ‘ Minutes between pings (1 ... 1440)

Firewall Timeout: |10 ‘ Timeout in seconds (5 ... 20)

© Authorized IPs

Retries: ‘ Number of retries (0 ... 9)

Serial Settings

© Serial Port1-232/485 Retry period: |1 ‘ Minutes between retries (1 ... 1440)
VPN

© IPSec

Other SAVE CONFIG

© AT Command
© Meter Presence
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e Enabled: check the box to allow the MTX-StarEnergy to send a PING to periodically check
connectivity.

* Ping Server: indicates the IP or DNS address of the server to PING.

e Period: indicates the number of minutes between each PING.

* Timeout: specifies the timeout in seconds to wait for a PING response.
¢ Retries: specifies the number of PING retries in case of failure.

e Retry period: indicates the number of minutes between each PING retry.

In the case of the example on the previous screen, server 8.8.8.8 is PINGed every 5 minutes, with a
timeout of 10 seconds. In the event of failure, 1 additional retry is performed after 1 minute. If the
number of retries is exhausted, which in this example is 1, the MTX-StarEnergy will restart the 4G/3G/2G
connection.

Additional Notes:

* Once the configuration process is finished, click on the “SAVE CONFIG” button to save the
changes. Remember that you must restart the device for the new changes to take effect.

e Do not forget the “Other > Periodic Autoreset” configuration section, where you can establish
an additional watchdog for this method and indicate a period after which the MTX-StarEnergy
will restart fully (with power off / power on of the electronics) if it is not able to obtain an IP from
the telephone operator.

contact@webdyn.com |
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3.2 LAN

The “LAN” configuration section refers to the local network settings. In the case of the MTX-StarEnergy, it
refers to a LAN connection via a USB cable.

3.2.1LAN: Basic Settings

This section lets you configure the basic network parameters of the network connection (emulated
through the USB interface).

— -
| —
- 1
—
— Intelligent Router - Control Panel
Wan LAN » Basic Settings

© Status
© Basic Settings
© Keep Online

LAN Enabled: LAN Enabled (USB Interface)
LAN
IP Address: Local IP LAN
© Basic Settings |192 168.12 ‘
. IP Subnet Mask: |255 255.255.0 ‘ Local Mask
Firewall
© Authorized IPs
Serial Settings
© Serial Port1-232/485
SAVE CONFIG
VPN

© IPSec

Other
© AT Command
© Meter Presence

* LAN Enabled: lets you enable/disable the LAN interface (the USB port). If you disable it, make
sure you have remote access to the MTX-StarEnergy via HTTP/HTTPS, SSH, SNMP or SMS. If
you do not, you will not be able to access the device’s configuration page, you will then have to
follow the steps to restore the factory configuration.

¢ |P Address: local IP address of the emulated IP interface (by default, 192.168.1.2).

e |P Subnet Mask: subnet mask.

Additional Notes:

¢ Once the configuration process is finished, click on the “SAVE CONFIG” button to save the
changes. Remember that you must restart the device for the new changes to take effect.
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3.3 Firewall

In this section we can configure certain security aspects of the MTX-StarEnergy router related to remote
IP connectivity.

3.3.1Firewall: Authorized IPs

This screen lets you define, if required, up to 3 IP addresses authorized to connect to/from the WAN port
(4G/3G/2G interface) for the for MTX-StarEnergy services. For example, if an authorized IP address of
90.166.108.200 is specified (such as the public IP of an office), certain services will only be accessible
from that IP address. It also lets you assign certain services that can only be used over the WAN via IPSec.

TXRouter [Iian

Intelligent Router - Control Panel

G

Firewall » Authorized IPs (for WAN interface)

& Status

@ Basic Settings Authorized IP1: | | Remote connections from this IP are allowed
© Keep Online
R Authorized IP2: | | Remote connections from this IP are allowed
e Authorized IP3: | | Remote connections from this IP are allowed
© Basic Settings
Firewall
© Authorized IPs Router configuration | ALLOW ANY IP V| Security for remote configuration connection
el S Serial gateways | ALLOW ANY IP V| Security for remote serial connection
© Serial Port1-232/485 Remote console: | ALLOW ANY IP V| Security for remote console connection
VPN SNMP: [ ALLOW ANY P ~| security for snmp
& IPSec
Outgoing connections: | ALLOW ANY IP V| Security for outgoing connections
Other
PING: | ALLOW ANY IP V| Security for incomming PING from WAN
& AT Command
@ Meter Presence
© Sms control
@ Periodic Autoreset
© Time Servers SAVE CONFIG

© Remote Console

e Authorized IP1: authorized IP address number 1.
e Authorized IP2: authorized IP address number 2.
e Authorized IP3: authorized IP address number 3.

* Router configuration: specifies whether remote connections to the web configuration
environment are accepted from any IP, only from authorized IP addresses, or only via IPSEC.

e Serial Gateways: specifies whether remote connections to 2G/3G/4G-RS232/485 gateway
services can be made from any IP, only from authorized IP addresses, or only via IPSEC.

* Remote console: specifies whether to accept remote connections to the remote console service
from any IP, only from authorized IP addresses, or only via IPSEC.

*  SNMP: specifies whether the device's GET/SET SNMP commands can be accessed from any IP,
only from authorized IP addresses, or only via IPSEC.

* PING: specifies whether PINGs are accepted from any IP address, or only PING requests made
from authorized IPs should be accepted.
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e Qutgoing Connections: lets you specify whether the MTX-StarEnergy router can provide Internet
access to all IP addresses or only to authorized IP addresses.

Additional Notes:

* Once the configuration process is finished, click on the “SAVE CONFIG” button to save the
changes. Remember that you must restart the device for the new changes to take effect.

e |f you use restrictions on “Outgoing connections”, remember that you also need to specify the
IP address of the DNS server.

¢ |f you need more than 3 authorized IP addresses, you can specify more than one IP address in

“wn

any box, separating them by a comma “,”.

3.4 Serial Settings: Serial PortX

In this section we can configure a transparent gateway, or one with FT1.2 CSD/4G/3G/2G <> RS232/
RS485 encapsulation to remotely access RS232 and RS485 serial devices, such as electricity meters.

—4 -
—
— —
—
——
—
— Intelligent Router - Control Panel
—
. Serial Gateway » Coml Settings
@ Status
& Basic Settings Baudrate: | 9600 V| Baudrate of serial port
@ K Onli
Tt Data bits: | 8 V| Number of data bit
k LAN Parity: | none V| Parity
© Basic Settings
Stop bits: | 1 V| Number of stop bits
Eewall 3 . msec without serial data before sending

& Serial Port1-232/485

E allow incoming GSM call (CSD Data Call)

Call will be closed if no traffic in X seconds

SSbeaut (0=no timeout, 1 ... 7200)
@ IPSec
FT1.2 Frame Encapsulation Enable FT1.2 frame encapsulation
# Other

© AT Command
© Meter Presence
© Sms control

Function: Serial - IP Gateway (TCP Server)

& Periodic Autoreset
© Time Servers

© User Permissions
© Passwords Web UI
& CA-Certificates

& Syslog

© Backup / Factory
& Firmware Upgrade
© Reboot

© Logout

WM webdyn | 14

Enable Prioritary:

TCP Second. Port:

Secondary timeout:

SAVE CONFIG

o RemoleConsole TCP Prioritary Port: 20010 Listening TCP Port (1 ... 65535)

@ Snmp g - . Socket will be closed if no traffic in X seconds
R Prioritary timeout: (0=no timeout, 1 ... 7200)

© Https Enable secondary: Secondary TCP Port Enabled

20011

Prioritary TCP Port Enabled

Listening TCP Port (1 ... 65535)

Socket will be closed if no traffic in X seconds
(0=no timeout, 1 ... 7200)
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¢ Baudrate: specifies the speed of the serial port (115200, ..., 300).
e Data bits: specifies the number of data bits (7, 8).

e Parity: specifies the parity (none, even [even], odd [odd]).

e Stop bits: number of stop bits (1, 2).

e Timeout ms: indicates the number of milliseconds the device will wait without receiving data
through the serial port before sending the data via IP. If you specify a “O” (default value), the
data will be sent via IP as it arrives at the serial port. A value of 10, for example, specifies that
no data is sent if a period of at least 10ms has not passed without receiving data at the serial
port. This allows the data to reach its destination without the usual fragmentation problems
associated with some data management protocols and platforms. It should not be used if the
“FT1.2 Frame Encapsulation” option is activated.

e Allow incoming GSM calls (CSD Data Call): selecting this box indicates that CSD calls are
accepted. Only valid when the MTX-StarEnergy router is configured in AUTO (4G/3G/2G), AUTO
(4G/2G) or 2G mode, as long as your phone provider allows this. When a CSD data call is
received, the 2G/3G/4G data connection is closed and the CSD call is accepted and answered,
creating a CSD-RS232/RS485 gateway.

* CSDtimeout: specifies the seconds that must elapse before closing a CSD-RS232/485 gateway
if there is no traffic on it. A time of O indicates that there is no timeout.

e FT1.2 Frame Encapsulation: select this option if you want the MTX-StarEnergy router to activate
the encapsulation option for IEC 101/102 protocols. With this mode activated, all input and
output data frames at the CSD-RS232/RS485 and IP-RS232/RS485 gateways will be checked
(headers, integrity, etc.) before being forwarded through the corresponding interface, otherwise
it is discarded.

* Enable Priority: select this option if you want to establish an IP-RS232/485 gateway, i.e. a
scenario in which the MTX-StarEnergy router is listening on a certain TCP port waiting to receive
a connection to establish the gateway. This gateway will have priority over the secondary
gateway. This means that, if the priority gateway is established, the secondary one cannot be
established. Moreover, if the secondary one is established, the secondary one will be closed to
make way for the priority one).

e TCP Priority Port: TCP listening port for the IP-RS232/RS485 primary gateway.

e Priority timeout: specifies the time, in seconds, that must elapse before closing an IP-
RS232/485 priority gateway if there is no traffic on it. A time of O indicates that there is no
timeout.

* Enable Secondary: select this option if you want to establish an IP-RS232/485 gateway, i.e.
a scenario in which the MTX-StarEnergy router is listening on a certain TCP port waiting to
receive a connection to establish the gateway. This gateway will be secondary to the primary
gateway. This means that, if the priority gateway is established, this secondary gateway cannot
be established.

e TCP Secondary Port: TCP listening port for the IP-RS232/RS485 secondary gateway.

e Secondary timeout: specifies the time, in seconds, that must elapse before a secondary
IP-RS232/485 gateway closes if there is no traffic on it. A time of O indicates that there is no
timeout.
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Additional Notes:

* Once the configuration process is finished, click on the “SAVE CONFIG” button to save the
changes. Remember that you must restart the device for the new changes to take effect.

e If a primary type connection enters when the secondary gateway is already established, the
MTX-StarEnergy router will close the secondary gateway, close the IEC session with the meter
automatically with the Link Address and Measurement Point used by the secondary connection
and, lastly, it will give way to the primary connection. A secondary connection cannot be
established while the primary connection is still in use.

e [t should be noted that the serial port configuration refers to the 2 serial ports (one RS232
and one RS485) of the MTX-StarEnergy router. The gateways established, whether they are of
the CSD-Serial or the IP-Serial type, will be established through both serial ports (RS232 and
RS485) simultaneously. This is an important feature as you can connect an electricity meter to
one or another serial port (RS232 or RS485) without having to configure the type of port to be
used in the MTX-StarEnergy router, making life far easier.

3.5 VPN: IPSec

In this section we can activate a secure IPSec connection which will work as a “client” or a “server” in a

highly configurable way.

4

I
i

L[/

Wan

© Status

© Basic Settings
© Keep Online

LAN
© Basic Settings

Firewall
© Authorized IPs

Serial Settings
© Serial Port1-232/485

VPN
© IPSec

Other

© AT Command

@ Meter Presence

© Sms control

© Periodic Autoreset
© Time Servers

© Remote Console
© Snmp

© Tacacs+

© Https

© User Permissions
© Passwords Web UL
© CA-Certificates

© Syslog

© Backup / Factory
© Firmware Upgrade
© Reboot

© Logout
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TXRouter

Intelligent Router - Control Panel

M

VPN » IPSec
Enabled: Enable IPSec vpn service
VPN » IPSec » Configuration Files

IPsec config file: 'ipsec.conf' (find examples at the bottom of this page)

Titan

config setup
charondebug="ike 1, knl 1, cfg @"
uniqueids=no

conn server

auto=add
keyexchange=ikev2
type=tunnel
compress=no
forceencaps=yes
dpdaction=clear
dpddelay-300=

rekey=no
eap_identity=kidentity

left=%any

leftid=@titan
leftcert=server-cert.pem
leftsendcert=always
leftsubnet=192.168.1.8/24
leftfirewall=yes

IPsec secrets files: 'ipsec.secrets' click for Show/Hide
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Seethe AN41, AN42, AN43, AN44, AN45, AN46G, and AN7 Application Notes for the Titan family of routers
for more information about their configuration. Note that, at the bottom of the configuration page you will
find a series of examples with the most common configurations ready to use.

VPN » IPSec » Examples
Examplel: ipsec.conf IPSec configurated as IPSec Server - EAP
ipsec.secrets authentication (user and password) - IKEV2
Example2: ipsec.conf IPSec configurated as IPSec Server -
ipsec.secrets authentication with PSK Key - IKEV2
Example3: ipsec.conf 1IPSec configurated as IPSec Server -
ipsec.secrets authentication with Certificate - IKEV2
Example4: ipsec.conf IPSec configurated as IPSec Client - authentication
ipsec.secrets with Certificate - IKEV2
Example5: ipsec.conf IPSec configurated as IPSec Server -
ipsec.secrets authentication with PSK Key - IKEV1
Example6: ipsec.conf IPSec configurated as IPSec Server -
ipsec.secrets authentication with Certificate - IKEV1
Example?7: ipsec.conf IPSec configurated as IPSec Client - authentication
ipsec.secrets with PSK Key - IKEV1

Additional Notes:

* Once the configuration process is finished, click on the “SAVE CONFIG” button to save the
changes. Remember that you must restart the device for the new changes to take effect.

¢ Remember that, in the Firewall > Authorized IPs configuration section you will find an option
to specify which IP services must be used over the WAN only via IPSEC, such as IP-Serial
gateways, for example.

3.5.10ther: AT Command

In this section we can send an AT command directly to the MTX-StarEnergy router and even to the internal
modem. For example, we may want to check the coverage or to identify nearby telephone cells, etc.

We can also configure up to 5 special AT commands which configure the MTX-StarEnergy when booting
(i.e. they are auto-executed when the device boots).

e AT Command: AT command for real-time execution (e.g. AT+COPS?). Once you click on the
“SEND AT COMMAND” button, the AT command will be executed and you will see the response.

e AT1, ... AT5: AT initialization commands.
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* Wan

© Status

© Basic Settings
© Keep Online

*

*

LAN
© Basic Settings

Firewall
© Authorized IPs

Serial Settings
© Serial Port1-232/485

# Other

© AT Command

© Sms control

© Periodic Autoreset
© Time Servers

© Remote Console
@ Snmp

© Tacacs+

© Https

© User Permissions
© Passwords Web UI
@ Backup / Factory
© Firmware Upgrade
© Reboot

© Logout

Additional Notes:

Intelligent Router - Control Panel

Other » AT Command

AT Command: |AT+C0F‘57

AT+COPS?
+COPS: 0,0,"Movistar",7

OK

| SEND AT COMMAND |

Init commands

AT1:

ATZ2:
AT3:
AT4:

ATS:

SAVE CONFIG

Custom initialization command 3

Execute custom AT Command

Custom initialization command 1

Custom initialization command 2

Custom initialization command 4

Custom initialization command 5

¢ Once the configuration process is finished, click on the “SAVE CONFIG” button to save the
changes made. Remember that you must restart the device for the new changes to take effect.

¢ Point 4 of this document includes a list with the special AT commands that can be sent via this
interface.
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3.5.2 Other: Meter Connected

This configuration section lets you activate the presence service of an IEC electricity meter. Once activated,
the MTX-StarEnergy router will periodically check that the meter is present. If it detects that it is not and
SNMP TRAPS are configured, the router will send a TRAP reporting the situation.

—4 -
e
— —
— -
—
E— Intelligent Router - Control Panel
| —
i Other » Meter Presence
< Status
© Basic Settings Enabled: Enable Meter Presence service
o Ki anli
EER BLIDE Period: |60 | Seconds (10 ... 86400)
LR Retries: |1 | Number of retries (0 ... 9)
& Basic Settings
Link address: |1 | Meter Link Address (default 1)
Firewall
@ Authorized IPs
Serial Settings SAVE CONFIG

© Serial Port1-232/485

VPN
@ [PSec

Other
© AT Command

< Meter Presence

& Sms control

Enabled: checking this box activates the electricity meter presence detection service.

Period: frequency, in seconds, to check the presence of the electricity meter.

Retries: in the event of an error in the presence check, it will indicate how many attempts must
be made to consider that there is effectively no meter present.

Link address: Link address of the meter, needed to perform the presence check.

Additional Notes:

W webdyn | 19

Once the configuration process is finished, click on the “SAVE CONFIG” button to save the
changes. Remember that you must restart the device for the new changes to take effect.

Configure the OTHER > SNMP section, activating the presence TRAP, if you wish to receive
TRAPS when the meter is absent/recovered.

The presence detection service will not be active while there are gateways established with the
meter for reading it, such as CSD<>RS232/RS485 or IP<>RS232/RS485 gateways, so as not
to interfere with communications.

The Link address used by the MTX-StarEnergy router will be the one specified in this
configuration section, both in the first instance and whenever the parameter (Link Address)
is configured again. However, the MTX-StarEnergy also listens to IP-Serial communications
coming from both the primary and secondary gateways. In the event that the Link address used
by the gateways is different from the one set in this section, the MTX-StarEnergy router will
store the new (link) address in its internal non-volatile memory and use the new link address
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instead of the one in the configuration. Obviously, this will only happen when the link address
used in the gateways is correct (the meter responds correctly to them), for the purpose of
avoiding incorrect configurations of the reading software causing an incorrect configuration of
the presence service.

3.5.3 Other: SMS Control

This section lets you configure how the MTX-StarEnergy router can be configured using SMS messages.
For example, we can change the configuration and read statuses using SMS commands, we can also
specify the telephone numbers authorized to do this.

TXRouter [Iian

Intelligent Router - Control Panel

—

—— Other » SMS control

& Status

© Basic Settings SMS function
© Keep Online Send AT Commands by SMS allowed (you can
AT : enabled reboot the device, get IP Wan, get GSM RSSI,
LAN change configuration, ...)
& Basic Settings AT header: Header of at commands
Firewall
© Authorized IPs i
o ozelnbone all phones All Phones are allowed
numbers:
& Serial Port1-232/485
VPN
& Meter Presence
© Periodic Autoreset
¢ Snmp
© Https
© User Permissions I:l Authorized number 10
& Passwords Web UL
& CA-Certificates
@y ALIAS AT COMMAND
© Backup / Factory
© Firmware Upgrade Alias 1: [reset | [AT*MTXTUNNEL=REBOOT |
© Reboot
ol Alias 2: [network[params] | [ATsMTXTUNNEL=SETPAR/|

e AT enabled: check this box if you need to be able to send AT commands by SMS to the MTX-
StarEnergy router, e.g. to find out the coverage remotely, to perform a reset or to change the
configuration, etc.

e AT header: here you can enter the header text for SMS command messages. For example, if you
type “mtx” in this box, when an AT command is sent by SMS, e.g. the AT+CSQ command to find
out the general coverage level, you must send an SMS message with the following text (without
the quotes) “mtx AT+CSQ”.

e All phones: this box must be checked if you want all phones to be authorized to send AT
commands to the MTX-StarEnergy router via SMS. Do not check this box if you want to specify
a set of authorized phone numbers. It can also be activated if the phone provider lets you filter
SMS messages, i.e. if phone numbers are filtered at the network level (by the phone provider)
and not at the device level.
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¢ Authorized Number X: up to 10 authorized phone numbers can be entered in these boxes, as
long as the “All phones” option is not selected.

¢ Alias/ATCommand: Up to 10 aliases can be entered to execute SMS commands. For example,
the AT command that resets the MTX-StarEnergy router is AT*"MTXTUNNEL=REBOOT. If, for
example, the alias “reset” is configured, you just need to send an SMS message with the text
“reset” to the MTX-StarEnergy router for it to restart, instead of having to send an SMS with
“mtx AT*"MTXTUNNEL=REBOOT ”, which is far longer and more difficult to remember.

Aliases can also be used to send parameters. For example, imagine that you have set the
MTX-StarEnergy router to “2g” mode and you want to be able to change the working mode
to “auto2”, so that the MTX-StarEnergy router connects to 2g/4¢g depending on the networks
available in the area.

To do this you can specify an alias such as “network[params]” next to the command
“AT"MTXTUNNEL=SETPARAM,WAN_NETWORK,[*1]".

If you send the MTX-StarEnergy router an SMS message with the text “network auto2”, the
setting will change from “2g” to “auto2”. (NB: Do not forget to send a reset SMS to the device
so that the new configuration takes effect).

¢ Alias Result OK: text that is sent in response when the execution of an ALIAS command is
successful.

¢ Alias Result ERROR: text that is sent in response when the execution of an ALIAS command
fails.

Additional Notes:

* Once the configuration process is finished, click on the “SAVE CONFIG” button to save the
changes. Remember that you must restart the device for the new changes to take effect.

e Responses to SMS commands are sent to the phone number that sent the message. If you
want to receive the response, make sure that the MTX-StarEnergy router has a SIM card with
SMS messaging enabled.

3.5.4 Other: Periodic Auto-reset
In this section you can configure a scheduled auto-reset.

e Auto-reset not enabled: activate this option if you do not want the device to reset itself
periodically.

e Auto-reset every X hours: activate this option if you want the device to reset itself every few
hours. This is usually set to 24 hours in metering applications.

e Auto-reset at specific time: activate this option if you want the device to reset itself at a certain
time of day.

e Auto-reset if the router can't obtain an IP within X minutes: lets you specify the number of
minutes after which the device will reset itself if it cannot obtain an IP address.
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Intelligent Router - Control Panel

Other » Periodic Autoreset

% Wan

@ Status
© Basic Settings

@ Keep Online O Autoreset not enabled
# LAN
SRR @® Autoreset every X hours

% Firewall Number of hour: Every X hours device will be rebooted

© Authorized IPs

# Serial Settings

i O Autoreset at specific hour
© Serial Port1-232/485

o

]
* VPN

@ IPSec

% Other
© AT Command
@ Meter Presence

Reset if router can't obtain IP after X minutes

Time for reset 5 ... 1440 min.

I

© Remote Console

© Snmp
© Tacacs+

e SAVE CONFIG

@ User Permissions

Additional Notes:

¢ Once the configuration process is complete, click on the “SAVE CONFIG” button to save the
changes. Remember that you must restart the device for the changes to take effect.

3.55 Other: Time Servers (NTP)

The MTX-StarEnergy router has a supercap real-time clock that enables it to keep time even if power is
lost. Said internal clock periodically needs to be synchronized with time servers using the NTP protocol,
meaning the device always has the correct time.

—3

= MTXRouter Titan

Intelligent Router - Control Panel

——
| ——

WAN » Time Server (NTP)

# Wan
& Status
© Basic Settings Enabled: Enable NTP
¢ Keep Online =
NTP Server 1: time1.google.com IP or DNS address
- A NTP Server 1 port: UDP port. Default 123
© Basic Settings
NTP Server 2: time2 google.com IP or DMS address
# Firewall
© Authorized IPs NTP Server 2 port: 123 UDP port. Default 123
# Serial Settings Time zone: ‘ utc V| Select the timezone
© Serial Port1-232/485 Current Time: 07-04-2021 11:48:43 Current date & time of the system
& VPN
& IPSec
& Other SAVE CONFIG

© AT Command

@ Meter Presence

© Sms control

& Periodic Autoreset
& Time Servers

& Remote Console

& Snmn
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e Enabled: check this box if you want to use NTP time servers.
e NTP Server 1: IP or DNS address of the NTP 1 time server.

e NTP Server 1 port: UDP port of the NTP 1 time server.

* NTP Server 2: IP or DNS address of the NTP 2 time server.

e NTP Server 2 port: UDP port of the NTP 2 time server.

¢ Time Zone: lets you specify the time zone.

Additional Notes:

* Once the configuration process is finished, click on the “SAVE CONFIG” button to save the
changes. Remember that you must restart the device for the new changes to take effect.

3.5.6 Other: Remote Console (TCP Server)

If at any time you need to perform a remote action with the MTX-StarEnergy router, the “Telnet or
SSH type” connection can be configured in this section. By sending AT commands via a telnet or SSH
connection, you can make configuration changes to the MTX-StarEnergy router or restart it, etc. In other
words, the same action that can be performed using SMS, SNMP, HTTP/HTTPS messaging, but using a
Telnet connection or secure SSH connection.

e Enabled: check this box if you want to use this special connection.

e TCP Port: listening TCP port where the connection must be made.

e Login: username (will be requested after establishing the connection).

e Password: user password (will be requested after entering the username).

e SSH: check the box if you want to use SSH instead of Telnet.

Intelligent Router - Control Panel

Other » Remote Console (TCP Server)

Wan
© Status B
© Basic Settings Enabled L Enable remote console
© Keep Online
£ TCP port: 20023 TCP port for remote console
AN Usermname: user Username of your account
© Basic Settings
Password: prrrreee Password of your account
Firewall
© Authorized IPs BiH: O Enable SSH security
Serial Settings
© Serial Port1-232/485
SAVE CONFIG |

Other

© AT Command
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Additional Notes:

¢ Once the configuration process is finished, click on the “SAVE CONFIG” button to save the
changes. Remember that you must restart the device for the new changes to take effect. If you
check/uncheck the SSH box, you will also need to re-enter the password.

3.5.7 Other: SNMP

The MTX-StarEnergy device lets you execute SET and GET operations using the SNMP protocol from
standard SNMP applications, TRAPS alarms can also be sent.

TXRouter TIiaN

Intelligent Router - Control Panel

4

Other » SNMP

Wan
© Status
© Basic Settings Enabled: Enable SNMP v2¢
ElEspitilne SNMP Version: | SNMPv3 V‘ SNMPv2 or SNMPv3
LaL UDP Port: Default UDP port 161
& Basic Settings
Custom OID: 4571111 Enterprise-Product OID. Default: .45711.1.1
Firewall
& Authorized IPs
) ) Communit Only SNMPv2. Password for GET and SET
Serial Settings commands
© Serial Port1-232/485 | | Username: Only SNMPV3.
VPN Auth Password: Only SNMPv3 (min 8 char)
S Priv. Password: Only SNMPv3 (min 8 char)
Other Auth Protocol: | SHA v‘ Only SNMPv3.
@ AT Command
& Meter Presence Priv Protocol: | AES-128 V‘ Only SNMPv3.
© Sms control
Engine ID: AUTO Only SNMPv3. "AUTO" or custom HEX

& Periodic Autoreset
© Time Servers
& Remote Console

Traps Enabled:

& lacacs+

Enable Traps

|

* Enabled: must be activated if you want to enable the MTX-StarEnergy router’'s SNMP service.
¢ SNMP Version: either SNMPv2c¢ or SNMP v3 can be connected.

e UDP port: the standard UDP port for SNMP is 161, but you can also specify a UDP of your
choice.

e Custom OID: lets you change the default value for the Enterprise-Product OID (.45711.1.1) if
you need to adjust it to match your corporate values.

e Community: password to execute SET and GET commands. Only required for SNMPv2.
e Username: username when using SNMPv3 (not required for SNMPv2).

e Auth Password: authentication password for SNMPv3 (not required for SNMPv2).

¢ Priv Password: privacy password for SNMPv3 (not necessary for SNMPv2).

e Auth Protocol: authentication protocol (MD5 or SHA).

e Priv Protocol: encryption protocol (DES, AES128).
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e EnginelD: lets you specify the EnginelD for SNMPv3. Use the value “AUTO” if you want the MTX-
StarEnergy router to use its own unique EnginelD, or specify the EnginelD in HEX format (e.g.

010203040506AABBCCDDEEFF).

© Tacacs+

© Https

© User Permissions
@ Passwords Web UI

Traps - UDP Port:

Traps - IP:

Number traps alarm
ON:
Number traps alarm
OFF:

[162

| 77.231.220.143

© Meter Presence Priv Protocol: | AES-128 V| Only SNMPv3.
© Sms control ) B .
& Penicdic Altoresot Engine ID: |AUTO Only SNMPv3. "AUTQ" or custom HEX
© Time Servers
g Remote Console
Traps Enabled: Enable Traps

Default UDP port 162

IP for sending traps

© CA-Certificates Traps - Community: |DUb|iC Only SNMPv2. Community for traps
o Syslog
o Backup / Factory Alarm Presence: Enable trap for Presence alarm
© Firmware Upgrade
e Alarm Power: Enable trap for Power alarm
@ Reboot
© Logout Alarm 0S: Enable trap for Oper. System alarm

Number the traps sent when an alarm is
activated. 0 ... 1440

Number the traps sent when an alarm is
deactivated. 0 ... 1440

Trap period: |30 Period between traps (10...3600 sec)
Click here for download MIB
SAVE CONFIG

e Traps Enabled: enable the TRAPs alarm service in the MTX-StarEnergy router.
e Traps - UDP Port: lets you specify the port for SNMP TRAPS.

e Traps - IP: IP address for sending SNMP TRAPS.

e Community: community field for sending TRAPS v2c.

¢ Alarm Presence: activates/deactivates the presence TRAP. If the meter's "Presence" service is
activated, a change in the presence detection state of the meter will cause notification TRAPS
to be sent.

¢ Alarm Power: activates/deactivates the external power TRAP. An alarm TRAP is sent when the
MTX-StarEnergy router detects a loss of power, and when the power supply is restored. The
MTX-StarEnergy router has a supercap that enables the power supply failure detection and
alarm system to operate for approximately 1 minute without external power.

e Alarm OS: activates/deactivates the operating system alarm TRAP. An alarm TRAP is sent when
the MTX-StarEnergy router detects an internal anomaly, such as a lack of flash memory or SD
memory.

¢ Number TRAPS alarm ON: indicates the number of TRAPS that will be sent when an alarm is
activated. For example, if 10 is specified, the MTX-StarEnergy router will send 10 ON alarm
TRAPS every X seconds (configurable).

¢ Number TRAPS alarm OFF: indicates the number of TRAPS that will be sent when an alarm is
deactivated. For example, if 5 is specified, the MTX-StarEnergy router will send 5 OFF alarm
TRAPS every X seconds (configurable).

e Trap period: Number of seconds between TRAPs of the same type being sent.
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Additional Notes:

Once the configuration process is complete, click on the “SAVE CONFIG” button to save the
changes. Remember that the MTX-StarEnergy router must be restarted for the new changes to
take effect.

The previous screen has a link marked “Click here to download MIB”. This will download the
MIB with the OIDs.

If you want the MTX-StarEnergy router to only send TRAPs when an alarm is activated (and not
when one is deactivated), simply enter “O” in the “Number TRAPS alarm OFF” field.

The alarm status is saved in non-volatile memory. This implies that if, for example, a Power
alarm is activated (due to a loss of external power), the number of TRAPS configured in the
“Number TRAPS alarm ON” field are sent and the MTX-StarEnergy router loses all power and
turns off, when it regains power and turns on, the number of TRAPS configured in “Number
TRAPS alarm OFF” will be sent, this is because when it restarts, it recovers the prior alarm
configuration.

Other: SNMIP Details

Below is an illustration of how the MTX-StarEnergy router’s various SNMP OIDs are organized, together

with descriptions of all the OIDs and TRAPS.

Eﬂ ManageEngine MibBrowser Free Tool

File Edit Miew Operations Help

- o Download
RS IS WeERD B e $LE GH 0wt
Loaded MibModules ~
d IANAITType-MIB Host B8.28.221.24 Port 161
& RFC1213-MIB § § §
d TITAN-MIB community  sEssss Write Community
£ @ enterprises SetValue ATMTHTUNMEL=0TAPCOMFIGSFTR,77.231 220143 20022, sflpuse |~
=3 memam
EHE routers Device Type
B3 titan
553 mobile Device Type Identified Mot Available C Reload
" mobile_imei Suggested 0IDs MNone ~
"% mobile_frequencyBand
s mohile_imsi ObjectID J50.0rg.dod. internet. private. enterprises. mixm2rm. routers. titan, miscelaneous. reterLink. 0

3 me\lE:thEP\mﬂ
"% mobile_homeOperator
"% mobile_subscription_a

"B mobile_icc

£} {3 miscelaneous

B identifier

B specificType
B hirthDate

"% serialNumber
"B model

"B software

S operationalStatus
B upTime

B clock

B etErLind

"% meterPoint
"% meterSource
B pendingConfig
B executingOtap
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Sent GET reguestto 88.28.221.24 161

meterLink.0

% mobile_rafType mohile_imei.0 867052045823806
"% mobile_registeredMcc Sent GET requestto 88.28.221.24 1 161

:& mohile_registeredine mohile_frequencyBand.0 LTE BAND 3

.:: mss::zjzg:zgzgﬂ?’ Sent GET requestt 86.28.221.24 1 161

5 mobile_registeredOper mohbile_imsi.0 214075536243578
"B mobile_uli_cellld Sent GET requestto 88.28.221.24 1 161

S mobile_uli_cgi mohile_homePlmn.0 21407

.f; mss::z::;z::ﬁgi:g” Sent GET requestt 86.28.221.24 1 161

% mohile_3G_RSCP mobile_ratType.0 FODLTE

"% mobile_4G_RSRP Sent GET reguestto 88.28.221.24 161

1
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The “mobile” section covers all OIDs related to the communications module and its registration on the

network.

mobile_imei

mobile_frequencyBand

mobile_imsi

mobile_homePImn

mobile_homeOperator

mobile_subscription_address

mobile_ratType

mobile_registeredMcc

mobile_registeredMnc

mobile_registeredPImn

mobile_registeredLac
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1.3.6.1.4.1.45711.1.1.1.1.0

communication module IMEI

1.3.6.1.4.1.45711.1.1.1.2.0

current working frequency band

1.3.6.1.4.1.45711.1.1.1.3.0

IMSI of the SIM card

1.3.6.1.4.1.45711.1.1.1.4.0

current PLMN

1.3.6.1.4.1.45711.1.1.1.5.0

SIM card home operator

1.3.6.1.4.1.45711.1.1.1.6.0

apn - ipv4 - assigned IP address

1.3.6.1.4.1.45711.1.1.1.7.0

Type of technology

1.3.6.1.4.1.45711.1.1.1.8.0

Current MCC

1.3.6.1.4.1.45711.1.1.1.9.0

Current MNC

1.3.6.1.4.1.45711.1.1.1.10.0

current PLMN

1.3.6.1.4.1.45711.1.1.1.11.0
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Current LAC
mobile_registeredOperator 1.3.6.1.4.1.45711.1.1.1.12.0
Current operator
mobile_uli_cellld 1.3.6.1.4.1.45711.1.1.1.13.0
Current CelllD
mobile_uli_cgi 1.3.6.1.4.1.45711.1.1.1.14.0
Current Cell Global Identity
mobile_uli_signal_strength 1.3.6.1.4.1.45711.1.1.1.15.0
Signal Strength in dBm
mobile_uli_signal_quality 1.3.6.1.4.1.45711.1.1.1.16.0
signal quality in dB
mobile_3G_RSCP 1.3.6.1.4.1.45711.1.1.1.17.0
RSCP, valid when registered to 3G
mobile_4G_RSRP 1.3.6.1.4.1.45711.1.1.1.18.0
RSRP, valid when registered to 4G
mobile_icc 1.3.6.1.4.1.45711.1.1.1.19.0

ICC of the SIM card

The “miscellaneous” section covers all the OIDs related to the device’s status.
identifier 1.3.6.1.4.1.45711.1.1.2.1.0
unique manufacturer device identifier

specificType 1.3.6.1.4.1.45711.1.1.2.2.0
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birthDate

serialNumber

model

Software

operationalStatus

upTime

clock

meterLink

meterPoint

meterSource

pendingConfig

WV Webg‘yﬁn | 29

device type (router)

1.3.6.1.4.1.45711.1.1.2.3.0

first date/time read by NTP

1.3.6.1.4.1.45711.1.1.2.4.0

device serial number

1.3.6.1.4.1.45711.1.1.2.5.0

Router model

1.3.6.1.4.1.45711.1.1.2.6.0

FW version of the router

1.3.6.1.4.1.45711.1.1.2.7.0

Router status report (autocheck)

1.3.6.1.4.1.45711.1.1.2.8.0

Date/time of last start (UTC+0)

1.3.6.1.4.1.45711.1.1.2.9.0

Router time (UTC+0)

1.3.6.1.4.1.45711.1.1.2.10.0

Energy meter’s current link address

1.3.6.1.4.1.45711.1.1.2.11.0

Current reading point of the energy meter

1.3.6.1.4.1.45711.1.1.2.12.0

Default, auto, manual

1.3.6.1.4.1.45711.1.1.2.13.0
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0= no configurations pending application.

1= if there are configurations pending application. The MTX-
StarEnergy must be reset to apply the new config.

executingOTAP 1.3.6.1.4.1.45711.1.1.2.14.0

0= no OTAP is running
1=an OTAP is running

executingAT 1.3.6.1.4.1.45711.1.1.2.15.0

0= no AT commands are running

1=an AT command is running

The “actions” section covers the OIDs for actions that can be carried out via SNMP.
mtxReset 1.3.6.1.4.1.45711.1.1.3.1.0
Lets you reset the router by entering '1'
mtxATCommand 1.3.6.1.4.1.45711.1.1.3.2.0

Lets you execute an AT command on the router

The mtxATCommand OID is special. It allows AT commands to be executed remotely on the MTX-StarEnergy
router via SNMP. The correct process to execute an AT command via SNMP is as follows:

¢ Enter the AT command to be executed in the “mtxATCommand” OID.

* Read the “executingAT” OID. If it returns value “1” the command is being executed. When it has
finished executing, it will return “0”.

¢ Read the “mtxATCommand” OID and this will return the response to the AT command executed.

This OID is useful for remotely executing FW update AT commands, to load remote configurations, and to
perform other actions on the router. See chapter 4 for the most relevant AT commands.
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The “config_" sections cover OIDs and the various basic configurations that can be applied to the MTX-

StarEnergy router.

WAN_APN

WAN_NETWORK

WAN_AUTHENTICATION

WAN_USERNAME

WAN_PASSWORD

KEEP_ENABLED

KEEP_IP

KEEP_PERIOD

KEEP_TIMEOUT

KEEP_RETRY
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1.3.6.1.4.1.45711.1.1.4.1.0

Network connection APN

1.3.6.1.4.1.45711.1.1.4.2.0

Lets you indicate the network to be used

Possible values: auto > 4g/3g/2g, auto2 >4g/2g, 2¢g, 3g, 4¢

1.3.6.1.4.1.45711.1.1.4.3.0

Possible values: auto, pap, chap

1.3.6.1.4.1.45711.1.1.4.4.0

Username for the network connection

1.3.6.1.4.1.45711.1.1.4.5.0

Password for the network connection

1.3.6.1.4.1.45711.1.1.5.1.0

Possible values: O: keepalive disabled, 1: keepalive enabled

1.3.6.1.4.1.45711.1.1.5.2.0

IP or DNS for the keep alive PING

1.3.6.1.4.1.45711.1.1.5.3.0

Minutes between pings (1...1440)

1.3.6.1.4.1.45711.1.1.5.4.0

PING retries after a failure (O ... 9)

1.3.6.1.4.1.45711.1.1.5.5.0
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Seconds to timeout (5 ... 20)

KEEP_RETRY_PERIOD 1.3.6.1.4.1.45711.1.1.5.6.0

Minutes between retries (1...1440)

AUTORESET_MODE 1.3.6.1.4.1.45711.1.1.6.1.0

“none”: no autoreset, “time”: autoreset at a specific time,
“timer”: Auto reset every X hours

AUTORESET_TIMER 1.3.6.1.4.1.45711.1.1.6.2.0

When in “timer” mode, the number of hours between
autoresets (1 ... 24)

AUTORESET_HOUR 1.3.6.1.4.1.45711.1.1.6.3.0

When in “time” mode, the time at which the autoreset is carried
out (0 ... 23)
AUTORESET_IP_ENABLED 1.3.6.1.4.1.45711.1.1.6.4.0
0: autoreset as could not get disabled IP, 1: autoreset as could
not get enabled IP
AUTORESET_IP_TIMER 1.3.6.1.4.1.45711.1.1.6.5.0

Minutes for autoreset if cannot get IP (5 ... 1440)

SERIAL_BAUDRATE 1.3.6.1.4.1.45711.1.1.7.1.0

Serial port speed: 300, 600, 1200, 2400, 4800, 9600, 19200,
38400, 57600, 115200

SERIAL_DATABITS 1.3.6.1.4.1.45711.1.1.7.2.0

Number of bits: 7, 8

SERIAL_PARITY 1.3.6.1.4.1.45711.1.1.7.3.0
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O=none, 1=o0dd, 2=even

SERIAL_STOPBITS 1.3.6.1.4.1.45711.1.1.7.4.0
Stop bits: 1, 2
SERIAL_PORT1_ENABLED 1.3.6.1.4.1.45711.1.1.7.5.0

Main port enabled (1) or disabled (0)
SERIAL_PORT1_TCPPORT 1.3.6.1.4.1.45711.1.1.7.6.0

Primary TCP Port: 1 ... 65535
SERIAL_PORT1_TIMEOUT 1.3.6.1.4.1.45711.1.1.7.7.0

Number of seconds for timeout for the main port. O=no timeout.
1...7200

SERIAL_PORT2_ENABLED 1.3.6.1.4.1.45711.1.1.7.8.0

Secondary port enabled (1) or disabled (0)
SERIAL_PORT2_TCPPORT 1.3.6.1.4.1.45711.1.1.7.9.0

Secondary TCP Port: 1 ... 65535
SERIAL_PORT2_TIMEOUT 1.3.6.1.4.1.45711.1.1.7.10.0

Number of seconds for timeout for the secondary port. 0=no
timeout. 1 ... 7200

SERIAL_IEC 1.3.6.1.4.1.45711.1.1.7.11.0

Encapsulation enabled (1) or disabled (0O)
SERIAL_MSTOSEND 1.3.6.1.4.1.45711.1.1.7.12.0

Waiting time before serial retransmission in milliseconds
SERIAL_CSD_ENABLED 1.3.6.1.4.1.45711.1.1.7.13.0

CSD calls enabled (1) or disabled (0)
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SERIAL_CSD_TIMEOUT 1.3.6.1.4.1.45711.1.1.7.14.0

Number of seconds for timeout for CSD communications. O=no
timeout. 1 ... 7200

SMS_ENABLED 1.3.6.1.4.1.45711.1.1.8.1.0

SMS commands enabled (1) or disabled (0)

SMS_HEADER 1.3.6.1.4.1.45711.1.1.8.2.0

Header for SMS commands

SMS_ALLPHONES 1.3.6.1.4.1.45711.1.1.8.3.0

1: all phones are authorized. O: only configured phones are

authorized

1.3.6.1.4.1.45711.1.1.8.4.0

SMS_PHONE1
Authorized phone number 1
SMS_PHONE2 1.3.6.1.4.1.45711.1.1.8.5.0
Authorized phone number 2
SMS_PHONE3 1.3.6.1.4.1.45711.1.1.8.6.0
Authorized phone number 3
SMS_PHONE4 1.3.6.1.4.1.45711.1.1.8.7.0
Authorized phone number 4
SMS_PHONES5 1.3.6.1.4.1.45711.1.1.8.8.0
Authorized phone number 5
SMS_PHONEG6 1.3.6.1.4.1.45711.1.1.8.9.0

Authorized phone number 6
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SMS_PHONE7 1.3.6.1.4.1.45711.1.1.8.10.0
Authorized phone number 7
SMS_PHONES 1.3.6.1.4.1.45711.1.1.8.11.0
Authorized phone number 8
SMS_PHONE9 1.3.6.1.4.1.45711.1.1.8.12.0
Authorized phone number 9
SMS_PHONE10 1.3.6.1.4.1.45711.1.1.8.13.0

Authorized phone number 10

NTP_ENABLED 1.3.6.1.4.1.45711.1.1.9.1.0

NTP service enabled (1) or disabled (0O)
NTP_SERVER1 1.3.6.1.4.1.45711.1.1.9.2.0

IP or DNS of the NTP1 Server
NTP_SERVER2 1.3.6.1.4.1.45711.1.1.9.3.0

IP or DNS of the NTP2 Server
NTP_TIMEZONE 1.3.6.1.4.1.45711.1.1.9.4.0

Time zone: “UTC”, “Europe/Madrid”
NTP_PORT1 1.3.6.1.4.1.45711.1.1.9.5.0

NTP1 Server Port
NTP_PORT2 1.3.6.1.4.1.45711.1.1.9.6.0

NTP2 Server Port
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SNMP_TRAPS_ENABLED

SNMP_TRAPS_SERVER

SNMP_TRAPS_PRESENCE

SNMP_TRAPS_POWER

SNMP_TRAPS_OS

SNMP_TRAPS_PERIOD

SNMP_TRAPS_NUMBERON

SNMP_TRAPS_OFF

SFTP_FW_SERVER
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1.3.6.1.4.1.45711.1.1.10.1.0

SNMP TRAP service enabled (1) or disabled (0)

1.3.6.1.4.1.45711.1.1.10.2.0

SNMP TRAP server IP

1.3.6.1.4.1.45711.1.1.10.3.0

Meter's PRESENCE TRAP enabled (1) or disabled (0)

1.3.6.1.4.1.45711.1.1.10.5.0

EXTERNAL POWER SUPPLY failure TRAP enabled (1) or disabled
(0)

1.3.6.1.4.1.45711.1.1.10.6.0

Internal operating system alarm TRAP enabled (1) or disabled
©O)

1.3.6.1.4.1.45711.1.1.10.8.0

Time, in seconds, between TRAPS of the same type being sent.
Possible values 10 ... 3600.

1.3.6.1.4.1.45711.1.1.10.9.0

Number of TRAPS to send when the alarm is activated. Possible
values O ... 1440.

1.3.6.1.4.1.45711.1.1.10.10.0

Number of TRAPS to send when the alarm is deactivated.
Possible values O ... 1440.

1.3.6.1.4.1.45711.1.1.11.1.0

SFTP server for remote FW updates
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SFTP_FW_FILE

SFTP_FW_USERNAME

SFTP_FW_PASSWORD

SFTP_CONFIG_SERVER

SFTP_CONFIG_FILE

SFTP_ CONFIG_USERNAME

SFTP_ CONFIG_PASSWORD

LAN_BASIC_ENABLED

METER_PRES_ENABLED
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1.3.6.1.4.1.45711.1.1.11.2.0

Path and File for remote FW updates

1.3.6.1.4.1.45711.1.1.11.3.0

SFTP Server username for remote FW updates

1.3.6.1.4.1.45711.1.1.11.4.0

SFTP Server password for remote FW updates

1.3.6.1.4.1.45711.1.1.11.5.0

SFTP server for remote updating of the full configuration

1.3.6.1.4.1.45711.1.1.11.6.0

Path and File for remote updating of the full configuration

1.3.6.1.4.1.45711.1.1.11.7.0

SFTP Server username for remote updating of the full
configuration

1.3.6.1.4.1.45711.1.1.11.8.0

SFTP Server password for remote updating of the full
configuration

1.3.6.1.4.1.45711.1.1.12.1.0

LAN interface (USB) enabled (1) or disabled (0)

1.3.6.1.4.1.45711.1.1.13.1.0

Meter presence detection service enabled (1) or disabled (0)
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METER_PRES_PERIOD

METER_PRES_RETRYNUM

METER_PRESS_LINK

PLATFORM_ENABLED

PLATFORM_SERVER

PLATFORM_PORT

1.3.6.1.4.1.45711.1.1.13.2.0

Seconds. Presence detection interval (10 ... 86400)

1.3.6.1.4.1.45711.1.1.13.3.0

Number of retries if presence detection fails (O ... 9)

1.3.6.1.4.1.45711.1.1.13.4.0

Link Address of the meter

1.3.6.1.4.1.45711.1.1.14.1.0

OTAP status send to platform service enabled (1) or disabled (0)

1.3.6.1.4.1.45711.1.1.14.2.0

DNS or IP of the platform

1.3.6.1.4.1.45711.1.1.14.3.0

TCP Port of the platform

The “alarms” section covers OIDs relating to the statuses of the MTX-StarEnergy router’s alarms,
indicating “O” if an alarm is not activated and with >=“1" if an alarm is activated.

Presence

Power

0S

WV Webgyﬁn | 38

1.3.6.1.4.1.45711.1.1.19.1.0

O = meter presence alarm not activated

1 = meter presence alarm activated

1.3.6.1.4.1.45711.1.1.19.3.0

0 = power failure alarm not activated

1 = power failure alarm activated

1.3.6.1.4.1.45711.1.1.19.4.0
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0 = operating system alarm not activated
1 = operating system alarm activated Low flash memory

2 = operating system alarm activated Low SD flash memory
(system logs)

Information about SNMP TRAPS
presenceTrap 1.3.6.1.4.1.45711.1.1.20.1.0

Meter presence alarm TRAP. Severity “2” when alarm activated.
Severity “6” when alarm deactivated.

powerTrap 1.3.6.1.4.1.45711.1.1.20.3.0

Loss of power supply alarm TRAP. Severity “3” when alarm
activated. Severity “6” when alarm deactivated.

osTrap 1.3.6.1.4.1.45711.1.1.20.4.0

Operating system alarm TRAP. Severity “5” when alarm
activated. Severity “6” when alarm deactivated.

severity 1.3.6.1.4.1.45711.1.1.20.100.0

Severity of the TRAP. 1=All, 2=Critical, 3=Major, 4=Minor,
5=Warning, 6=Clear, 7=Info

As well as the alarm status, the TRAPS will include the OID corresponding to the serial number of the
device serialNumber (.1.3.6.1.4.1.45711.1.1.2.4.0).

In the case of presence TRAPs, the OIDs corresponding to meterLink (.1.3.6.1.4.1.45711.1.1.2.10.0) and
meterSource (.1.3.6.1.4.1.45711.1.1.2.12.0) are also included in the TRAP.

As we mentioned at the beginning of this chapter, we can configure a number of TRAPS X to be sent when
an alarm is activated, a number of TRAPS Y to be sent when an alarm has been deactivated, and the time
period between sends. For example, if 10 alarm TRAPS are defined for activation and 5 alarm TRAPS for
deactivation and they are sent every 30 seconds, if a presence is followed by an alarm deactivation, the
result will be as follows:
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£2 TrapViewer

Class Type

Thu Apr 08 15:55:46 CEST 2021

Thu Apr 08 15:56:12 CEST 2021

T DB 15:56:43 CEST 2021

T 08 15:57:15 CEST 2021

1 08 15:57:46 CEST 2021

Authenticate vl M2 traps (Community)

Enable Logging |Log Format 3

Authenticate v3 Trap Enable Mail Configure Mall
Port [162 | TrapList 162 public El Add Del
Community [pl.bu: TrapParser MTXTurnelRouter\v4, 10.7.10_EnefPARSER_ENEL parser Load

Start | Stap | Show Dealls | Delete Entry ParserEditor
EXXN (Traps - 15 Inform IJI Status : Listening for Traps l

Each TRAP contains detailed information about it. For example, the PRESENCE alarm TRAP shown below
has a value of “1”, which indicates that the alarm is activated, with severity “2”, the mode of the meter
presence detection service is also indicated (in this example “auto”), as is the link address (1715 in this
example), and the serial number of the MTX-StarEnergy router (0123456789ABCD).

& Trap Details - O X |
TimeStamp |0 hours, 10 minutes, 48 seconds. |’
|
Enterprise |
Generic Type |
|
Spetific Type |
N

Message | . isc.org.dod.internet.mowt.mib-2.system. syalpTime 0i TimeTicks: 0 hours, 10 minuces, 48 seconmds.:

. 150,01, dod. internet . sumpVz . snmplodules , suwpMIB. smpHIBCk jects , sumpTrap . snopTrapOID.0:  Object ID: .1.3.6.1.4.1.45711.1.1.20.1.0:

.iso0.org.dod.internet. sompVz.srmpModules.18.1.3.0: Iphddress: 77.231.1985.167:

.120.0rg.dod. intErnet,. private, enterprigses mexnlm.  rOUtErs . Citan . traps, pregsenceTrap. 0 i:

.is0.org.dod. internet. private.enterprises.mtxmim.routers.titan. traps.Severity.0: 23

.i30.0rg.dod.internet. private.enterprises.mtxmim.routers.citan.miscelansous.meterSource.0: manual:
.iso.org.dod.internet.private.enterprises.mcxmim.routers.citan.miscelansous.meterLink.0: 1715:
.1s0.0rg.dod.internet. private. enterprises.mexmim. COUCErS.Citan.miscelaneous.serialNusber.0: 0123456789ABCDEFG:

Severity Enzmnl

Entity din-167-155-231-77. ipcom.comunitel.net

RemotePort 47888

LocalPort 162

Community w1l

MNode B868.28.221.24

Source Fa.aa.zzl,zq

TimeReceived |Hgﬂ Apr 21 13:53:41 CEST 2021

HelpURL |
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As an example, the PRESENCE ALARM deactivation TRAP would provide the following data. A “0” indicating
that the presence alarm is deactivated. Severity 6 (CLEAR), the presence detection operating mode (in
this example auto), the link address (in this example 1715) and the serial number of the MTX-StarEnergy
router (in this example 0123456789ABCD).

& Trap Details - O x |
TimeStamp [ hours, 13 minutes, 18 seconds. |
Enterprise |
Generic Type I
Specific Type |
Message .130.0rg.dod. internet .mgme mib-2 . system, spsUpTime.0:  TimeTicks: 0 hours, 13 minuces, 18 seconds.:

.i30.0rg.dod. internet . snmpV2 . snmpHodules . snmpMIB, snmpHIBObjects. snmpTrap. snopTrapOID.0:  Object ID: .1.3.6.1.4.1.45711,1.1.20.1.0:

.i30.0rg.dod. internet . sompV2 . srmphodules. 18.1.3.0:  Iphddress: 77.231.195.167:

.130.0rg.dod. internet . private.enterprises . muxmim, routers. titan, traps. presenceTrap.0:  O:

.is0.org.dod. internet. private.enterprises.mtxmim. routers.titan. traps.Severicy.0:  6:

«is0.0rg.dod, internet, private.enterprises . mtxmdm, FOULEES . titan. misce laneous.meterSource.0:  manual:

«iso.0rg.dod, internet, private. enterprises. mtxmlm, routers, titan. misce laneous . metexlink.0: 1715:

.is0.org.dod. internet. private.enterprises.mtxnlm. routers.titan.miscelaneous. serialNumber.0: 0123456789ABCDEFG:
Severity

L
Entity din-167-195-231-77. ipcom.comunitel.net

RemotePort 47038

LocalPort 162

Community  mull

Node 88.28.221.24

Source Fa,za.zn.z!

TimeReceved iﬂ:ﬂ Apr 21 13:56:11 CEST 2021

HelpURL. |

3.5.8 Other: TACACS+

An external Tacacs+ server must be used to authenticate the device's HTTP/HTTPS and Telnet/SSH
services, it can be configured in this section.
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Server: IP or DNS address of the Tacacs+ server.
Port: listening port of the Tacacs+ server (by default 49).

KEY: encryption password.

Service http: check the box if you want Web access to the device to use the Tacacs+

authentication service.

Service http: check the box if you want to be able to access the device via the Web to use the

Tacacs+ authentication service.

Intelligent Router - Control Panel

Other » Tacacs+ authentication

© Sms control

© Periodic Autoreset
A Tiema Canme

wan

© Status

© Basic Settings Server: IP or DNS of Tacacs+ server

© Keep Online

P Port: 49 0 .. 65535 (default 49)

¥ LAN Key: KEY for tacacs+

© Basic Settings

Service Http: U Check if tacacs+ is needed for HTTP (WAN)

% Firewall

& Authorized IPs Service Console 0 Check if tacacs+ is needed for CONSOLE
% Serial Settings

© Serial Port1-232/485 Note: although tacacs+ "service http" to be active, the "admin" user will be able to use the local password
& Other

© AT Command | SAVE CONFIG
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Additional Notes:

¢ Once the configuration process is finished, click on the “SAVE CONFIG” button to save the
changes. Remember that you must restart the device for the new changes to take effect.

* Keep in mind that the MTX-StarEnergy router lets you use the username and password locally
assigned to the "admin" user, meaning that, if the router is not connected to the Internet
(change of operator, etc.), you can still access the device. You must therefore keep the “admin”
user’s local password safe.

3.5.9 Other: HTTPS

In this section you can activate HTTPS for the configuration environment, if necessary. Activating this
section enables the device's WEB server to be accessed via a secure HTTPS connection.

—

= MTXRouter [Iian

Intelligent Router - Control Panel

——
i —
—
| —

Wan
© Status
© Basic Settings

Other » Htips

N Enable HTTPS Web Server and remote HTTPs

© Keep Online Enabled: management. First certificate is generated
automatically

LAN

© Basic Settings

Firewall

© Authorized IPs

Serial Settings Custom KEY and Certificate for HTTPs WebServer (PEM format)

o Serial Port1-232/485

VPN gl_rrtii]fsi;c:fg End | Ningtin archivo se\ecciunado‘ uploaded

© IPSec SHAL
Fingerprint=D4:08:BE:7A:3D:4D:A1:E9:78:1E:54:66:1C:13:8A: A2:2C:BE:E1:20

Other

© AT Command

© Meter Presence

© Sms control

© Periodic Autoreset

© Time Servers

© Remote Console

© Snmp

0 Tacacs+
© Https
© User Permissions

© Passwords Web UI
© CA-Certificates

¢ Enabled: enables the HTTPS service (self-signed certificates are generated automatically after
rebooting).

Additional Notes:

* Once the configuration process is finished, click on the “SAVE CONFIG” button to save the
changes. Remember that you must restart the device for the new changes to take effect.

¢ When trying to connect to the MTX-StarEnergy router via HTTPS, the browser will probably show
a warning message about the self-signed digital certificate. This is normal.

e A KEY and a Certificate in PEM format can also be installed for the browser. Format:
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————— BEGIN PRIVATE KEY--—
MIICeAIBADANBgkghkiGOWOBAQEFAASCAMIwgg eAgEAAOGBALT2iyN3y9T5HBhL
GiHfMxbEKZGqgzZI4BRLsjcxupUBVU31aAQ2WYiZmn36aY4cLp 7kR+h6b9hWPd9dgMIICIjCCAf+gAwIBAGIJAN8keshbUKbKMAOGCSqGSIb3DQEBBQUAMGMXCzAJBENV————— END CERTIFICATE-—
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3.5.10 Other: User Permissions

In this section the “admin” user can configure those permissions to which the “user” and “guest” users
will have access. Configuration options that are not selected will not appear in the left-hand menu of the
configuration page when logging in to the MTX-StarEnergy router using the username “user” or “guest”.

TXRouter TIian

Intelligent Router - Control Panel

Other » User Permissions

H“lliilu

© Status
@ Basic Settings Wan

@ Keep Online
b Basic Settings [=]

+ LAN
© Basic Settings

Keep Online 5]

¥ Firewall

@ Authorized IPs Basic Settings [T]
% Serial Settings renat

© Serial Port1-232/485 ALEhorZed EPE @

¥ VPN Serial Settings

< IPSec
Serial Port 1 =]

v Other
© AT Command
© Meter Presence IPSec
© Sms control
@ Periodic Autoreset Other
& Time Servers

Vpn

O

© Remote Console Meter Presence
Ly SMS Control
< Tacacs+

& Https Periodic autoreset
& User Permissions
& Passwords Wep U Time Servers

© CA-Certificates

Bl = el s

Bamnata Cancnla

Additional Notes:

* Once the configuration process is finished, click on the “SAVE CONFIG” button to save the
changes. Remember that you must restart the device for the new changes to take effect.
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3.5.11 Other: Passwords

Three users can be given access the MTX-StarEnergy router’s configuration page, each one having their
own level of privileges. While “admin” users will have access to all MTX-StarEnergy configuration menus,
“user” users will have access to those configuration menus which the “admin” user has selected for
them (as indicated in point 3.6.10 of this manual), and “guest” users will have access the to same
configuration menus as “user” users, but without being able to change them.

TXRouter [il3

intelligent Router - Control Panel

Other » Password Web UI

[

Wan

© Status

¢ Basic Settings
@ Keep Online

Administrator

& LAN

© Basic Settings Username: |admin | Mandatory. Default "admin’
b Eieewall Password: | | Password for router administration

© Authorized IPs Re enter Password: | | Re-enter password for router administration
% Serial Settings

© Serial Port1-232/485

SAVE ADMIN PASS

* VPN

¢ IPSec
4 Other

© AT Command General User

< Meter Presence

© Sms control Username: |user | Blank is not used
© Periodic Autoreset
© Time Servers
UL STl Re enter Password: |
< Snmp

< Tacacs+
© Https

@ Passwords Web UL

@ CA-Certificates
& Syslog

Password: | | Password for router administration (user)

| Re-enter password for router administration (user)

SAVE USER PASS
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3.5.12 Other: CA Certificates

The MTX-StarEnergy router has an internal list of the most commonly used CA certificates. If required
in certain application scenarios, you can upload 2 user root CA certificates (in PEM format). These will
be required if the MTX-StarEnergy router has to connect to an HTTPs server which has a self-signed
certificate or a CA Root type which the MTX-StarEnergy router does not have.

e

© Status
© Basic Settings
© Keep Online

LAN
© Basic Settings

Firewall
© Authorized IPs

Serial Settings
¢ Serial Port1-232/485

VPN
© IPSec

Other

© AT Command

© Meter Presence

© Sms control

© Periodic Autoreset
© Time Servers

© Remote Console
< Snmp

© Tacacs+

© Https

© User Permissions
© Passwords Web UI
@ Syslog

© Backup / Factory

Additional Notes:

TXRouter

Intelligent Router - Control Panel

Titan

CA-Root Certificates

Custom CA-Root Certificates (PEM format)

User CA-Root-1

| Ningdn archivo se\eccinnada| Upload not uploaded

User CA-Root-2

| Ningun archivo se\eccionado| Upload not uploaded

[ DELETE User CA-Root-1 | [ DELETE User CA-Root-2 |

¢ Remember that a backup of your router configuration is made (Backup), these certificates will
also be included in the backup.
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3.5.13 Other: Syslog

The MTX-StarEnergy router has a Syslog section where information messages from the operating system
are shown, as well all messages from the router's own application. The Syslog is useful to check the device
is working correctly and to establish the causes of any problems that may arise. The Syslog includes
information about accessing the router (by who, how and from where the router was accessed), it will
provide information about the network connection process (coverage, technology used, quality of service,
it will identify problems if unable able to connect to the network, etc.) and will display a series of events
such as information about meter presence detection, the connection of the IP-RS232/RS485 gateways,
indicating both the IP and TCP port of origin, incoming CSD calls, reception of SMS commands, etc.

TXRouter [Iian

Intelligent Router - Control Panel

H“l'iﬂu

ZlLog » SYSLOG

Wan

© Status

© Basic Settings Log:

© Keep Online Apr 7 19:20:43 starenergy local®.info Registration-status: Registered e
Apr 7 19:20:43 starenergy local®.info cellular-network-used: tech: 4G Operator:Movistar

LAN apr 7 19:20:43 starenergy locale.info Rssi: Signal Level-4G (RSSI: -65dBm, RSRP: -91dBm, RSRQ: -86dB): OK

Apr 7 19:21:89 starenergy locale.info Meter: presence OK - auto LA:1715
© Basic Settings Apr 7 19:21:13 starenergy local®.info Registration-status: Registered
Apr 7 19:21:13 starenergy local®.info cellular-network-used: tech: 4G Operator:Movistar
apr 7 12:21:14 starenergy local®.info Rssi: Signal Level-4G (RSSI: -65dBm, RSRP: -92dBm, RSRQ: -7dB): OK
Firewall apr 7 19:21:44 starenergy locale.info Registration-status: Registered
& Authorized IPs Apr 7 19:21:44 starenergy lccala.info ce]}ular-ne‘tuork-usad: tech: 4G Operator:Movistar
Apr 7 19:21:44 starenergy local®.info Rssi: Signal Level-4G (RSSI: -55dBm, RSRP: -92dBm, RSRQ: -SdB): OK

apr 4 starenergy locale.notice watchdeg_HW[934]: watchdog ack received
Serial Settings Apr 7 19:22:89 starenergy locale.info Meter: presence OK - auto LA:1715

Apr 7 19:22:13 starenergy local®.info Registration-status: Registered
© Serial Port1-232/485 Apr 7 19:22:13 starenergy locals.info cellular-network-used: tech: 4G Operstor:Movistar

Apr 7 19:22:13 starenergy local®.info Rssi: Signal Level-4G (RSSI: -63dBm, RSRP: -92dBm, RSRQ: -8dB): OK
Apr 7 19:22:43 starenergy locale.info Registration-status: Registered
VPN Apr 7 19:22:44 starenergy local@.info Cellular-network-used: tech: 4G Operator:Movistar
& IPSec Apr 7 19:22:44 starenergy local®.info Rssi: Signal Level-4G (RSSI: -55dBm, RSRP: -91dBm, RSRQ: -6dB): OK
apr 7 19:23:1@ starenergy locale.info Meter: presence OK - autc LA:1715
Apr 7 19:23:13 starenergy locale. info Registration-status: Registered
Other Apr 7 19:23:13 starenergy local®.info Cellular-network-used: tech: 4G Operator:Movistar
Apr 7 19:23:13 starenergy local®.info Rssi: Signal Level-4G (RSSI: -53dBm, RSRP: -91dBm, RSRQ: -7dB): OK
© AT Command 3 starenergy locale.info Registraticon-status: Registered
& Meter Presence Apr 7 19:23:43 starenergy locale.info cellular-network-used: tech: 4G operator:Movistar

Apr 7 19:23:43 starenergy local®.info Rssi: Signal Level-4G (RSSI: -57dBm, RSRP: -92dBm, RSRQ: -8dB): OK
© sms control Apr 7 19:23:5& starenergy local®.notice Watchdog HW[934]: Watchdog ack received
© Periodic Autoreset fpr 7 19:24:1@ starenergy local@.info Meter: presence OK - autoc LA:1715
s e oy Apr 7 19:24:14 starenergy locale. info Registration-status: Registered

124:14 starenergy local®.info Cellular-network-used: tech: 4G Operater:Movistar
& Remote Console Apr 7 19:24:14 starenergy local®.info Rssi: Signal Level-4G (RSSI: -53dBm, RSRP: -92dBm, RSRQ: -7dB): OK

& Snm apr 7 19:24:39 starenergy locale.info KeepAlive: Keep alive to 8.8.8.8: OK

P Apr 7 19:24:43 starenergy locale. info Registration-status: Registered e
© Tacacs+ Apr 7 19:24:43 starenergy local®.info Cellular-network-used: tech: 4G Operator:Movistar L
© Https
© User Permissions
© Passwords Web UL REFRESH LOG | [ SYSLOG CONFIG Click here for download current SYSLOG complete file

© CA-Certificates

© Syslog

© Backup / Factory
© Firmware Upgrade
© Reboot

At the bottom of the screen there are two buttons (in the lower left area) and one or more links (in the
lower right area). The “REFRESH LOG” button is used to refresh the log window to display the latest
available information (the last available 100KB of logs will be displayed). Clicking the link “Click here to
download the complete current SYSLOG file” will download the complete LOG file of up to 1MB. The log
files are rotating and can store up to 5 files. If historical log files exist, they can also be downloaded on
the same screen. Lastly, the “SYSLOG CONFIG” button can be used to configure certain aspects of the
SYSLOG system, as shown below.
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H“Uiilu

© Status
@ Basic Settings
© Keep Online

“ LAN
@ Basic Settings

% Firewall
& Authorized IPs

4 Serial Settings
@& Serial Port1-232/485

& VPN
© IPSec

% Other
& AT Command
& Meter Presence
@ Sms control
@ Periodic Autoreset
@ Time Servers
¢ Remote Console
& Snmp
© Tacacs+
© Hitps
@ User Permissions
& Passwords Web UL

g CA-Corfificates
© Syslog
& Backup / Factory

TXRouter

Intelligent Router - Control Panel

Z-Other » SYSLOG Config

Enabled Local:

Enabled Server 1:

Titan

Enable Local Syslog

Enable Remote Syslog Server 1

Remote Server 1: [188 85222 195

| Remote Server 1 (DNS or IP)

Remote Port 1: |514

| Remote server 1 uDP port

Enabled Server 2:

Enable Remote Syslog Server 2

Remote Server 2: [188.85.222 211

| Remote Server 2 (DNS or IP)

Remote Port 2: |514

| Remote Server 2 UDP port

SAVE CONFIG

Enabled local: activates the local SYSLOG service storing the data in non-volatile memory.

Enabled Server 1: activates the SYSLOG remote sending service to remote server 1.

Remote Server 1: lets you specify the IP or DNS of remote SYSLOG server 1.

Remote Port 1: lets you specify the UDO port of remote SYSLOG server 1.

Enabled Server 2: activates the SYSLOG remote sending service to remote server 2.

Remote Server 2: lets you specify the IP or DNS of remote SYSLOG server 2.

Remote Port 2: lets you specify the UDO port of remote SYSLOG server 2.

Additional Notes:

* Once the configuration process is finished, click on the “SAVE CONFIG” button to save the
changes. Remember that you must restart the device for the new changes to take effect.
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3.5.14 Other: Backup/Factory

You can make a full backup of the MTX-StarEnergy router’s settings from this menu. You can save
the configuration to a file and restore it back to the device when needed. You can also reset the MTX-
StarEnergy to factory settings.

H““E“u

TXRouter [Itan

Intelligent Router - Control Panel

e Other » Backup / Factory

& Status
& Basic Settings
© Keep Online

LAN Factory Settings

© Basic Settings

Press the button for factory settings

Firewall

© Authorized IPs x g
Press next link for download current settings

Serial Settings

: Download current settings
© Serial Port1-232/485

VPN
& IPSec

Ot Select a config.mtx file, then press the button for upload the configuration file

G L Erame Ningtin archivo seleccionado
@ Meter Presence

& Sms control

© Periodic Autoreset
© Time Servers

©& Remote Console

© Snmp

& Tacacs+

& Https

& User Permissions

© Passwords Web UI

T WarE UBgTa0
& Reboot
© Logout

e “Factory Settings” button: press to restore the equipment with factory settings.

¢ Link “Download settings”: click the link to download the MTX-StarEnergy router’s configuration
in a file named “config.mtx”. The link will be greyed out if a new configuration has been applied
to the router without rebooting it.

* “Select file” button: press to restore a previously saved configuration. After selecting the
configuration file to restore, click the “Upload” button to load the file.

Additional Notes:

* The MTX-StarEnergy router can also be restored to factory settings using a jumper inside it. The
procedure is as follows:

e Turn off the power to the MTX-StarEnergy router and wait until the LEDs go out (until the
supercap power runs out, or about 1 minute).

e Connect the "factory settings” jumper as indicated in the following photo.
e Turn on the MTX-StarEnergy router.

e Wait until the red, blue and yellow LEDs are flashing slowly.
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* Remove the "factory settings" jumper.

e Turn on the MTX-StarEnegy router.

ORI

5 - 2
e -
BRI

LR ERRN
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3.5.15 Other: Firmware Upgrade

In this section you can update the MTX-StarEnergy router’s FW either locally or remotely using the router’s
Web configuration environment. Simply click on "Select File" and choose the firmware file with which to

update the device. Then click on the “Upload” button.

The update process will take approximately 2 minutes. The router will then reboot automatically.

#

+

#

Additional

AL

< Status
© Basic Settings
¢ Keep Online

LAN
¢ Basic Settings

# Firewall

© Authorized IPs

Serial Settings
< Serial Port1-232/485

VPN
© IPSec

% Other

¢ AT Command

© Meter Presence

© Sms control

© Periodic Autoreset
¢ Time Servers

© Remote Console
© Snmp

¢ Tacacs+

© Https

© User Permissions
© Passwords Web UI
¢ CA-Certificates

¢ Syslog

g Baclup / Facto

¢ Reboot

© Logout

Notes:

TXRouter

Intelligent Router - Control Panel

Other

Select a firmware.img file, then press the button for upload the file

Seleccionar archivo | Ninguin archivo seleccionade

Firmware Upgrade

Titan

* You can also launch the remote firmware update process using AT commands, they can be
launched either by SNMP or by SSH. See the AT Commands and SNMP section for more
information.
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4. AT commands

The MTX-StarEnergy router’s firmware lets you send AT commands directly to the internal modem and to
the MTX-StarEnergy router itself using various interfaces:

e SMS.
¢ Telnet/SSH (remote console).
e Webserver.

*  SNMP.

You can therefore send AT commands to the MTX-StarEnergy at your own risk. The accepted AT commands
are those listed in the AT commands manual of the internal GSM module, plus the additional ones listed
below:

AT"MTXTUNNEL=REBOOT

Action: reset the MTX-StarEnergy router.

AT"MTXTUNNEL=VERSION

Action: return the MTX-StarEnergy router’s firmware version.

AT"MTXTUNNEL=GETIP

Action: return the WAN IP address (4G/3G/2G).

AT "MTXTUNNEL=GETTIME

Action: return the current time.
Example 1: AT*"MTXTUNNEL=GETTIME
AT"MTXTUNNEL=GETTIME
21/05/2016 10:56:52

OK

AT "MTXTUNNEL=GETPARAM, paramName
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Action: lets you read the value of a configuration parameter in the MTX-StarEnergy router. For example,
you can check the configured APN field, the speed of the serial port, etc. using AT commands in the same
way as with SNMP with the appropriate OIDs. Contact Matrix Electronics iotsupport@mtxm2m.com if you
want to use this command to read a specific configuration parameter, instead of doing it via SNMP or
WebServer.

Example 1: reading the speed of the serial port using an AT command.

AT"MTXTUNNEL=GETPARAM,COM1_BAUDRATE

AT "MTXTUNNEL=SETPARAM, paramName, paramValue

Action: lets you change the values of the MTX-StarEnergy router’s configuration parameters. For example,
you can change the configured APN field, the speed of the serial port, etc. using AT commands in the
same way as with SNMP, through the appropriate OIDs. Contact Matrix Electronics iotsupport@mtxm2m.
com if you want to use this command to change the configuration of a specific parameter, instead of
doing it through SNMP or Webserver. Remember that you must reset the device for the changes to the
configuration to take effect.

Example 1: change the speed of the serial port to 115200 using an AT command.
AT"MTXTUNNEL=SETPARAM,COM1_BAUDRATE,115200

AT"MTXTUNNEL=PRESENCE

Action: lets you change the execution of the electricity meter presence detection process without needing
to wait for the programmed check interval to expire. The command will return OK if the meter is detected,
an ERROR if it cannot be detected, or the [BUSY] ERROR if a CSD or IP session is open when trying to
execute it.

AT "MTXTUNNEL=OTAPFWSFTP, <sftpserver>, <username>, <password>, <path/
FirmwareFile.img>

Action: launch the MTX-StarEnergy router’'s FW update process. The <sftpserver>, <path/FirmwareFile.
img>, <username> and <password> fields are optional. If the optional fields in the command are filled
in, they will be used in the update process. If they are not used, those configured in the SNMP variables
SFTP_FW_SERVER, SFTP_FW_FILE, SFTP_FW_USERNAME and SFTP_FW_PASSWORD will be used (see
the SNMP section in this manual).

Example 1: FW update command specifying all parameters of the command.

AT*MTXTUNNEL=0OTAPFWSFTP,77.231.220.143:20022,myuser,mypassword,sftpuser/otapfirmware/
TITANSTARE-upgradeMicro_v4.10.7.10bXX.img

Example 2: FW update command specifying all parameters of the command.

AT"MTXTUNNEL=OTAPFWSFTP,,,,
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AT "MTXTUNNEL=OTAPCONFIGSFTP,<sftpserver>,<username>,<password>,
<path/configFile.mtx>

Action: launch the MTX-StarEnergy router’s configuration update process. The <sftpserver>, < path/
configFile.mtx>, <username> and <password> fields are optional. If the optional fields are filled in the AT
command, they will be used in the update process. If they are not used, the values of the SNMP variables
SFTP_CONFIG_SERVER, SFTP_CONFIG_FILE, SFTP_CONFIG_USERNAME and SFTP_CONFIG_PASSWORD
will be used (see the SNMP section in this manual).

Example 1: configuration file update specifying all the parameters of the command.

AT"MTXTUNNEL=0OTAPCONFIGSFTP,77.231.220.143:20022,myuser,mypassword,sftpuser/otapconfig/
configd4.mtx

Example 2: configuration file update without specifying the parameters of the command (the “,” characters
must be included).

AT"MTXTUNNEL=OTAPCONFIGSFTP,,,,

AT"MTXTUNNEL=DELETESYSLOG

Action: if the SYSLOG is enabled for storage in the router’s internal non-volatile memory, executing this AT
command causes the file and its prior versions to be deleted.
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5.LEDs

The MTX-StarEnergy has 4 indicator LEDs coloured green, blue, orange and red. The following table

describes the behaviour of each one:

GREEN LED BLUE LED

Power off OFF

Power off ON

Boot failure Fast blinking
Power failure Slow blinking

Starting router

Sim card
detected and
ready

SIM card not
detected or
incorrect PIN

Not enough/
critical coverage

Low coverage

Good coverage

No connection to

APN OFF
gPN'\'(;g';”GC“O” Slow blinking
gPN'\'(SC(‘;;'”eCtiO” Fast blinking
APN connection ON

ON (4G)
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ORANGE LED RED LED

3 blinks

Slow blinking/fast
blinking/ON depending
on the coverage

OFF

Slow blinking

Fast blinking

ON
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TCP portin
listening state

with TCP OFF
encapsulation

disabled

TCP portin

listening state

with TCP ON
encapsulation

enabled

Data transfer in fast
progress blinking
Default settings Slow

Slow blinking Slow blinking

(jumper) blinking
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1. Appendix:
11 Example - Remote FW update via SFTP and SNMP, using an AT command,
but without prior SFTP configuration.

Description of how to update the MTX-StarEnergy router’s FW using FW files hosted on an SFTP server
via SNMP. In this example we will execute a single remote AT command without the need to configure the
username, password, SFTP, server IP and file OIDs, which will improve security as confidential data does
not need to be stored on the router.

In this example, the MTX-StarEnergy router’s FW is assumed to be hosted on the following SFTP server:
e |P/DNS address: 5.224.1.130
e TCP Port: 20022
e Username: sftpuser
e Password: josejose

* FW path: sftpuser/otapfirmware/TITANSTARE-upgrade_v4.10.7.12XX.img

STEP 1 (optional):

The “executingOtap” OID can be read before starting an OTAP process. This will return a “1” if the MTX-
StarEnergy router is in the middle of an OTAP process, and a “0” if it is not. In the following screenshot,
as an OTAP process is not yet running, we can see that it returns a value of “0”.

[l ManageEngine MibBrowser Free Tool — O X ‘

Eile Edit Yiew Operations Help

EhEH6 RS RBRY B0 8D SH Owifte

[ Loaded MibModules

- IANAIType-MIE Host 882822124 Port 181
- RFC1212-MB
=& TITAN-MIE Community | #xers Wite Community
STess SetValue AT*MTXTUNNEL=0TAPCONFIGGFTP, 5.224.4.130:20022,sflpuserjosejose sftpu |
3 mbmam
EH routers Device Type:
e O Mo Device Type Identified Not Available C Reload
£-E3 mobile =
1A miscelaneous Suggested OIDs Mone |
™ identfier
™ specificType Object ID dod. r— srs. it LtingOtap.0
™ bithDate
& i Sont 0T equestio 86262212411 =
™ sotware identiior.n 867062046834332
W operationaiStatus ‘Sent GET requestio 88.28.221.24 1161
% upTime
™ clock
o meterlink
% meterPoint
= meterSource
™ pendingCon)
W execulingAT
B adtions
= mtResst

= muATCommand
(2 config_WAN

L1 config_KEEP

-0 config_AUTORESET
20 config_SERIAL

& 30 config_Sus

@ 22 config_NTP

# L config_SNMP

-0 config_SFTP

00 config_INTERFACES
00 config_METER

i 00 config_PLATFORM

# 0 alarms Description | Muttivar

- O raps Syntax INTEGER Status | current
Loy IF-MiB
& & S M At (= EeAlies
Inidex
!. Y ObjectID 1.3.6.14.145711.1.1.2.14
*Excuting OTAP. O=No, 1=Yes®
tosai view [ Description I I
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STEP 2:
To start an OTAP process, just execute (SET) the AT command:

AT"MTXTUNNEL=0OTAPFWSFTP,5.224.4.130:20022,sftpuser,josejose,sftpuser/otapfirmware/
TITANSTARE-upgrade_v4.10.7.14XX.img

in the “mtxATCommand” OID.

[l ManageEngine MibBrowser Free Tool — m] X
File Edit View Operafions Help
- Dourioad
RN IS BRBRD B AeH LD 6B 0w
Loaded Miahadules
& IANAIType-MIB Host 8628221 24 | Part 161 V]
& RFC1213-MB
= & TTANME Community | rernn wirite Community | |
ng‘gm’z!:;; Setvalue ATHMTXTUNNEL=0TAPFWSFTP,5.224 4.130:20022, sTipuser jnssjose sftpussrio |
EH3 routers Device Typi
e e Device Tyme Idenifed Not Availeble C Reloadd
-3 miscslaneous SuggesteoDs | Nane
o dentiier
“ specificType ObjectiD | .ko.orgdud ivate.enterprises, mba uters, itan, actions, mbxAT Command
% bithDate
2;1::“’”“’ Sent GET requestto 88.26.221.24 161 A
W sofware identifier.0 867062046834332
% operstions|Status Sent GET requestto 88.28.221.24 161
7% uplime executingOtap.0 0
W clock
& meterLink
S meterPoint
% meterSource
& pendingConfig
B executingOtap
W executingaT
=3 actions

H-

-1 config_KEEP

#-01 config_AUTORESE

+-3 config_SERIAL

3 8 config_SMS View MIB Description
confi_NTP

-1 config_SNMP Find Nodg

£ config_SFTP

£ config_INTERFACES

500 config_METER 2

(1 tonfig_PLATFORM

GETNEXT

50 olams Description Multivar
& traps Syntax DisplaySiring {SIZE (0 .. 255 )) | status | current
- IF-MiB
5@ Snniri-viE Actess read-write | Reterence |
Intex
T ObjectID 13614.14571L11.32
TWRITE FOR SENDING AT CONMAND. READ FOR READING THE RESULT"
Description

Glokal View []

STEP 3 (optional):

As in step 1, we can see if the MTX-StarEnergy router is running an OTAP process. This log can be read
after the upgrade before the router reboots.

m ManageEngine MibBrowser Free Tool - a X
File Edit View Operations Help
. Dourioad
2EIS HS BB D w B S <O G| 0T
&8 Loaded MibModules
& |ANAITYpe-MIB Host 8828.221 24 | port 181 ]
&) RFC1213-MIB
& TITANME Community | seree irite Community |
@ enterprises SetValue ATHMTHTUNNEL=OTAPFWSFTP.5.224 4.130:20022,sftpuser, josejose, sfipuserio
(=3 mbemam
=3 routers Device Typ
S titan
00 matile Device Typs Identiied  Not Available C Reload
&3 miscelaneous Suggested ODs | None
" identifier
B specificType ObjectlD | is0,0rg.dod internet: pr ivate. enterprises. mbam2 mar outers. fitan, miscelanenus, executingStap.0
% bithDate
9 serialNumber ~
‘S model Sent GET requestto 88.28.221.24 1 181
S software identifier.0 867062046834332
"% operationalStatus, Sent GET requestto 88.28.221.24 1 161
: “‘PTLWE executingOtap.0 [
cloct
S meterLink Sent SET request to 88.28.221.24 161

ATMTXTUNNEL=0TAPFWSF TP 5,224 4.130:20022,5puser joseja
mtxATCommand.0 58 sMpusenotapfirmware/TITANSTARE- upgrade_d.10.7.12)0C
img

"B meterPoint
‘S meterSource

m\_‘ Sent GET requestto 82.28.221.24 1161
L executingOtap.0

& mbReset

A mbATCommand
£-01 config_wan
[ confiy_KEEP
(23 config_AUTORESET

(23 config_INTERFACES
{3 config_METER v
2 config_PLATFORM

(3 alarms Description Multivar
O traps Syntax INTEGER | status | current:
& e sy reaony | Feeence
Index
IQ ii‘ ObjectID 1.3.6.14.1.45711.1.1.2.14
—— Deseription "Excuting OTAP. D=No, 1=Yes"
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STEP 4 (optional):

Once the MTX-StarEnergy router has been updated it will automatically reboot, the new FW version can
then be obtained.

[F] ManageEngine MibBrowser Free Tool - ] X

File Edit View Operaions Help

2EE6 I BeeRs s B &< OH| 0is

Loaded MibModules

& 1ANAIType-MIB Host 98.28.221.24  pot o1 ]
& RFC1213-MIB
S T Communty | srvess | wiite Communty | |
B g%“”i"sgs SetValue %TAMWUNNEL:OTAPFWSFTP,& 224.4.130:20022,sftpuser josejose, shpusena
mbxm2m
B3 routers Device Typ
& g"mm\e Device Type Identified  Not Available C Reload
£-E3 miscelaneous Suggested OIDs [ane
S identiier
X speciicType ObjectiD | is0.0rg.lod Intermiet private rterprises, mbum2nm, rauters,titan miscelaneous.software, 0
S birhDate
% senialNumber ~

Sent GET requestto 86.28.221.24 1161

identifier.0 8A7962046834332

Sent GET request to 86.28 221.24 1161

- executingOtap.0 0
ok Sent SET request1o 88.28.321.24 1161
W meterLink
S meterPoint ATAMTXTUNNEL= OTAPFWSFTP,5.224.4.130:20022, sipuser josejo
& meterSource mixATCommand.0 se.spuseriotapimmuarerTITANSTARE-Upgrade_v4.10.7.12:0C
& pendingConfiy ifmg
W executingOtap Sent GET requestio 8.28.221.24 161
X execulingAT

5 S actons software.d
& mbReset
& mbATCommand -

3 config_wian

0 config_KEEP

(3 config_AUTORESET
0 config_SERIAL

3 config_sms

3 config_NTP

{3 config_snmp

O config_sFTP

{2 config_INTERFACES

(23 config_METER ©

2 config_PLATFORM

3 alams Description Multivar

O traps Syntac DisplayString (SIZE (0. 255 ) ) | status | current
& rr-me Access read-only | Reference |
& SNMPy2-MIB
Index
i‘_:‘ EI Object 1D 13.6.1.4.1.45711.1.12.6

MSOFTWARE VERSION'™
Description

Glabal view []

If there are problems, go to the router’s SYSLOG menu. Here you can check that the file was downloaded
correctly, that the file was not corrupted, that it was unpacked correctly and that the update was performed
correctly.

ZLog » SYSLOG

Wan
© Status Apr 29 14:59:43 starenergy local®.info Registration-status: Registered -
© Basic Settings Apr 29 14 43 starenergy local@.info Cellular-network-used: tech: 4G Operator:Movistar

Apr 29 14:59:43 starenergy local®.info Rssi: Signal Level-4G (RSSI: -67dBm, RSRP: -96dBm, RSRQ: -8dB):
© Keep Online o%

Apr 29 :13 starenergy localB.info Registration-status: Registered

Apr 29 13 starenergy local®.info Cellular-network-used: tech: 4G Operator:Movistar
LAN Apr 29 :13 starenergy local®.info Rssi: Signal Level-4G (RSSI: -62dBm, RSRP: -96dBm, RSRQ: -BdB):
© Basic Settings 0K

Apr 29 starenergy local@.warn Meter: presence OK - manual LA:1715

Apr 29 starenergy local®.info Registration-status: Registered
Firewall Apr 29 starenergy local®.info Cellular-network-used: tech: 4G Operator:Movistar

Apr 29 starenergy localB.info Rssi: Signal Level-4G (RSSI: -£9dBm, RSRP: -950Bm, RSRQ: -7dB):
© Authorized IPs oK

Apr 29 starenergy local®.notice Watchdog_HW[1116]: Watchdog ack

Apr 29 starenergy local®.info Registration-status: Registered
Serial Settings Apr 29 starenergy local®.info Cellular-network-used: tech: 4G Operator:Movistar

Apr 29 15:@1:13 starenergy localB.info Rssi: Signal Level-4G (RSSI: -67dBm, RSRP: -94dBm, RSRQ: -6dB):
© Serial Port1-232/485

r Apr 289 15:81:14 starenergy localB.info UserAction: Action:1.3.6.1.4.1.45711.1.1.3.2.8 | N
ATAMTXTUNNEL=0TAPFWSFTP,5.224.4.138:20822, sftpuser, ***+#+% sftpuser/otapfirmware/TITANSTARE-
VPN upgrade_va.18.7.12XX.img, Service:snmp, User:5.224.4.130/56427
Apr 29 15:01:14 starenergy local@.notice Remote: FW Upgrade Downloading firmware
© IPSec Apr 29 15 26 starenergy local@.notice Remote: FW Upgrade Downloading firmware -> OK /
Apr 29 15:@1:27 starenergy local@.notice Remote: FW Upgrade Checking and unpacking
other Apr 29 15:01:29 starenergy local®.notice Remote: Fi Upgrade Checking and unpacking -> OK dil=—"""
Apr 29 15:01:29 starenergy local@.notice Remote: FW Upgrade Updating firmware
@ AT Command Apr 29 15:01:33 starenergy local8.warn Meter: presence OK - manual LA:1715
Apr 29 15:81:36 starenergy localB.notice Remote: FW Upgrade Updating firmware -3 OK e
© Meter Presence Apr 29 15:81:36 starenergy local®.notice Remote: FW Upgrade Rebooting MTX
© Sms control g Apr 29 15:@1:38 starenergy local@.notice Reboot: OTAP process y
@ Periodic Autoreset fpr 29 15:01:48 starenergy user.debug SimpleRIL[15917]: [SIMPLE_RIL_INTEGRITY] -
o Time Servers Apr 29 15:01:40 starenergy user.debug SimpleRIL[15917]: simple ril init complete Y
© Remote Console
© Snmp
o Tacacs+ [ REFRESH LOG | [ SYSLOG CONFIG | Click here for download current SYSLOG complete file
© Https

O UEET T TG Click here for download historic SYSLOG - 1

© Passwords Web UI
ificates

© Backup / Factory

@ Firmware linarade
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1.2 Example - Remote

FW update via SF TP and SNMP, using an AT command

and with prior SFTP configuration.

Description of how to update

the MTX-StarEnergy router’'s FW using FW files hosted on an SFTP server

via SNMP. In this example we will execute a single remote AT command with prior configuration of the
username and password SFTP OIDs, the server IP and the file in the router.

In this example, the MTX-Star

Energy router’s FW is assumed to be hosted on the following SFTP server:

IP/DNS address: 5.224.1.130

FW path: sftpuser/otapfirmware/TITANSTARE-upgrade_v4.10.7.12XX.img

e TCP Port: 20022

e Username: sftpuser

e Password: josejose
STEP 1 (optional):

The “executingOtap” OID can
StarEnergy router is in the mi

be read before starting an OTAP process. This will return a “1” if the MTX-
ddle of an OTAP process, and a “0” if it is not. In the figure below, since an

OTAP process is not yet running, it will return a value of “0”.

WM webdyn | 60

] ManageEngine MibBrowser Free Tool - (m] X
Eile Edit View Operations Help
20N S veREs %MD 8«8 € Owinrie
I Loaded MibModules
5 IANAIType-MIB Host 88.28.221.24 Port 161
- RFC1213-MIB
S & TITANMIE Community | =resre Wiite Community
@ enterorises Setvalue ATMTXTUNNEL=OTAPCONFIGSFTP.5.224 4.130:20022,sfpuser joseose, sfpu |+
=H3 mban2m
= Srouters Device Type
=3 titan B
8 mobs Device Type Identified Mot Availsble __ Creloxdt
(=33 miscelangous Suggested OIDs None o
W identifier
™ speciicType Object D .i50.0rg,dod. Intermet private, enterprises. mixm2m.routers. titan, miscelanecus.executingOtan.0
% birthDate
:,s:;l;:%umber Sent GET requestio 88.28.221.24 1161 Lo
Wy software identifier.0 B67962046834332
™ operationalStatus Bent GET requestto 88 28 221 24 1 161
>t - G
™ clock
W meterLink |
™ meterPoint
™ meterSource
& pendingCon;
W exeouingAT
33 actions
™ mResel
Lm mbATCommand
573 ,; config_WAN
2 config_KEEP
£ config_AUTORESET
[+ config_SERIAL
£ config_SMS
-3 config_NTP
23 config_SNMP
-3 config_SFTP
- config_INTERFACES
3 eonfig_ METER L i
(423 config_PLATFORM
& 82 sams Descrption Mtvar
i O traps Syntax INTEGER Status | current
3y IF-MIB 7
B, SNMPVNIG Acass read-only Refarence
Index
tl - ObjectiD .1.3.6.14.145711.1.1.2.14
"Excuting OTAP. O=No, 1=Yes"
iobai view [ Deseription
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STEP 2:

In this example, the Username, Password, server IP and FW file parameters are configured before starting
the OTAP process. These parameters are stored in the OIDs included in the “config_SFTP” section.

Global View ]

STEP 3:

[l Managetngine MibBrowser Free Tool - O x
Ele Edit Yiew Operaions Help
- o
R T e T T e e
& Loaded MibWoduies
& IANAIType-MIE Host 88.18.311.34 Port 161
(- RFC1213-MIE
5 & TITAN-ME Community [ #¥eres Wiite Sommunity
=R s Setvaiie  jassjose -
EHE routers Device Type
Device Type ldentified  Not Available C Reload
Suggested 0IDs None -]
Object ID 150,01 dod, nternet.private, enter prises, mm2m routers, tan,config_SFTP
Sent SET requestto 85.28.171.24 1161 o
SFTP_FW_SERVERO 5224113020022
Sent SET requestto 82.20.221.24 - 161
SFTD_FW_FILED sfipuseratapfimware TITANSTARE-upgrade_vé.1 0.7 2GCimg
/ Sent SET requestto 88.28.221.24 1161
o SFTP W FILE ||| sFre_rw userNaED stouser
£ SFTP_FIW_USERNANE Sent SET requestto 82.28.221.24 1161
A GFTP_FWW_PASSWORD
P —— ||| sire_rw_passworno osejose
 §FTP_CONFIO_SERVER - osel
£ SFTF_CONFIG_FILE
A SFTP_CONFIG_USERNAME
"\ GFTP_CONFIG_PASSWORD
(0 corfig_INTERFACES
(3 config_METER
(0 config_PLATFORM
O alarms
D traps
& IF-wis
& SNMPYZ-MIB
v

Description Multivar

Syntax Status:
Access Reference
Index

ObjectID 136.14.1.45711.1.1.11

Description

Remember that, if a configuration change is made (using the Web interface or via SMS, SSH or SNMP) it
will not be applied by the MTX-StarEnergy router until the next reboot (either by remote reset, automatic
reset, etc. or an on/off power cycle). l.e. if you need to configure the OIDs listed in point 1.2 above in
the example, you must restart the router afterwards. You can check if there are pending configuration
changes on the router by reading the pendingConfig OID. A value of “1” indicates that the router has a
configuration pending application and that a reset must therefore be executed. In short, before executing

an OTAP, the pendingConfig OID must have a value of “0”.

Global view []
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[l ManageEngine MibBrowser Free Tool - o X
Eile Edit View Operations Help
2hE® B AP 2D 8@ ¢ E 0w
& Loaded Misodules
& NAITypE-MIE Host 8826221 24 Port 81
& RFG1213-MB
5 & TTANE Community | #4¥ee iite Community
5 @ enterprises Setvalue joselose v
b 2m
= Qrouters Device Type
[ER=1C]
(- mobile Device Type Identified Nt Available C Reload
0 miscelaneous Sugoested 0IDs None [
0 actions
K e is0.0rg dod, nterret. pr ivate.enterpprises. mbam2m, roLters,ttan,config
(-0 config_wian ObjectID dod.internet.private enter bm2m routers. titan. config_SFTP
03 config_EEP
3 config_AUTORESET ~
50 confo_SERIL SentSET requestio 68.28.221.24 161
3 config_sms. SFTP_FW_SERVER.0 §.224.1.130:20022
03 config_NTP Sent SET requestto 88.28.221.24 1161
~ SFTP_PW_FILED sfinuseriotan firmwareMTANSTARE-upgrade_v4.10.7.124img
: / 8entSET requestto 882822124161
o SFTP_FW FILE ) || sETenw useruavED sftpuser
. SFTF_FW_USERNAME SentSET requestio 68.28.221.24 1161
O\ SFTP_FW_PASSWORD ~————J ||/ SFTP_PW_PASSWORDO joselose
™\ 5FTP_CONFIG_SERVER - Joeel
. SFTF_CONFIG_FILE
O FTF_CONFIG_USERNAME
- FTF_CONFIG_PASSWORD
03 config_INTERFACES
0 config METER
3 config_PLATFORM
O alams
O traps
& Fwie
& SN2 B
v

Description pultivar

Syntax Status
Access Reference
Indlex

ObjectiD 1.3.6.1.4.1.45711.1.1.11

Description
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STEP 4:

To execute the OTAP just send the command shown below. If no parameters are specified, the values
shown in point 1.2 of this example will be used (SFTP server IP, file, username and password). The ","
must be included in the command, even if no configuration parameters are specified.

AT"MTXTUNNEL=0OTAPFWSFTP,,,,

m ManageEngine MibBrowser Free Tool - O X
File Edit View Operations Help
< Dovnad
2o U urEdl @ B $<8| ¢ 0wt
&) Loaded MibModules
& BNAIType-MIE Host B8.26.221.34  part et <]
&% RFC1213-ME
=8 ;AN,M‘B communy | wrree | write Community | |
=90 enternrises SetValue AT*MTXTUNMEL=OTAPFWSFTP ~
=3 mban2m L ]
- outers Device Typ:
B ttan
& monie Device Type Identified ot Available C Reload
£33 mistelansaus Suggested OIDs [Nane
B idenifier
B specificType Object ID \ .i50.0rg.dod. internet.pr ivate, Brter prises. it 2en.routers. ttan, misce laneous.executingOtap.0
"y bithDate
S serialNumher b’
% madel Sent GET requestto 88.28.221.24 1 161
"B software pendingConfig.0 o
“® aperationalStatus Sent SET requestto 88.28.221.24 1 161
T upTime mtxATCommand.0 ATAMTXTUNNEL=OTAPFWSFTR, ,,
B tlock
S meterLink
S meterPoint
S meterSource
" pendingConfig
=3 actions
config_KEEP
config_AUTORESET
config_SERIAL
config_sms
conmig_NTP
conig_SNMP
config_SFTP
config_INTERFACES
config_METER hd
config_PLATFORM
alams Description | Multivar
Otraps Syntax INTEGER | status | current
& r-me Boess read-ont | Retrence [
& SNMPY2-MIE il
Index
W = Object D 13614.1457111.1.2.14
Besiai "Exeuting OTAP. O=No, 1=Yes"
Glabal view [ ] 2

STEP 5 (optional):

As in step 1.1, we can see if the MTX-StarEnergy router is currently running an OTAP process. This log can
be read before the router reboots. In the figure below, the value “1” indicates that the OTAP process is

running.

[l ManageEngine MibBrowser Free Tool
File Edit Yiew Operations Help

R B

& Loaded Mibhodules

O ol
More Free Toois.

&< 0| &

£ IANAIType-MIB
& RFC1213-MB
& TITAN-MIE
EHEP enterprises

E-E3 mbm2m

= Qrouters
B titan
23 monile
E3 miscelaneous

S identifier

B specificTyne
% bithDate
L% serialNumber
% model

B software

"5 operationalStatus

B upTime

B clock

B metarlink

B meterPaint

B meterSource

“% pendingCanii
= &3 astions
& miReset
& mkATCommand
£ config_vian
£ config_KEEP
£ config_AUTORESET
(0 config_SERIAL
£ config_smis
£ config_NTP
500 config_SNMP
500 config_SFTP
500 config_INTERFACES
-0 corfiy_METER
4 confiy_PLATFORM
£ alarms
) traps

& IF-MiB
& SNMPY2-MEB

Host
Community

SetValue

[pa.z823124

g e s =

| vrte Comrmuntty |

[STMTTUNNEL=0TAPFWSF TP, ,

Suggested OIDs INone

Device Ty
’VDEv\ceTvnE\demmen Nt Avallzble C Reload

ObjertiD |is0.0rg. ol Internet private enterprises. mbxmar.routers. ttan, mistelaneous. execLtingOtap. 0

Sent GET request to 88.28.221.24 1 161
pendingConfig.0 0

Sent SET requect to 89.28.221.24 - 161

mtxATCommand.0 ATMTXTUNNEL=0TAPFWSFTP,,
Sent GET request to 82.28.221 24 : 161

xectotns o

B &

Globalview [ ]

Description  Multivar

Syntax INTEGER | status | current
Access reac-only | Reference |

Ingex

ObjectiD 136.14.145711.11.2.14

Dessrintion "Excuting OTAP, O-No, i=Tes”

W\ webdyn | 62
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STEP 6 (optional):

Once the MTX-StarEnergy router has been updated it will reboot automatically, the new FW version can

then be read.

ManageEngine MibBrowser Free Tool

File Edit View Operations Help

2EOB IS meEER w1

& @‘ & ‘ O ol

e Free Tooks

\eb Loaded MibModules

& IANATType-MIB Host

B28221.24

7 por e

& RFC1213-MIB

B¢y TITAN-MIB CammLIi

| wiite Community |

=P enterprises SetValue

ATMTATUNNEL=OTAPFWSF TP,

E-mbam?m

= routers
B+ titan
23 mobile
[ miscelaneaus
©9 identifier

Device Typs

Suggested OIDs

Device Type Identified Mot Available

C Reload

‘Nnns

% specificType Ohjest D

| iso.org dod. internet, private enterprises, mbxm2m routers tian, miscelaneous. software. 0

8 birthDate

% serialNumber

Eﬁnpeva TanalStatus

% upTime
9 clock
% meterLink
L9 meterPoint
9% meterSource
9% pendingCanfiy
% executingOtap
© 9 executingAT
(=3 actions
A mbReset
o mbATCommand
£ conng_wan
3 config_KEEP
23 config_AUTORESET
{3 config_SERIAL

software.0

{2 connig_sFTP
(3 config_INTERFACES
3 config_METER

Sent GET requestto 88.28.221.24 161

23 config_PLATFORM

23 atarms Description Multivar
O raps Syntax DisplayString (SIZE (0., 255 )) |status | current
g o Actess reack-only | Refarence |
Indlex
L= Object 1D 13614.1457111.12.6
—— —— "SOFTULRE VERSION"

If there are problems during the OTAP process, go to the router’s SYSLOG menu. You can use it check that
the file was downloaded correctly, that the file was not corrupted, that it was unpacked correctly and that

the update was performed correctly.

ZLog » SYSLOG
& Wan
© Status Apr 29 14:59:43 starenergy local®@.info Registration-status: Registered -
© Basic Settings Apr 29 14:59:43 starenergy local®@.info Cellular-network-used: tech: 4G Operator:Movistar
i Apr 29 14:50:43 starenergy local®.info Rssi: Signal Level-4G (RSSI: -67dBm, RSRP: -96dBm, RSRQ: -8dB):
@ Keep Online o
Apr 29 15:88:13 starenergy local@.info Registration-status: Registered
a Apr 29 15:8@:13 starenergy local®.info Cellular-network-used: tech: 4G Operator:Movistar
LAN Apr 29 15:88:13 starenergy local.info Rssi: Signal Level-4G (RSSI: -62dBm, RSRP: -96dBm, RSRQ: -8dB):
© Basic Settings oK
Apr 29 15:88:33 starenergy localB.warn Meter: presence OK - manual LA:1715
Apr 29 15:80:42 starenergy local@.info Registration-status: Registered
& Firewall Apr 29 15:08:42 starenergy local@.info Cellular-network-used: tech: 4G Operator:Movistar
Apr 29 15:@0:43 starenergy local@.info Rssi: Signal Level-4G (RSST: -69dBm, RSRP: -95dBm, RSRQ: -7dB):
@ Authorized IPs oK
Apr 29 15:81:86 starenergy local@.notice Watchdog HW[1116]: Watchdog ack
Apr 29 15:81:13 starenergy local@.info Registration-status: Registered
4 Serial Settings Apr 29 15:81:13 starenergy local@.info Cellular-network-used: tech: 4G Operator:Movistar
. Apr 29 15:81:13 starenergy local®.info Rssi: Signal Level-4G (RSSI: -67dBm, RSRP: -94dBm, RSRQ: -6dB):
© Serial Port1-232/485
Apr 29 15:@1:14 starenergy local®.info UserAction: Action:1.3.6.1.4.1.45711.1.1.3.2.2 |

AT*MTXTUNNEL=0TAPFUSFTP,5.224.4.130:20022, sftpuser, **++3x& sftpuser/otapfirmware/TITANSTARE-

“ VPN upgrade_v4.18.7.12XX.img, Service:snmp, User:5.224.4.130/56427
Apr 29 15:01:14 starenergy local@.notice Remote: FW Upgrade Downloading firmware
T Apr 29 15:01:26 starenergy local@.notice Remote: FM Upgrade Downloading firmware -> OK "
Apr 29 15:01:27 starenergy local@.notice Remote: FW Upgrade Checking and unpacking
& Other Apr 29 15:@1:29 starenergy local®.notice Remote: FW Upgrade Checking and unpacking -> OK al=—"""
Apr 29 15:01:29 starenergy local8.notice Remote: FW Upgrade Updating firmware
& AT Command Apr 29 15:01:33 starenergy local@.warn Meter: presence OK - manuzl LA:1715
Apr 29 15:81:36 starenergy localB.notice Remote: Fi Upgrade Updating firmuare -> OK agem—
© Meter Presence Apr 29 15:@1:36 starenergy local®.notice Remote: FW Upgrade Rebooting MTX
- IS CERET Apr 29 15:01:38 starenergy local@.notice Reboot: OTAP process
© Periodic Autoreset Apr 29 15:@1:4@ starenergy user.debug SimpleRIL[15917]: [SIMPLE_RIL_INTEGRITY] -
& Time Servers Apr 29 15:01:48 starenergy user.debug SfmpleRIL[lsgl?]: simple ril init complete v

© Remote Console
@ Snmp

© Tacacs+

[ REFRESH LOG | [ SYSLOG CONFIG |

Click here for download current SYSLOG complete file

© Https

© User Permissions
© Passwords Web UI
ificates

© Backup / Factory

@ Firmware |Inarade
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“SiAiextTonse:

Click here for download historic SYSLOG - 1

contact@webdyn.com | webdyn.com
V 5.2.4.10.7.14 subject to change | Webdyn © by Flexitron




1.3 Example - Remote CONFIGURATION update via SFTP and SNMP, using an
AT command, but without prior SFTP configuration.

Description of how to fully update the MTX-StarEnergy router’s configuration via SNMP, from a configuration
file hosted on an SFTP server. In this example we will execute a single remote AT command without the
need to configure the username, password, SFTP, server IP and file OIDs, which will improve security
as confidential data does not need to be stored on the router. Remember that you can configure each
configuration parameter independently via SNMP with the corresponding OID, this method should only
be used to change the entire configuration.

In this example, the MTX-StarEnergy router’s FW is assumed to be hosted on the following SFTP server:
e |P/DNS address: 5.224.1.130
e TCP Port: 20022
e Username: sftpuser
e Password: josejose

e FW Path: sftpuser/otapconfig/configd9.mtx

STEP 1 (optional):

The “executingOtap” OID can be read before starting an OTAP process. This will return a “1” if the MTX-
StarEnergy router is in the middle of an OTAP process, and a “0” if it is not. In the figure below it will return
a value of “O” as an OTAP process is not yet running. This OID is used for both FW and Configuration
OTAPs.

[ ManageEngine MibBrowser Free Tool - o x
Ele Edt View Operatons Help

2RDO S ReBES % M ed S G O

| Loaded MibModules

- mbRess!
= mbATCOmmana

-3 config_wian
1 config_KEEP
# (1 config_AUTORESET
& 0 config_SERIAL
L config_sms
-1 config_NTP
- config_SNMP
# £ config_SFTP
& 3 config_INTERFACES
L config_WETER
&1 config_PLATFORM
# Ll alarms
# O traps

B & F-ME

& SNMPY2-MIE

[Global View [ ]
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Description multivar

+ ) IANAITyDE-MIB Host 88.28.221.24 Fort 181
& RFC1213-MIB e
= b TITAN-MIB Community Aty Wite Community
5 ? E“‘E”’;"‘:;:‘ SetValue ATAMTXTUNNEL=0TAPCONFIGEFTF,5.224.4 13020022 sflpuser,josejose,stpuseriotapcontipico |~
Qrouters Device Type
Stitan : - D
T D mobie Device Type Identiied Not Avallable C Reload
113 miscelaneous Suggested 0IDs None v
& identifer
™ specifcTyne Object ID -150.0r0.000. INtermet pi ivate. Bnterprises. M M2, FOUter's. titan. misCelaneous. executngtap.0
= bimnDate
& serlalhumber I
% model Sent GET request o 88.28.221.24 : 161 ~
% software dentifier.0 867852046834332
% operationalStatus. Sent GET request to 88.28.221.24 : 161
S e ]
W clock "),
& meterLink
% meterPoint
™ meterSource
™ pendingConty
™ execulingAT
J & acions

Syntax INTEGER: staus  [current
Areass raad-only Reference

Index i

Object ID 1.36.1.4.1.45711.1.1.2.14

Description

"Excuting OTAP. O=No, 1=¥es"
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STEP 2:

To start a configuration OTAP process, just execute (SET) the AT command:

AT"MTXTUNNEL=0OTAPCONFIGSFTP,5.224.4.130:20022,sftpuser,josejose,sftpuser/otapconfig/

configd9.mtx

in the “mtxATCommand”

OID.

ManageEngine MibBrowser Free Tool - ] X
File Edit View Operations Help
Doneicad
HBBOS 0S| BRBED B D SO S H| Owinbie
Loaded MibModules
5 & IANAITyRe-MIE Host [ECEEIET) Port 8t
[ & RFC1213ME
5 & Tranup Community _=ezxes Community
Setvalue AT*MTXTUNNEL=0TAPCONFIGSFTP,5.224 4.130:20022, sftpuser josejose,stpusenotapconfigico |
Device
-8 mobils Device Type (dentified Not Available C Relosd
(23 miscelaneous Suggested OIDs. None ~
W identifier =
e specificType ObjectiD 150.0r0. B INtEmet o vate. Brterpris2s. M M2Mm.roUters. titan. actions. mbca TCommand
W birthDale
™ serialNumber
% model Sent GET request o 88 28 221.24 1 161 Lot
= o identifior 867962046834332
™ operationalStatus. Sent GET requestio 88.28.221.24 1161
% upTime 0
= clock
S meterLink
W meterPoirt
= meterSource
= pendingConig
™ axacutingOtap
- exmcuingAT
=23 action:
EEe
-2 config_KEEP
{1 config_AUTORESI
(03 config_SERIAL
[ L config_SMs View MIB Description
-0 config_NTP Find Nod
23 conig_shmP iy
(-0 config_SFTP
-0 config_INTERFACES
-0 config_METER
3 config_PLATFORM
@ 3 alams
-0 traps
[} 2 IF-MIB
(=3 SNMPY2-MIB
v
Description ltvar
Synax (SIZE(0..255 )) Stalus | current
Access read-write Reference
Index
o Object D 136.14.1.45711.1.1.3.2
_ "WRITE FOR SENDING AT COMMAND. READ FOR READING THE RESULT®
Deseription

(Global View [

After the remote configuration update, the router will automatically reboot with the new update. If there
are problems with the update, go to the router’'s SYSLOG menu. Here you can check that the file was
downloaded correctly, that the file was not corrupted, that it was unpacked correctly and that the update

was performed correctly.

# Firewall
© Authorized IPs

¥ Serial Settings
© Serial Port1-232/485

* VPN
© IPSec

4 Other
© AT Command
@ Meter Presence

© Sms control
© Periodic Autoreset
© Time Servers
© Remote Console
< Snmp
© Tacacs+
o

<

]

O

Https
User Permissions
Passwords Web UI
CA-Certificates

<

Backup / Factory
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“SiflextTonses

User:28.2.242.140/63534

@7:28:11 starenergy dasmon

May 3 87:37:52 starenergy local@.
AT MTATUNNEL=0TAPCONFIGSFTP,5.224,

May 3 @7:37:52 starenergy locale.

@87:38:89 starenergy locale.
@87:38:89 starenergy locale.
@87:38:11 starenergy localse.

May 3 @87:37:55 starenergy locala.
May 3 87:38:@3 starenergy locale.
May 3 e7:33:e3 starenergy locala.
May 3 87:38:84 starenergy local@.
May 3 87:238:84 starenergy locale.
May 3 @7:23:84 starenergy locale.
May 3 @87:38:85 starenergy locala.
May 3 87:38:@5 starenergy locale.

3

3

3

2

May 3 87:27:85 starenergy local®.into Rssi: Signal Level-4G (RSSI: -61dBm, RSRP: -97dBm, RSRQ: -15dB): OK
May 3 @7:27:34 starenergy local®.notice Watchdog HW[1829]: watchdog ack

May 3 @7:37:35 starenergy locald.info Registration-status: Registered

May 3 87:37:35 starenergy locale.info cellular-network-used: tech: 46 operator:Movistar

May 3 e7:37:35 starenergy locald.info Rssi: signal Level-4G (RSSI: -£3dBm, RSRP: -97dBm, RSRQ: -14dB): OK

info userAction: Action:1.3.6.1.4.1.45711.1.1.3.2.8
4.130:20822, sftpuser ,*==**+¥= sftpuser/otapconfig/config49.mtx, Service:snmp,

notice Remote: FW Upgrade Downloading config

warn Meter: presence OK - manual LA:1715

notice Remote: FW Upgrade Downloading config -» OK
notice Remote: FW Upgrade cChecking and unpacking

info Registration-status: Registered

info cellular-network-used: tech: 46 Operator:Movistar

info Rssi: signal Level-4G (RSSI: -59dBm, RSRP: -97dBm, RSRQ: -18dB);
notice Remote: FW Upgrade Checking and unpacking -> CK 4'/‘_“—-
notice Remote: FW Upgrade updating config
notice Remote: FW Upgrade Updating config -> oK

notice Remote: FW Upgrade Rebooting MTX \
notice Reboot: OTAP process

.info init: switching to runlevel: &

[ REFRESH LOG | [ SYSLOG CONFIG |

Click here for download current SYSLOG complete file
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1.4 Example - Configuring the MTX-StarEnergy router to send SNMP alerts.

The MTX-StarEnergy router allows SNMP alerts to be sent. In this example, the router will be configured
to send SNMP alerts to detect the lack of presence of the electricity meter, a loss of power and alerts
about the router's operating system.

STEP 1:

1.- Configuring the SNMP service. In this example the following general SNMP configuration will be used:

Other » SNMP

& Wan
& Status
© Basic Settings Enabled: Enable SNMP v2c
¢ Keep Online
B SNMP Version: | SNMPv3 V| SNMPv2 or SNMPv3

Lol UDP Port: [161 |  Default UDP port 161
© Basic Settings

Custom OID: [45711.1.1 |  Enterprise-Product OID. Default: .45711.1.1

& Firewall
© Authorized IPs

; 5 Only SNMPv2. Password for GET and SET
Community: | public

v Serial Settings | commands
© Serial Port1-232/485 Username: |myuser | Only SNMPv3.
VPN Auth Password: | | Only SNMPv3 (min 8 char)
¢ IPSec
Priv. Password: | | Only SNMPv3 (min 8 char)
¥ Other
Auth Protocol: | SHA V| Only SNMPv3.
© AT Command
© Meter Presence Priv Protocol: | AES-128 V| Only SNMPv3.
© Sms control
& Periodic Autoresst Engine ID: |AUTO | Only SNMPv3. "AUTO" or custom HEX

& Tima Sarverg

The configuration related to SNMP TRAPS will be as follows, in which the UDP port and the destination IP
address for sending TRAPS are activated and specified:

=y Traps Enabled: Enable Traps

© Tacacs+

© Https Traps - UDP Port: [162 |  Default UDP port 162
@ User Permissions

& Passwords Web UI Traps - IP: |5.224.4.130 | IP for sending traps

You must also select the SNMP alerts that you want to send. In this example, we will select all of them:
the meter presence detection alert, the power failure alert, and OS alerts.

© Backup / Factory Alarm Presence: Enable trap for Presence alarm
@ Firmware Upgrade
@ Reboot Alarm Power: Enable trap for Power alarm
¢ Logout
Alarm 0S: Enable trap for Oper. System alarm

Lastly, we can specify the number of TRAPS to be sent when an alert is activated, the number when an
alert is deactivated, and the interval (in seconds) between sending TRAPS for the same type of alert. In
this example we will configure the MTX-StarEnergy router to send 10 TRAPS when an alert is activated, 5
TRAPS when it is deactivated, with a 60 second interval between sends.
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STEP 2:

Mumber traps alarm |10 |
OM:
Mumber traps alarm |5 |
OFF:
Trap period: |60 |

Mumber the traps sent when an alarm is
activated. 0 ... 1440

Mumber the traps sent when an alarm is
deactivated. 0 ... 1440

Period between traps (10...3600 sec)

The “Other > Meter Presence” menu section must be configured appropriately. In said menu you must
specify the interval (in seconds) for checking the presence of the electricity meter, the number of retries
in the event of a communications failure with the meter, and the Link Address for the meter.

4 Wan
© Status
© Basic Settings
© Keep Online

# LAN
© Basic Settings

Firewall
© Authorized IPs

i

&

# Serial Settings
© Serial Port1-232/485

# VPN
© IPSec

# Other
© AT Command
& Meter Presence
© Sms control
& Periodic Autoreset

This can also be done via SNMP from the config_ METER section.

Other » Meter Presence
Enabled:
Period: 50 |
Retries: |1 |

Link address: [1715

SAVE CONFIG

Enable Meter Presence service
Seconds (10 ... 86400)
Number of retries (0 ... 9)

Meter Link Address (default 1)

Description Multivar

] ManageEngine MibBrowser Free Tool - u| ® |
Flle Edit View Operations Help
2RES IS BERES %0 S <D S H 0wt
25 Loaded MibModules r . - =
o 1ANAIType-MIB Host BB2822124 | Port 181 |
& RFC1213-MIB § -
= gm-mls Community rrrEry wirte Community |
= &P enterprises " b
et Setvalue 5
EH3 routers Device Type
E
B mobile Device Type Identified Not Available C Reload
2 miscelaneous Suggested OIDs. None t|
-0 actions o)
O3 config_WaN Object ID is0,0rg.dod.intermet, private.enterprises. mbxm2m.routers titan
1 config_KEEP
(23 config_AUTORESET g A
-0 config_SERIAL Sent GET request 1o 88.28.221.24 1161 fe
(0 config_Sms METER_PRES_ENABLED.O 1
3 config_NTP Sant GET requestio 88.28.221.24 1161
O config_SNMP METER_PRES_PERIOD.O 60
$8 contg SFTP Senl GET request 0 60.20.221 24 161
(# £ config_INTERFACES i e
(533 config_METER METER_PRES_RETRYNUM.O 1
™ METER_FRES_ENABLED Sent GET request io 68.28 221 24 : 161
= WETER_PRES_PERIOD NETER_PRES_LSCO s
™ METER_PRES_RETRYNUM
™ METER_PRES_LINK
HED config_PLATFORM
0 alams
(@O traps
[ & IF-MIB
23 SHMPv2-MIB
v

Syntan Status
Access Reference
Index.

Object ID .1.3.6.1.4.1.45711.1.1

Global View [ ]
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Description 'MIB NTX-ROUTER-TITAN
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STEP 3:

The MTX-StarEnergy router must be restarted for the new configuration to take effect.

STEP 4:
Considerations:

* The MTX-StarEnergy has an internal supercap giving it an autonomy of a little less than 1
minute.

* The MTX-StarEnergy router stores the power alarm status in non-volatile memory. This implies
that if the device turned off due to a power loss (after the supercap runs out), when power
returns and it restarts, the MTX-StarEnergy router takes into account the fact that, before
shutting down due to a loss of power, the “power” alarm was activated, meaning that the
TRAPS for the deactivated “power” alarm will be sent.

e The MTX-StarEnergy router also stores the electricity meter presence alarm status in non-
volatile memory. Therefore, when the MTX-StarEnergy router’'s presence detection alarm
is activated (due to a communication failure with the meter) and it turns off, if the meter is
present when communication is restored, the corresponding “alarm off” TRAPS will be sent.
The active presence alarm TRAP is also reset each time a reading is taken to check presence.
This means that if the meter presence check is configured to be performed every 12 hours and
communication fails, the MTX-StarEnergy router will send the 10 presence alarm TRAPS every
12 hours.

STEP 5:

Example of a power alarm TRAP. The contents of a typical power alarm TRAP (loss of power supply)
is shown below. To reproduce this TRAP, simply cut off the power to the MTX-StarEnergy. If the MTX-
StarEnergy router is configured as shown in this example, it will send the alarm TRAP. It contains (*1) the
OID of the TRAP, (*2) the value of the TRAP (1=alarm active, O=alarm deactivated), (*3) the severity and
(*4) the serial number of the MTX-StarEnergy router.

< Trap Details - m} X

TimeStamp 0 hours, 0 minutes, 54 seconds. -
Enterprise ) T

Generic Type

Specific Type

Message

STEP 6:

Example of a presence alarm TRAP. The contents of a meter not present alarm TRAP is shown below. To
reproduce this TRAP, simply disconnect the meter from the MTX-StarEnergy router. If the MTX-StarEnergy
router is configured as shown in this example, it will send the alarm TRAP as soon as a new presence
detection process starts. It contains (*1) the OID of the TRAP, (*2) the value of the TRAP (1=alarm active,
O=alarm deactivated), (*3) the severity, (*4) the value of the “meterSource” OID which can have a value
of “manual”, "default” or "auto”, (*5) the link address of the meter and (*6) the serial number of the
MTX-StarEnergy.
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“SFiextionus

% Trap Details - o 4
TimeSleMP |0 hours, 19 minuces, 16 seconds. ~
Enterprise
Generic Type
Specific Type
Message  .iso.org.dod.internet.mgmt.mib-2.system.sysUpTime.0: 0 hours, 19 minutes, 18 seconds.:

.150.05q. dod. 1nternet . SANpV2 . SumpHodules  SnupliB. ShEpMIBCDIects. srupTrap. sanpTrapoID.0:  Coject ID: .1.3.6.1.4.1.45711.1.1.20.1.0: < ¥]

.1s0.0rg.dod. internet . snmpV2 . snmphodules.18.1.3.0: 88.2.242.140:

<& *2

.1s0.0rg.dod. internet.private.enterprises.me routers.titan.traps. 1: ¢

.is0.0rg.dod. internet. private. enterprises.mtxmim. COUters.titan.traps.Severity.0: 2: 4— *3

.iz0.0rg.dod. internet.private.enterprises.me iscel manual: < *4 .

.150.0rg. dod. 1NTECNET . priVATE  SNTETPrises. NUXINZN . COUTErS. Citan. niscel Link.0: 1715: < 5

.180.0rg. dod. iNternet . private. enterprises. mtxmZm. routers. titan.misce laneous.serialliuber.0: 012345678948CD: @ *6

v
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Offices and support

SPAIN

C/ Alejandro Sanchez 109
28019 Madrid

Tel: +34 915602737
Email: contact@webdyn.com

FRANCE

26 Rue des Gaudines
78100 Saint-Germain-en-Laye

Tel: +33 139042940
Email: contact@webdyn.com

INDIA

803-804 8th floor, Vishwadeep Building
District Centre, Janakpurt, 110058 Delhi

Tel: +91 1141519011
Email: contact@webdyn.com

PORTUGAL

Av. Coronel Eduardo Galhardo 7-1°C
1170-105 Lisboa

Tel: +351.218162625
Email: comercial@lusomatrix.pt

TAIWAN

5F, No. 4, Sec. 3 Yanping N. Rd.
Datong Dist. Taipei City, 103027

Tel: +886 965333367
Email: contact@webdyn.com

SUPPORT
Madrid office

Tel: +34 915602737
Email: iotsupport@mtxm2m.com

Saint-Germain-en-Laye office

Tel: +33 139042940
Email: support@webdyn.com

Delhi office

Tel: +91.1141519011
Email: support-india@webdyn.com

Taipei City office

Tel: +886.905655535
Email: iotsupport@mtxm2m.com
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