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Accessing an IP Camera Via 4G/3G

1. Scenario Details

Remote control applications are becoming increasingly common. Many of these applications need to
be able to access images and video from remote cameras. These types of places often do not have
conventional fibre lines to which an IP camera can be connected. Typical examples are solar farms
and unmanned stations, etc. In these cases, 4G/3G-based devices that provide remote access can be
suitable solutions.

This application note is intended to be a practical guide with step-by-step examples on how to connect
an IP camera to a TITAN-based device and use it. This guide will instruct you on how to access the IP
camera on your SmartPhone using a 4G/3G connection and to access the real-time video stream from
your camera, as well as how to operate the camera's motors to orient it (up-down / left-right).

2. Required Hardware

* A TITAN-based device with antenna and feeder.

* A motorized IP camera (in this example we are using a Tenvis JPT3815, although any IP camera
will do).

e A data-enabled SIM card (4G/3G) (in this example a Movistar SIM card).
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3. Configuring the TITAN-based Device

The first step in the process is to configure the TITAN-based device. To do this, connect your PC to the
TITAN-based device using a network cable. Then open your Web browser. TITAN-based devices default to
static IP address 192.168.1.2, so you should give your PC a static IP within the range 192.168.1.X, e.g.
set your PC to LAN address 192.168.1.10

Next, type http://192.168.1.2 into the browser's address bar and you will be taken directly to the TITAN-
based device’s configuration home screen.

@ |Intelligent Router x +

&« C A Noesseguro | 192.168.1.2/index.php o Q £ ¥ » 0O &

WW webdyn ..

SHFlexitron grow

Username: |admin |

Password: [ ----- ]

Intelligent Router - Web Panel Control =
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The default Username and Password are as follows: admin / admin, enter those credentials and click on
“LOGIN”. We will start by configuring the network parameters for the SIM card. To do this, go to the “Wan
> Basic Settings” menu. In the configuration shown on the following screen, you only have to adjust the
following parameters if you use a SIM card other than Movistar: APN, Username and Password. If you do
not know these, check with your phone provider. Remember that you must have a SIM card with a public
IP address (if it's private, such as 10.x.x.x, it won't work).

@ Intelligent Router

x I

< & A Noessequro | 192.168.1.2/wan-settings.php
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@ Status

@ Basic Settings
© Keep Online

Ethernet
@ Basic Settings

Wifi
@ Basic Settings
© DHCP Server

Firewall
@ NAT
@ Autharized IPs

Serial Settings

© Serial Port1-R5232
@ Serial Port2-RS485
@ SEL Certificates

External Devices
@ Logger configuration
© ModBus Devices
@ Generic Serial Device

@ Temperature Sensor
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Mobile

Maobile WAN

Sim Mode

SIM1 APN:
SIM1 Usemmame:
SIM1 Password:

SIM1 Pin:

SIM2 APN:
SIM2 Username:
SIM2 Password:

SIM2 Pin:

Authentication:

Metwork selection:

Basic Settings

Qa 2 « » 0 & :

= TITAN

| Enabled (P active)

V| Enable Wireless WAN interface

| SIM1 + SIM2 (backup)

V| Sim selection

| mavistar.es

[MOVISTAR

| mavisiar.es

[movISTAR

APN of SIM card 1
Username of SIM card 1
Password of SIM card 1

PIN of SIM card 1

APN of SIM card 2
Usermname of SIM card 2
Password of SIM card 2

PIN of SIM card 2

| Aute

v | Authentication method

| Auto (4G3GRG)

hd | Metwork selection -
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Next, it is important to change the “admin” user’s password. To do this, to go to the “Other > Password”
menu and change it there. Click on “Save Admin Pass” to save the changes.

' = O >
& Intelligent Router x 4+
&« > & A Noesseguro | 192.168.1.2/other-password.php a » w » 0O a
“HFlexitronwouw k¥
¥ i ¥ Other » Password Web UI

© Status
© Basic Settings

© Keep Onli .
S RALE Administrator

# Ethernet
© Basic Settings Username: |admin | Mandatory. Default ‘admin’

& wifi Password: | | Password for router administration

© Basic Settings
© DHCP Server

Re enter Password: | | Re-enter password for router administration

# Firewall

i SAVE ADMIN PASS

© Authorized IPs

# Serial Settings
© Serial Port1-RS232
© Serial Port2-RS485 General User
© SSL Certificates

: ) Username: |u3ﬂ | Blank is not used
* External Devices
© Logger configuration Password: | | Password for router administration (user)
© ModBus Devices o :
Re enter Password: | | Re-enter password for router administration (user)

© Generic Serial Device

© Temperature Sensor

.}
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The last step is to configure the NAT. Each IP camera model is different, so this application note will not
go into depth in regards to its configuration. This application note refers to a Tenvis JPT3815 commercial
IP camera. The network configuration for this example is shown in the following image:

« > C [D 192.168.1.240:81/setting.asp

TENVIS.

the world in mig eges

System
Network Obtain IP address from

DHCP server
IP Config

Disa blea Enable

IP Address

192.168.1.240

e Subnet Mask

255.255.255.0

Wi-Fi Gateway

192.168.1.2

DDNS DNS Server1

8.8.8.8

Alarm Setting DED [P
Advanced

81

The IP camera and the LAN IP address are given the fixed IP address (DHCP disabled) 192.168.1.240,
the network mask is 255.255.255.0. As the camera's Gateway IP address must be set to the LAN IP
address of the TITAN-based device, in this example we will enter the address 192.168.1.240. Lastly, for
simplicity’s sake, we will use TCP port 81 to access to the camera (meaning that we can remotely access
the configuration of the Titan-based device itself using port 80, and the IP camera using port 81).

ﬂﬂﬂﬂﬂﬂﬂ
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Once these parameters have been configured, we can configure the NAT of the TITAN-based device. To do

this, go to the “Firewall > Nat” menu and add the following rule:

@
<

Intelligent Router X +
C A Noesseguro | 192.168.1.2/firewall-nat.php
HFlexitron oouw

e Firewall » NAT

© Status

& Hazic Scihings Service name Protocol Input Port

© Keep Online Camera tep + udp 81
¢ Ethernet

© Basic Settings

Service name: |

v Wifi , |
© Basic Settings Protocol: TCP+UDP
© DHCP Server Port: |
¢ Firewall Output Port: |
© MNAT
. Server IP Address: |
© Authorized IPs
v Serial Settings
© Serial Port1-RS232
© Serial Port2-R5485 SAVE SERVICE
© SEL Certificates
* External Devices
© Logger configuration Firewall NAT » Other

© ModBus Devices

© Generic Serial Device

© Temperature Sensor

P TITAN

Output Port Server IP Address

192.168.1.240 Delete

Insert a name for the service
V| Select TCP/UDP protocol
Input port (0 ... 65535) - Router
Output port (0 ... 65535) - Destination server

Set the IP of the destination server

.1 Interface for NAT i

This rule basically makes sure all traffic entering the TITAN-based device (via 3G) through Port 81 is
redirected to Port 81 of IP 192.168.1.240, i.e. to Port 81 of the camera’s IP.

Lastly, we must configure the TITAN-based device to obtain its public IP address if we are using a SIM
card with a dynamic IP address. To do this, we are going to configure the TITAN-based device to use the
free NO-IP service.
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To use the www.noip.com service you must create an account and add a host. In this example, the host

“titan3g.no-ip.org”

has been created, as can be seen in the following screen:

F p=

%) No-IP Members Portal: Nc % % %

€ - C | & www.noip.com/members/dns/?msg=Host+titan3g.no-ip.org+created.+Update+will + be+applied +within +1+mint

Hosts/Redirects
Add Host

» Manage Hosts
Manage Groups
Download Client
Upgrade to Enhanced
Need Help?
Support Center

Troubleshooting Guide

Munamie |indata Cliant

Manage Hosts

Q Host titan3g.no-ip.org created. Update will be applied within 1 minute.

Current Hosts: 1 Need More Hosts? Enhance Your Account!

Enhance Your Account

Host IP/URL Action

@ Hosts By Domain
no-ip.org
195.55.255.189

titan3g_no-ip.arg [ Modify 3§ Remove

Add A Host

Don’t worry, we’re almost done.

We can now configure the TITAN-based device to be able to use the NO-IP account we just created. Go to
the “Other > DynDNS” menu and configure the following;:

@ Intelligent Router

< c

VWWA webdyn

Mobile

@ Status

© Basic Settings
@ Keep Online

Ethernet
© Basic Settings

wifi
© Basic Settings
@ DHCP Server

Firewall
@ NAT
@ Authorized IPs

Serial Settings

@ Serial Porti-RS232
© Serial Port2-R5485
© 55L Certificates
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A Mo es seguro | 192.168.1.2/other-dyndns.php

x  +

P TITAN

“Hflexitrongow
Other » DynDns
Enabled: Enable DynDNS
Server: |dynupdahe.no—ip.cm | members.dyndns.org, dynupdate.no-ip.com, ...
Domain: |I'rlan.no-ip.curn | Your domain. For example myDomain.dyndns.org
Login: |webd5rn | Login of your account
Password: Lo | Password of your account
Mir‘lL!l‘.E_S. Public IP in sent every time it changes.
Praiais |60 | But it is recommended force an update every 60
minutes.
: . Public IP detected by server (mandatory if
e WA T o Ethernet or Wifi gateways are used)
SAVE COMNFIG
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Everything can be left the same as the previous screen except for the “Domain” fields (in which you must
enter the host you created in www.no-ip.com) and your “Login” and “Password”.

Now we must restart the TITAN-based device so that it accepts the configuration changes we made. Go
to the “Other > Reboot” menu and click on Reset.

Now all that remains is to connect the IP camera to the TITAN-based device using an Ethernet cable and
wait for it to get an IP address and update the NO-IP server. It may take less time, but we'll wait a couple
of minutes to make sure the TITAN-based device has connected to the Internet.

4. 3. Accessing the IP Camera Via the TITAN-based Device

To test that everything is correct, the first thing to do is to check that we can remotely access the
configuration page of the TITAN-based device. Open a browser page on the PC and using the host that
we created and enter the URL created in no-ip.com. In this case: http://TITAN.no-ip.org:81

[ LiveVideo

€ - C [} titan3g.no-ip.org:81/monitor.asp

TENVIS.

&, Settings

Select Language |English v c2e2m
Resolution | 640x480 v

Frame Rate |10 s

Power Frequency |50HZ v

o

| AR |
Q)
k4

Preset
IR-LED
Screen Adjustment

Orientation
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