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Sending SNMP Traps, SMS
Messages And Emails When a
Change Is Detected In the State of a
Digital Input

1. Introduction

Some TITAN-based devices have one or more digital inputs. The digital inputs are dry contact inputs,
i.e. they can be activated by GND. To activate the digital input, simply connect an input to GND. To
deactivate it, just disconnect it from GND. It's that simple.

It is easy to configure TITAN-based devices to send SMS messages, Emails and SNMP Traps on detection
of a digital input (e.g. useful in intrusion detection scenarios, etc...).

Sending/receiving SMS Digital input
—E— e
GND

TITAN based Device with dry contact
device

SNMP trap/email

2. Example Scenario

This application clearly demonstrates how to configure the TITAN-based device to send an SMS or SNMP
TRAP when a digjtal input is changed. We will look at an example which clearly demonstrates how to
configure the TITAN-based device to do this.

While there are a number of ways to configure the TITAN-based device to accomplish this goal, we are
going to use the “Titan Scripts V2” menu in the TITAN-based device. The reason for this is that if we need
more digital inputs (remember the TITAN mini router only has one) we would need to use additional units,
which would be controlled from this menu.
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2.1 WAN Configuration

If we need to send the SNMP traps via the 4G/3G/2G network, we must first configure the WAN>Basic
Settings section by setting the APN, User and Password for the SIM card we are using. It will be similar

to the following screen:

@ Intelligent Router

& > (O A Noesseguro | 192.168.1.2/wan-settingsphp @ =2 3+ N [0 &
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% Mobile
@ Status
@ Basic Settings
@ Keep Online

# Ethernet
o Basic Settings

& Wifi
o Basic Settings
o DHCP Server

# Firewall
o NAT
@ Authorized IPs

% Serial Settings
¢ Serial Port1-R5232
@ Serial Port2-R5485
@ S5L Certificates

# External Devices
@ Logger configuration
@ ModBus Devices
@ Generic Serial Device
@ Temperature Sensor
o TEC102 Meter
@ W-MBus
@ GP5 Receiver

& Other
o AT Command
@ DynDins

®

» Mobile » Basic Settings

Maobile WaN

Sim Mode

SIM1 APN:
5IM1 Usermame:
SIM1 Password:

SIM1 Pin:

SIM2 APN:
5IM2 Usermame:
SIM2 Password:

SIM2 Pin:

Authentication:

MNetwork selection:

DMS selection:
DMNS1:

NNS?

| Enabled (IP active)

[ SIM1 + SIM2 (backup)

|n'mn'slarE

[MovISTAR

| Auto

| 4G

| et DNS from Operator

[s.2238

(2844

e — O *

R TITAN

W | Enzble Wireless WAN interface

w | Sim selection

APN of 5IM card 1
Username of SIM card 1
Password of SIM card 1

PIN of 5IM card 1

APN of 5IM card 2
Username of SIM card 2
Password of SIM card 2

FIN of SIM card 2

w | Authentication method

W | Metwork selection

Preferred DNS1

Prefarmed MING?

Do not forget to select “Remote Management” if you want to be able to manage the TITAN-based device

remotely via 3G/4G.
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2.2 Enabling the I/0 of TITAN-based device

To be able to use the digital inputs and outputs on TITAN-based devices, the service must first be activated.
This is done in the “Other > Digital I/0” menu. Simply check the “Enable” box.

@ Intelligent Router

—

+ Mobile
@ Status
@ Basic Settings
@ Keep Online

Ethernst
@ Basic Settbings

& Wifi
& Basic Setfings
@ DHCP Server

% Firewall
o MAT
@ Authorized IPs

% Serial Settings
@ Serial Port1-RS232
@ Serial Port2-R5485
@ S5 Certificates

External Devices

@ Logger configuration
o ModBus Devices

@ Generic Serial Davice
& Temperature Sensor
o IEC102 Meter

o W-MBus

o GPS Receiver

& Other
o AT Command
a Mnhns
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C A Noesseguro | 192.168.1.2/other-io.php a = # % 0O
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Povere TITAN
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Other » Digital 1/0

Enable: Enable digital inputs and cutputs

Peried {minutes) for saving 1D status and
Period: | Mot Logging ** | lcounters in Logger. Please, configure logger
before using

TAECONTS | tif—

Other » Digital I/0 » Digital Inputs

Digital Input 100: CONFIG Special functions of Digital Input I0-0

Other » Digital I/0 » Digital Outputs

Digital Output I01: CONFIG Special functions of Digital Qutput I0-1

Remember: you can also use I/0 with "Titan Scripts” for special functionality

It should be noted that the option to send an SMS message when a digital input is changed can also be
activated from this same web page by clicking on the "CONFIG" button for the chosen digital input.
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@ Intelligent Router x +

& > C A Noesseguro | 192.168.1.2/other-input-dig.. @ |© ¥ ¥ O &

F
“HFlexitroneow y A

& Mobile » Other » Digital I/0 » Digital Input I0-0

& Status

o Basic Settings Digital input mode: [ Atarm {Fin 0 -> 1) + | Jeelect the mode of digital input 10-0

@ Keep Online
# Ethernet o s

- - - -0 >

o Basic Settings Other » Digital I/0 » Digital Input I0-0 » Alarm
& Wifi

@ Basic Settings SMS: 8 =nabled Wwhen alarm, send SMS message

¢ DHCP Server
# Firewall Phone numbers: [+3s0000000m | Phone numbers separted with ;

o NAT

& Authorized IPs Texct SMS Alarm On |E|EI'I'T'| on | SMS text when alarm is activated
i Serial Settings Text SM5 Alarm Off |E|EI'I'T'| off | SMS text when alarm is deactivated

@ Serial Port1-R5232

Serial Port2-RS485

¢ EETE::ert'ﬁ . Chedk if logger must be used for alarms.

@ Ifieates Logger: ] Please, configure logger before using this
_ opticn
# External Devices

@ Logger configuration

@ ModBus Devices AV COMNEIG

@ Generic Serial Device

@ Temperature Sensor

o IEC102 Meter

¢ W-MBus

R R » Other » Digital I/0 » Digital Input I0-0 » Status
# Other

@ AT Command -

- - READ INFUT [o | lick for read the status of dinieal innee 10-0

< I E——————————————————————————— >

However, in this application note it will be done using TITAN Scripts.
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2.3 Configuring TITAN Scripts V2

TITAN Scripts V2 makes it easy to perform these actions. Go to the “Other > Titan Scripts” menu. Then we
load example 3, which enables an SMS message to be sent when a change in a digital input is detected.
After loading it we will record it using the “Save Script” button.

Example 11.- Read Modbus RTU word register and send EMAIL

! = O >
@ Intelligent Router ® +
& 35 (C A MNoesseguro | 192.168.1.2/othertscriptsp... @ 2 &% N [0 & :
FY
m We bdyn powered
. by |ITAN
“HFlexitronerow Y

& Mobile » Other » Titan Scripts v2

© Stas

o Basic Settings ExamlEE.-Send.EMSwi'm 3 GPIO changes w* |l Load Examp

& Keep Online Current Titan Script =

Example 1.- Hello World

i Ett Example 2 - Request AT Command
- B = . Example 3.- Send SMS when a GPID changes

HITEEERiLE Example 4 - Send MQTT message to broker prgital 1/0
) Example 5.- Send SNMP TRAP
& wifi Example 6.- Send EMAIL when power Fails il

& Basic Settings Example 7.- Read Modbus RTU ward register

& DHCP Server Example .- Read Modbus RTU ward register and send by MQTT

Example 8- Read Modbus RTU ward register and send TRAP
Firewall Example 10.- Read Modbus RTU ward register and send SMS

o MAT
- Example 12.- Write Modbus RTU word registers

et s Examgm 13.- Read Modbus RTU bit rEgislier
. : N Example 14.-Write Modbus RTU bit register
* Serial Settings Exam::le 15.- Read all Digital Inputs ;

& Serial Port1-R5232 Example 18.- Witz Digtal Gutput

& Serial Port3-R5485 Example 17.- Fing ip and send SME if problem with Ping

@ S5L Certificates Example 18.- Send SMS Alarm when Backup SIM 2 is being used

Example 19.- Read and White data from SERIAL PORT i

% External Devices

o Logger configuration

@ ModBus Devices

@ Generic Serial Deavice

o Temperature Sensor

o TEC102 Meter

caee Iy

@ GPS Receiver Ll
& ot Run Serip Stop Script [ Sawe Script || Delete Scrips | Encrypt Scripl

o AT Command

@ DynDns =

1 I ————————— >
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The example is fairly self-explanatory, it will send an SMS message each time the value of the digital
input is changed (the input changes from logical O to logical 1).

var status01d=0;
while (true)

{
//***x*% TF I0-0 CHANGES FROM 0 TO 1
if ((mtx.io0Get (0)==1) && (statusO0ld==0))

{
mtx.println (“Sending SMS..."”);
mtx.smsSend (“"+34666123456"”, "my message”) ;

}
statusOld=mtx.ioGet (0) ;
mtx.pause (1000) ;

In other words, if the “IO-0” input is logical “1” whereas previously it was logical “0”, an SMS message
is sent.

It is easy to modify the example to send an SNMP trap. We just need to replace the line:
mtx.smsSend (“"+34666123456”, "my message”) ;

with
mtx. trapSend(“1.2.3.4.5.6.7.8.9.10”,”alarm”,5);

specifying the OID, the trap text and the severity. Do not forget that you must have previously activated
and configured the “Other > SNMP” section of the TITAN-based device, specifying the IP address and port
where the traps are to be sent.
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@ Intelligent Router

& > (C A Noesseguro | 192.168.1.2/other-snmp.php € &
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# Mobile
@ Status
@ Basic Settings
@ Keep Online

# Ethernet
o Basic Settings

# Wifi
@ Basic Settings
& DHCP Server

# Firewall
o NAT
o Authorized IPs

# Serial Settings
@ Serial Port1-R5232
@ Serial Port2-R5485
@ SS5L Certificates

# External Devices
@ Logger configuration
@ ModBus Devices
@ Generic Serial Device
& Temperature Sensor
o IEC102 Meter
o W-MBus
@ GP5 Receiver

# Other
o AT Command
@ DynDins

®

» Other » SNMP

+

Enabled: ﬂ

SNMP Version: [ SNMPvac |
UDP Port: [181 |
Custom OID: [45711.1.1 |
Community: [ public |
Usemname: | |
Auth Password: | |
Priv. Password: | |
Auth Protocol:  mDs

Priv Protocol: | DES

Engine ID: [auTo |
Traps Enabled: ]

Traps - UDP Port: [182 |
Traps - IP: [182.168.1.20 |
Traps - Community: [ puthc |
Alarm 05: ]

MNumber traps alarm

Enable SNMP v2c
SHMPv2 or SNMPY3

Default UDP port 161

w ®» 0O &

Pover TITAN

Enterprise-Product OID. Default: .45711.1.1

Only SMMPv2, Password for GET and SET

commands
Only SNMPY3.

Only SMMPv3 [min 8 char)

Only SMMPv3 [min & char)

w | Only SHMPv3.
w | Only SHMPv3.

Only SNMPv3. "AUTO"

Enable Traps
Default UDP port 162

IP for sending traps

or custom HEX

Only SMMPvZ2, Community for traps

Enable trap for Oper. System alarm

Number the traps sent when an alarm is

. N

We can do the same to send EMAILS. We just need to replace the line:

mtx.smsSend (“+34666123456”, "my message”) ;

with

mtx.emailSend (“jgallego@matrix.es”,”my message”) ;
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Do not forget that you must have previously activated and configured the “Other > Email Config” section
of the TITAN-based device to configure the email service.

W e O *
@ Intelligent Router b4 -+
€& > C A Noesseguro | 192.168.1.2/other-email-config.php o O = o N0 & :
Fe
m Webdyl I powered T]T N
“Hflexitrongrouw Y 8
e Other » Email configuration
@ Status
@ Basic Settings Enabled: Enable Email
@ Kaep Online . -
Smip Server: |smlp.gmail.com | Ex: smtp.gmail.com, smtpout.se, cureserver.net ,
P e Smitp Port: |25 | TcP port for SMTP Server (25, 465, 587, ...)
@ Basic Settings
Authentication: Check if authentication is required
* wWifi ) ) )
0 Basic Settings TLS: Check if TLS is required
© DHCP Server User: |wetrdyn@gmail.com | User of email account
* Firewall Password: i | Password of email account
o MAT ) : : . .
Enail e |\ yn@gmail.com | Email address for sending emails (Ex:

@ Authorized IPs myemail@gmail.com)

% Serial Settings
@ Serial Port1-R5232

@ Serial Port2-RS483 SAVE CONFIG

@ 55L Certificatas

% External Devices
@ Logger configuration
@ ModBus Devices
@ Generic Serial Device
@ Temperature Sensor
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2.4 Running the Script

We can test our script by clicking on the “Run script” button. A few seconds later, it will run and a number
of tracking logs will appear in the console window.

@ |Intelligent Router

& > C A Noesseguro | 192.168.1.2/other-tscri.. o @ |2

x  +

"'"--‘_I"IJII

# Mobile
@ Status
@ Basic Settings
@ Keep Online

# Ethernet
o Basic Settings

& wifi
@ Basic Settings
o DHCP Server

& Firewall
o NAT
o Authorized IPs

# Serial Settings
o Serial Port1-R5232
© Serial Port2-R5485
o S5L Certificates

# External Devices
o Logger configuration
@ ModBus Devices
@ Generic Serial Device
@ Temperature Sensor
@ TEC102 Meter
e W-MBus
o GP5 Recsiver

# Other
o AT Command
@ DynDns
@ Private DynDins
© Sms control
@ Periodic Autoreses
o Time Servers
@ Remote Console

T mm—

“Hflexitrongouw

» Other » Titan Scripts v2

s — O *

* » 0 &
d -
P ey TITAN

Example 3.- Send SMS when 3 GPIO changss

+ | [Load Examge

atx.println] "EXAMPLE 3 - Running...™);

FAEXAMPLE: HWOW TO SEMD A SMS MESSAGE
f /REMEMBER :
S TWEBDYN-EASY -MODEM model :

I MWEBCYN- EXPERT-ROUTER model:

I0-8=INFUT, ID-1-0UTPUT
I0-B=INPUT, IO0-1-INPUT,

war status0ld=8;
while [Lrue)

i
FfEess IF TD-@ CHANGES FROM @ TD 1
if {(mtx.ioGet(p)==1) &% [statusDld==8))
i

nte.println"Sending SM5...");

t
statusOld=atx. ioGet(d]);

freesss 1 SECOND PALISE
nlx. pause( 1888 ) ;

¥OU MEED TO EMABLE "Digital IfD' BEFORE USING THIS EXAMPLE. "Other-:Digital IO

I0-2=INPUT, IO0-3=0UTPUT, IO-£=DUTFUT

atx. smeSend("+346661234567 , “ny message” )

¥ Other » Titan Scripts v2 » Console

ENAMILE 3 - Runnlng.-. .

Once we are sure that the script works as desired, we can enable “Autostart”, located at the bottom of
the screen. Now, each time the TITAN-based device is rebooted it will run the script automatically.
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