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Reading Modbus Devices and
Sending Readings to an MQTTS
Broker (with SSL/TLS security)

1. Scenario Details

TITAN-based devices have all the typical functionalities of 4G/3G/2G routers, as well as a series of added
features that make them one of the most feature-packed routers on the market.

One of the added features is the ability to interrogate Modbus RTU and TCP devices autonomously,
subsequently sending the data to a WEB, FTP or MQTT server.

As always, this capability will be illustrated using a simple example.

2. Description of the Example

In this example, a TITAN-based device will be configured to collect, store and send the Modbus registers
of two PLCs via MQTT. The reads will be done every 10 minutes.

The following Modbus registers must be read from PLC1:

1;10;11;12;55;56;69;70;72;73;74;75;76;77;78;79;80;100;101;102;103;104;105;106;107;108;109;
120;121;122;123;124;130;131;132;133;152;153;154;160;161;162;163;164;165;166;170

The following registers must be read from PLC2:

10;11;12;13;14

Sending data automatically to MQTT broker

with SSL security via 4G, Ethernet, WiFi...
— B — — |
RS485
SSL SSL

PLCY PLC2 TITAN based
device

This means we need to obtain a map of a number of registers, which are not always consecutive, from
PLC1. PLC2 is easier as we only need 5 consecutive registers

The PLCs are RS485 devices, so we will use Modbus RTU, but the scenario is also perfectly valid for
Modbus TCP devices (with Ethernet) or a mix of both (Modbus TCP and Modbus RTU).
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3. Configuring the Serial Port of the Titan-Based Device to
which the Modbus Devices will be Connected

Let's imagine that the PLCs, which have RS485 ports, have the following serial port configuration:
9600,8,N,1. The first task is to configure the Serial Port2-RS485 section of the TITAN-based device. We
will configure it as shown in the following figure:

WwW webdyn ..

“HFlexitron gou
i Serial Gateway » Com?2 Settings
& Status
< Basic Settings Baudrate: | 9600 V| Baudrate of serial port
© Keep Online
Data bits: | 8 V| Number of data bit
% Ethernet . )
o Basic Settings Parity: | none V| Parity
i Stop bits: | 1 V| Number of stop bits
* Firewall . ) )
o Authorized IPs Timeout ms: |[] | msec without serial data before sending

(default: 50)

% Serial Settings
& Serial Port1-RS232

O Allow local embedded AT commands Ex.: <MTXTUNNEL>AT</MTXTUNNEL>
|e serial Port2-RS485 | /
© SSL Certificates O Allow remote embedded AT commands Ex.: <MTXTUNNELR>AT</MTXTUNNELR>
¥ External Devices O Allow incoming GSM call (CSD Data Call) Only TCP Server and TCP Client functions or

. Nothing
@ Logger configuration

© ModBus Devices

© Generic Serial Device
© Temperature Sensor
© IEC102 Meter

& W-MBus

® Function: Nothing or used by External Device or Script
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4. Configuring the Titan to Read Modbus Devices

Click on the link: “External Devices > Modbus Devices” and configure the screen as shown below:
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“ Mobile
O Status
@ Basic Settings
@ Keep Cnline

% Ethernet
@ Basic Settings

* Firewall
@ Authorized IPs

% Serial Settings
@ Serial Port1-R5232
@ Serizl Port2-R5485
@ SSL Certificates

% External Devices
@ Logger configuration
@ Generic Serial Device
@ Temperature Sensor
@ IEC102 Meter
@ W-MBus

* Other
@ AT Command
@ DynDns
@ Private DynDns
@ Sms control
@ Periodic Autoreset
@ Time Servers
& Remote Console
@ Snmp
@ Tacacs+

External Devices

ModBus RTU / TCP

Porer TITAN

Enabled: Enable Modbus Devices
Serial Port: Serial Port 2 | 1Select the connected serial port if needed
Logger: Check if logger must be used
Please, configure logger before using this
option
SAVE CONFIG VIEW LOG
Dewv. Re
name / Addr. Command Start @ Num word /bit T 9 Pperiod
i ype
1;10;55;69;72;100;120; | 1;3;2;2;9;19;5;
. 4 i) 130;152;160;170 4;3:7:1 R
2 2 0x03 10 5 WORD 1 Del | Test
Device name / ID: | | Insert the device name or ID
Address: | | Modbus RTU address or IP:port address
Command: | 0x01 V| Modbus read command
Start: | | Address of the first register
. Words for command 0:03/0x04. Bits for
NMumber Words [/ Bits: | | 0x01/0x02
Reg Type: | WORD V| Type of registers for command 0x03/0x04
Period: | 1 V| Read peniod {minutes)

We want to read registers 10,11,12,13,14 from PLC 2. All we need to do is enter register 10 in the “Start”
field and 5 in the “Number Words” field (as we want to read 5 registers, from 10 to 14). PLC1 is more
complex, since we have a non-consecutive register map. The different blocks of registers we need to read
will therefore be separated by “;” (semicolons). This means if we want to read registers:

1;10;11;12;55;56;69;70;72;73;74;75;76;77;78;79;80;100;101;102;103;104;105;106;107;108;109;
120;121;122;123;124;130;131;132;133;152;153;154;160;161;162;163;164;165;166;170
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We must enter the following in the Start field (the initial register of each block):

1,10;55;69;72;100;120;130;152;160;170

And, in the "Number Words" field (the number of registers to be read from each block):

1:3;2;2;9;10;5;4;3;7;1

5. Configuring the Logger (communication with the MQTT
server)

The next step is to configure the Logger. This is the data storage and transmission system used by the
TITAN-based device itself. In this example we are going to configure the device to send the data to an
MQTT broker.

As an MQTT broker we will use the Mosquitto test broker located at test.mosquito.org. The data from each
reading will be sent in JSON format (timestamp, team ID, etc.). We will use SSL/TLS to secure it, which
will require a Server certificate and a Client certificate.

As can be seen in the following figure, we will access it through the “External Devices > Logger
Configuration” menu and configure the section as follows:

VWA webdyn .

FIeX|tron group

by |ITAN

External Devices » Logger

Mobile
& Status
© Basic Settings ID: [ID-1234 |  optional. Device identification
© Keep Online
Send mode: | LIFO v| Send mode (normally FIFO)
Fthernet ime f | uni ddTHH | Time dinti I d
. S T .
© Basic Settings Time format: unix (yyyy-mm mm:s: Time format used in timestamp logger data
s Check for customized json using Json
Firewall L=siacupts O Transformer Script' in Script section.
. Check if you want to send more than one
& Auth d IP : o
it 5 Lior akiay U JSON per transmition.
© Firmware Upgrade
< Reboot Communication mode: MQTT
© Logout
Enabled: Communication mode MQTT enabled
MQTT Topic |[IMEI]J’LOGGER MQTT Topic. Example: [IMEI]/logger

Note: Other=MQTT menu must be configured

In this screen we have activated MQTT send mode. All data collected by the TITAN-based device will
be published in the [IMEI]/logger topic. That the device will replace the [IMEI] tag with your real IMEI.
This means that, if the device's IMEI is 357299070082380 (the IMEI can be found in the Mobile >
Status menu), the topic used by the TITAN-based device to publish the collected Modbus data will be:
357299070082380/logger.
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Conversely, if we activate logger mode, we must configure the MQTT client in the “Other > Mqtt” section.

o Serial Port2-R5485
o S5L Certificates

External Devices
o Logger configuration
o ModBus Devices

o Generic Serial Device

¢ Temperature Sensor
o [EC102 Meter
o W-MBus

Other

© AT Command

© DynDns

© Private DynDns

o Sms control

o Periodic Autoreset
o Time Servers

© Remote Console
© Snmp

o Tacacs+

o Http / Https

o User Permissions
o Passwords Web UL
o CA Certificates

o Email Config

o ModBus Slave

o Titan Scripts

o Connectivity tools
o Digital I/O

© Custom Skin

o Led Config

o Syslog

o Backup / Factory
© Firmware Upgrade
o Reboot

© Logout

Other » MQTT Client
Enabled:
MQTT Broker | ssl:Htest.mosquiﬂo.org:&&&e|

MQTT Username
MQTT Password
MQTT ID

MQTT Qos
MQTT Keepalive

MQTT Persistence

MQTT AT Topic

MQTT AT Resp Topic
MQTT AT Topic 2
MQTT AT Resp Topic 2
MQTT AT Topic 3

MQTT AT Resp Topic 3

MQTT Script Topic 1

MQTT Script Topic 2

=

[1

[60

O

[IMEAT

[IMEIATR

Enable MQTT client

Destination MQTT Broker. Examples:
tcp://test.mosquitto.org: 1883
ssl://test.mosquitto.org:8883 (certificate needed)
ssl:fftest.mosquitto.org:8884 (certificates
needed)

MQTT Username (blank if not used)
MQTT Password (blank if not used)
Device identification

MQTT Quality Of Service (0 ... 2)
Seconds for keepalive (30 ... 3600)

Data persistence

This topic will be subscribed for receiving AT
Commands {usefull for individual device)
This topic will be used for publishing the AT
Command Responses of AT Topic

This topic will be subscribed for receiving AT
Commands (usefull for groups)

This topic will be used for publishing the AT
Command Responses of AT Topic 2

This topic will be subscribed for receiving AT
Commands (usefull for all devices)

This topic will be used for publishing the AT
Command Responses of AT Topic 3

When data is received in this topic the "Topic
Script’ will be executed.
When data is received in this topic the "Topic
Script’ will be executed.

We will check the “Enabled” box. Enter the following in the “MQTT Broker” field: ssl://test.mosquitto.
org:8884, indicating the URL of the MQTTS broker we want to connect to. Enter the device’s unique
in MQTT ID (if we connect 2 devices with the same ID they will be disconnected, as the broker cannot
handle 2 devices with the same ID. If we want to be able to send AT commands to the TITAN-based device
(e.g. to configure it or view its status from a mobile phone that is also connected to the MQTT broker), we

will add the fields MQTT AT Topic and MQTT AT Response Topic.

All AT commands sent to the broker under the MQTT AT Topic will be executed by the TITAN-based device.
Once executed, the result of the AT command will be published by the TITAN-based device in the MQTT

AT Response Topic.

Next we will configure the certificates section.
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[ Other » MQTT Client » Certificates for MQTTS ]

If you have a specific CA Server Certificate, please, configure the section:]Other > CA Certificates

Mandatory only if client autentication is required by MQTTS broker. PEM format.

Client certificate: B ) ‘

file "mqtts_clientcrt’ | Seleccionar archivo | Ninguno archivo selec. || Upload not uploaded
e gt : | |

file "mgtts_client.key’ | Seleccionar archivo | Ninguno archivo selec. || Upload not uploaded

[ DELETE CERTIFICATES |

To do this you should follow the instructions provided at: http://test.mosquitto.org/

The first thing to do is download the CA certificate from mosquitto.org.crt (PEM format) which can be
found on the previous page. This certificate must be included in the “Other > CA certificates” section,
as the TITAN-based device will use it to authenticate the MQTTS broker when establishing a connection.

webdyn

“HFlexitrongou

Pover TITAN

B Other » CA-Root Certificates
Mobile

& Status
& Basic Settings
& Keep Online

Custom CA-Root Certificates (PEM format)

ETTRCRTIET User CA-Root-1 | mosquitto.org.crt | Upload uploaded
© Basic Settings Certificate fingerprint (SHAL):

06:90:7E:A4:EC:A0:F7:70:28:12:DC:51:1F:ED:62:A7:99:AC:71:9A

Firewall
& Authorized IPs

User CA-Root-2 | Ninguno archivo selec.| Upload not uploaded

Serial Settings

If you do not want to upload the certificate, another option would be to check the “Allow all certificates”
box, however this is not recommended as it is less secure. It is only valid for tests.

The we need to execute the statements found at this link: http://test.mosquitto.org/ssl/ for which we
must have openssl installed on our PC. We will execute:

openssl genrsa -out client.key

openssl req -out client.csr -key client.key —new

Which will give us the client.key and client.csr files.
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[3 Intelligent Router

[} Generate client certificat: X W

&« (] | ® No es seguro | testmosquitto.org/ss!/

Once we have both files, we copy the contents of the client.csr file to the text box and click on “Submit”.
This will enable us to obtain the file with the required client.crt certificate.

(r:) mosavitto

"
Generate a TLS client certificate for Paste your CSR here
test.mosquitto.org
————— BEGIN CERTIFICATE REQUEST----- -~
MIIC9zCCADBCAQANGZgxCzAIBgNVBAY TAKYTMQswCQYDVQQIEwICQTESMBAGA
This page allows you to generate an x509 certificate suitable thayy |1ue
will allow you to connect to the TLS enabled ports onf BxMIQmFyY2Vsb25hMQ8wDQYDVQOK EwZNVFhNMkaxETAPBENVBASTCGNOYWSnZ
test.mosquitto.org that require a client certificate, i.e. port 8884.f W1l
MQ4wDAYDVQQDEWVUSVRET § ERMASGALUEKRMIY2hhbmd lbWUxITATBgkghkiGo
To use it, you will need to generate a PEM encoded Certificate ggin Viixs ZudvQE1hdHI peC5 1 zCCAS TNDQY TKoZ Thv cNAQEBBQADZEEPA
Signing Request (CSR) and paste it into the form. After youl |, c s e peboser ocHve 5&
submit the form, the certificate will be generated for you tof | agoCggEBAM=dvOANWFHYBKkun30btz17X4419eHW0TI IPT7+R] TeqhkudMrs1
download. Atc
yEP3UNMUWF gx JKz4nMBBpp/bN1bY3dCBnLSan39768vmldvkvDdEhhkZgX1R
- . tAu
Generate a CSR using the openssl utility JkiClZFSrcPEdiBD1208CUXQMURFYhKGEMAbEVHEq77 tX3nfOD 1wy g000Esq] ™
u2i y
Generate a private key: -
privasey N )

openssl genrsa -out client.key

(.Donate..)
B v (154 Z@enw

Generate the CSR:
openszl req -out client.csr -key clisnt.key -new

When you are generating the CSR, please do not use the default
values., At a minimum, the CSR must include the Country,
Organisation and Common Name fields,

You should paste the contents of client.csr into the form.

Having generated the client.key and client.crt files, we can insert them at the bottom of the Other > Mqtt
page in the TITAN-based device.

Other » MQTT Client » Certificates for MQTTS

If you have a specific CA Server Certificate, please, configure the section: Other > CA Certificates

Mandatory only if client autentication is required by MQTTS broker. PEM format.

‘ MNinguno archivo selec. ‘ Upload uploaded
‘ Ninguno archivo selec. ‘ Upload uploaded

Client certificate:

file 'mqtts_client.crt’
Client KEY:

file 'mqtts_client.key'

| DELETE CERTIFICATES |

6. Other Considerations

e After configuring the TITAN-based device we will need to reset it so that the new configuration
takes effect and it starts reading and sending.

e Each time the TITAN-based device sends a measurement to the MQTT broker, it does so using
a JSON object of the following type:
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Example JSON for PLC 2

{“IMEI":"357299070082380","TYPE":"MODB","TS":"2022-07-15T10:14:02Z",”ID":"2","A":."2","ST":" 10
"'UN":"5",”VU:[10'11,1270,0]'"P":HID_1234U}

Example JSON for PLC 1

{“IMEI":"357299070082380”,"TYPE":"MODB”","TS":"2022-07-15T10:09:012",”1D":"1","A":"1","STX":[1
,10,55,69,72,100,120,130,152,160,170],”’NX":[1,3,2,2,9,10,5,4,3,7,1], “PX":[0,1,4,6,8,17,27,32,36,3
9,46], “v":[1,10,11,12,55,56,69,70,72,73,74,75,76,77,78,79,80,100,101,102,103,104,105,106,107
,108,109,120,121,122,123,124,130,131,132,133,152,153,154,160,161,162,163,164,165,166,170],
“P":"ID-1234"}

Where:
IMEL: is the unique identifier for the modem
TYPE: indicates the type of data (MODB = Modbus reading)
TS: is the Timestamp (the time the reading was read)
ID: name or identifier of the Modbus device
A: Modbus device address
ST: the address of the first Modbus register read
STX: array that indicates the address of the first Modbus registers when reading groups
N: indicates the number of words read
NX: an array that indicates the number of words read when reading groups of registers
PX: an array indicating the position of the initial register of each block within V
V: An array containing the data read

P: the ID field configured in the Logger

It should be noted that there are significant differences between the data sent by PLC1 and that sent by
PLC2. PLC1 has groups, meaning that the ST and N fields are replaced by STX and NX in the JSON, these
are the arrays in which the initial registers and the number of registers in each block are stored. Similarly,
the PX register indicates the initial position of the group within the array V (PX is not really necessary as
it can be calculated, but it is included to facilitate decoding of the operation on the server).

7. Communicating with TITAN-based Devices Using AT Com-
mands Sent via MQTT

As mentioned above, you can send AT Commands to the TITAN-based device via MQTT. We can therefore
change the configuration of the device, check states such as coverage, reset it, switch a relay, etc.
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For example, if we want to check the coverage level, we can use the Android myMQTT app, sending the
AT+CSQ command to the [IMEI]/AT topic, which in this example is 357299070082380/AT.

19:43 il B E T a0 R

(i) Publish d

357299070082380/AT
AT+CSQ

Count

Publish

When the “Publish” button is clicked, the command will be received by the TITAN-based device and
executed. The answer will be published by the TITAN-based device in the 357299070082380/ATR topic,
as was configured beforehand.

1| Dashboard
/1 Received Mes
AT+C50Q

+C50Q: 26,99

OK

3572890700E23E0/ATR

contact@webdyn.com |
W webdyn | 10 V1.0 subject to change | Webdyn © by Flexitron Group



