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IPSEC - Server
IKEVT - PSK Authentication

1. Scenario Details

We want to remotely access the configuration page of a TITAN-based device, and a PLC connected to it
via Ethernet, from a PC. We also want to do this using a secure IPSec connection. We intend to use IKEv1l
and PSK authentication.

Example of the proposed scenario:

WAN: 176.80.171.249 LAN: 192.168.1.200
) Tunnel IPSec LAN: 192.168.1.2 GW: 192.168.1.2
Router fiber 4G .
TITAN based Et:ef]‘é“t'thort
PC with software device P
IPSec Client
(TheGreenBow)

Basically, in this example we want to create an IPSec VPN from a PC (which has an IPSec Client such as
TheGreenBow, which is used in this example) to a remote 4G TITAN-based device that will act as an IPSec
Server, which in turn has a PLC connected to its Ethernet port.

2. Configurations and Prerequisites

The basic requirement for this is that the SIM card inserted in the TITAN-based device acting as the IPSec
Server must have public and static IP addresses. This is necessary in order to access it remotely from a
PC connected to the Internet.

3. IPSEC Configuration of the TITAN-based Device

Check the “Enabled” box at the top of the configuration page and click on the “SAVE CONFIG” button.

wen VPN » IPSec

@ Status
© Basic Settings | Enabled: I Enable IPSec vpn service

& Keep Online

Lt SAVE CONFIG

¢ Basic Settings
© DHCP Server
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Lastly, since the TITAN-based device’s IPSec service is based on strongswan, the “ipsec.conf” and “ipsec.
secrets” files must also be configured. The simplest solution is to go to the examples at the bottom of the
page and choose the example that is closest to your configuration needs. For this application note we will
choose example 5, clicking on (downloading) the corresponding “ipsec.conf” and “ipsec.secrets” files,
which we will open with a notepad to extract their contents.

VPN » IPSec » Examples

Examplel: ipsec.conf IPSec configurated as IPSec Server - EAP
ipsec.secrets authentication (user and password) - IKEV2

Example2: ipsec.conf IPSec configurated as IPSec Server -
ipsec.secrets authentication with PSK Key - IKEV2

Example3: ipsec.conf IPSec configurated as IPSec Server -
ipsec.secrets authentication with Certificate - IKEV2

Example4: ipsec.conf IPSec configurated as IPSec Client - authenticat
ipsec.secrets with Certificate - IKEV2

Example5: ipsec.conf IPSec configurated as IPSec Server -
ipsec.secrets authentication with PSK Key - IKEV1

Example6: ipsec.conf IPSec configurated as IPSec Server -
ipsec.secrets authentication with Certificate - IKEV1

Example7: ipsec.conf IPSec configurated as IPSec Client - authenticat

ipsec.secrets with PSK Key - IKEV1

Said content must be adapted to the example and inserted into the appropriate boxes

@ URALK Derver

Firewall
o NAT
¢ Authorized IPs

Serial Settings

© Serial Port1-232
© Serial Port2-232
© Serial Port3-485
© Serial Port4-TTL
© Serial Port5-USB
€ S5L Certs

External Devices

© Logger configuration
© Temperature Sensor
& ModBus Devices

© Distance Sensor

& Wavenis Concentrator
© W-MBus Concentrator
© GPS Receiver

© Generic Serial Device
© USB Camera

VPN

< OpenVPN Server
& OpenVPN Client
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. For “ipsec.conf”:

>~

IPsec config file: 'ipsec.conf'

(find examples at the bottom of this page)

config setup

charondebug="ike 1, knl 1, cfg 2"
uniqueids=no

conn server

auto=add
keyexchange=ikevl
type=tunnel
compress=no
forceencaps=yes
dpdaction=clear
dpddelay=388s
rekey=no
ike=aes256-sha256-modpla24
esp=aes256-shal5e
authby=secret

left=%any

leftid=gtitan
leftsubnet=192.168.1.68/24
leftfirewall=yes

right=Kany

rightid=%any
#rightsourceip=16.106.10.1/32
rightsubnet=16.10.18.8/24

"
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@ Generic Serial Device
¢ USB Camera

VPN

& OpenVPN Server
& OpenVPN Client

& OpenVPN EasyLink
& [PSec

Plugins
& Link

< MNonat
& Wifiscan

Device Manager
& Cervello

And for “ipsec.secrets” (you must click on the “Show/Hide” legend beforehand to display the box):

IPsec secrets files:

‘'ipsec.secrets’

click for Show/Hide

: PSK mypass

4

SAVE CONFIG

e

Next we click on the “SAVE CONFIG” button, which will record the contents of both files in the TITAN-based
device’s internal memory. Lastly, if the IPSec service was not started when the device started (i.e. the
“Enabled” box was not checked), it must be fully restarted (“Other>Reboot” menu). If the IPSec service
was already started ("Enabled" box checked), you can just click on the "RESTART IPSEC" button to restart
the IPSec service with the new configuration, without having to restart the device itself, which is a much

faster option.

Once the TITAN-based device has been restarted or the “RESTART IPSEC” button has been pressed (if the
service was already active), the IPSEC connection status will appear as shown below. If the “Status” box
is blank, the service may not yet have started. Wait a few seconds and click on the “REFRESH” button.

VPN

IPSec

Status

Ssecurity Associations (@ up, @ connecting):
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none

]

[ REFRESH | [VIEWLOG |

[ RESTART IPSEC |
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4. Configuring the IPSEC Client

In this example, the well-known TheGreenBow software for PCs will be used as the IPSec client when
connecting to the TITAN-based device. Below are some screenshots showing the basic configurations for

each section.

4.1 Authentication

The TITAN-based device’s public IP address (which in this example is 88.28.221.23) and the PSK
(Preshared Key) authentication method, with password “mypass” as specified in the “ipsec.secrets” file,
must be entered in the “Authentication” section of the IKEv1 connection.

& TheGreenBow VPN Client

Configuration Tools 7

Secure Connections

EX5 Server_PSK- Authentication

Authentication ] Protocol  Gateway  Certificate

VPN CLIENT

Authentication

Interface |Any ~

Remote Gateway | 88.28.221.23

(®) Preshared Key

Confirm

X-Auth

[ Enabled
Lagin

Password

X-Auth Popup

Once

@ Hybrid Mode

Encryption
Authentication

Key Group

@ VPN Client ready
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Auto
Auto
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4.2 Protocol

We must configure DNS and enter the remote ID as “titan” in the “Protocol” section, as this corresponds
to the configured in the “leftid” field of the “ipsec.conf” file.

&9 TheGreenBow VPN Client — O X

Configuration  Tools 7

REEMNBOW Secure Connections

EX5_Server PSK- Authentication VPN CLIENT

[E] VPN Configuration

EHE KEVL

Identity
Kin}
| Remote 1D |DNS ~| [sten | I
Adv d features
Fragmentation |:| Fragrment size
IKE Port l:l Enable NATT offset
Mode Config []

4.3 Child SA

Lastly, indicate the Virtual IP address that you are goingto use in the “Child SA” tab (in this case 10.10.10.1
and the subnet of the TITAN server-based device 192.168.1.0 / 255.255.255.0). When this is configured

we can open the IPSec tunnel by right-clicking on the connection and clicking on the “Open tunnel”
option, as shown in the following screen.

& TheGreenBow VPN Client — O X

Configuration Tools 7

REEMNBOW  Secure Connections

Ikevl_example3: IPsec VPN CLIENT

Advanced Automation Remote Sharing [y iFvs |

[E] vPH Configuration
S KEVL
¢ io[f] KEV1Parameters

Bl EX5_Server PSK

Open tunnel Ctl-0 lient addre: 0 .10 .10 . 1
- tgbtestlPve Export Address
g IS':'VZ Copy Crl+C LAN addre: 192 .168 . 1 . 0
Rename k2 Subnet ma: 255 . 255 . 255 . O
Delete Del
ESP
Encryption
Authentication
PFS

Lifetime

Psec Lifetime sec.

@ VPN Client ready
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o

Configuration Tools 7

[E] vPN Configuration
KEV1

[E] IKE 1 Parameters
3 EX5_Server_PSK
i) Tkevl_exam
1 EX6_Server_CER|
H- tgbtestiPV4
- tgbtestIPYs
- KEV2

LET saL

Ikev1_example3: IPsec VPN CLIENT
IPsec  Advanced Automation Remote Sharing ME/

| I !
| V()
L IrT

Secure Connection established.

@ VPN Client ready

Lifetime

IPsec Lifetime | 1800 sec.

5. Checking Connectivity

If the connection process was successful, we just need to check the connectivity, i.e. that the IPSec
client PC can access both the TITAN-based device (IP: 192.168.1.2) and the PLC connected to it (IP:
192.168.1.200). This can be done with a couple of PINGs.

A Ping sent from the PC to the TITAN-based device via the IPSec VPN:

B Simbolo del sistema
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A Ping sent from the PC to the PLC via the IPSec VPN:

Bl Simbolo del sistema — O x

=8

Minimo = 65ms,
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