VWWA webdyn

S flexitron grou

TITAN

Application Note 46

IPSEC - Server
IKEVT- Authentication Using a Certificate

www.webdyn.com



IPSEC - Server - IKEVT -
Authentication Using a Certificate

1. Scenario Details

We want to remotely access the configuration page of a TITAN-based device, and a PLC connected to it
via Ethernet, from two locations. We also want to do this using a secure IPSec connection. We intend to
use digital certificate authentication.

Example of the proposed scenario:

WAN: 37.13.145.151 LAN: 192.168.1.200
Tunnel IPSec LAN: 192.168.1.2 GW:192.168.1.2
Router fiber 4G .
PLC with
TITAN based Ethercnett .
PC1 with software device P

IPSec Client

=

Router fiber 4G

Tunnel IPSec

PC2 with software
IPSec Client

Basically, in this example we want to create an IPSec VPN from a pair of PCs (each of which has an IPSec
Client such as TheGreenBow, which is used in this example) to a remote 4G TITAN-based device that will
act as an IPSec Server, which in turn has a PLC connected to its Ethernet port. Each IPSec client must
authenticate itself on the server using a valid client digital certificate.

2. Configurations and Prerequisites

The basic requirement for this is that the SIM card inserted in the TITAN-based device acting as the IPSec
Server must have public and static IP addresses. This is necessary in order to access it remotely from a
PC connected to the Internet. We must also make sure that all the devices are set to the correct time,
since the generation and verification of certificates will require this.
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3. IPSEC Configuration of the TITAN-based Device

First we must go to the “VPN > IPSEC” menu. For the planned configuration we will need the “ca-cert.
pem”, and “server-cert.pem” certificates. As well as your private keys “ca-key.pem” and “server-key.pem”.

We will also need a pair of client certificates with their private keys “client1-cert.pem”,

“client2-cert.pem” and “client2-key.pem”.

” U

clientl-key.pem”,

At this point there are two options. 1) If these certificates are available, they can be uploaded manually
from the section marked in red:
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2) If no certificates are available, the TITAN-based device has a button that will create them. When you
press the button, all certificates will be generated automatically. The process may take up to 5 minutes
to complete. Click on the “REFRESH” button to check the status of the process.
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In this example, we will use the second option to generate all certificates automatically. To do this, click
on the “GENERATE ALL SERVER CERTIFICATES AUTOMATICALLY” button. Once the process has finished

correctly, the result will be:

¢ Pefiodic Autoraset

File "ca-corl. pem”

fibe ‘ca-ley.pem”

Sarvar Cartificate

file 'server—cert.pom’

Sarvar KEY
file "server-koy.pem’
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Seleccionar archiva

Seleccionar archiva

Selecclonar archivo

Chent L Cartificata;
Mia ‘cliant1-cort.pam'

file "client2-cert.pam’

Download chentl-cart,pam

Download clénl2-cerl pan

Mingun archivo selecconado _1Jp|u.rd_ uploadaed
M
Mingiin archiva saleccionada | | Upload uploaded
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ntl-key.pem
Selectionar archivo | Ningun anchhvo selectionada Unllilaﬂl uploaded
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Once you have the necessary certificates, we can proceed with the actual configuration of the VPN. To do
this, check the “Enabled” box at the top of the configuration page and click on the “SAVE CONFIG” button.

Pyl VPN » TPSer
LA SAVE CONFIG
-‘I-' '|I

Lastly, since the TITAN-based device’s IPSec service is based on strongswan, the “ipsec.conf” and “ipsec.
secrets” files must also be configured. The simplest solution is to go to the examples at the bottom of the
page and choose the example that is closest to your configuration needs. For this application note we will
choose example 6, clicking on (downloading) the corresponding “ipsec.conf” and “ipsec.secrets” files,
which we will open with a notepad to extract their contents.
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This content must be tailored to the example and inserted into the appropriate boxes. For “ipsec.conf”:
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And for “ipsec.secrets” (you must click on the “Show/Hide” legend beforehand to display the box):

& Wifigcan

Dewice Mansiger

Other

@ 0 &0 0o oCc a ¢
5 =

~

N

b Mk ipsecsecrels’  click for Show fHide

: REL server-key.pem

SANE CONFIG |

Next we click on the “SAVE CONFIG” button, which will record the contents of both files in the TITAN-based
device’s internal memory. Lastly, if the IPSec service was not started when the device started (i.e. the
“Enabled” box was not checked), it must be fully restarted (“Other>Reboot” menu). If the IPSec service
was already started ("Enabled" box checked), you can just click on the "RESTART IPSEC" button to restart
the IPSec service with the new configuration, without having to restart the device itself, which is a much

faster opti
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Once the TITAN-based device has been restarted or the “RESTART IPSEC” button has been pressed (if the
service was already active), the IPSEC connection status will appear as shown below. If the “Status” box
is blank, the service may not yet have started. Wait a few seconds and click on the “REFRESH” button.

VPN F IPS5ec ¢ Status

Security Associaticns (@ wp, 9 cannecting):
| fighE I

REFRESH VIEW LOG RESTART IPSEC

4. Configuring the IPSEC Client

In this example, the well-known TheGreenBow software for PCs will be used as the IPSec client when
connecting to the TITAN-based device. Below you will find several screenshots showing the basic
configuration of each section. This configuration refers to the IPSec client 1 PC. The configuration of the
IPSec client 2 PC is entirely analogous.

4.1 Authentication

The TITAN-based device’s public IP address method must be entered in the “Authentication” section
of the IKEv1 connection (in this example it is 88.28.221.24), the authentication method is by digital

certificate.

W webdyn | 6

0 TheGreenBow VPN Clent a =
Lenfiguration  Tock

VPN CLIENT

[F] VPl Cambgpuration
= BE VI
] IE v1Praneten

| @Q I |dny v
i £ byhbestIPva - — E:
3 APV l Remale Gatewny | B.28.220.24 l

S ——

(i ireshared ney
Confirm
X-Aulth
] rabsbed

Enaryptan | Aute
Authenlicaton |Aute (%]
Eey Group | Auls -

contact@webdyn.com | webdyn.com
V1.0 subject to change | Webdyn © by Flexitron Group



42 Certificate

You must specify the client certificate and CA certificate to be used in the "Certificate" section. These
certificates can be downloaded from the TITAN-based device itself, as they were generated in the previous
step.

= VPN = IPSec » Server Certilicates  [files noeded for “IFSec server” mode )

CA certificate:
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You will first need to download the “ca-cert.pem”, “client1-cert.pem” and “client1-key.pem” files for PC1,
and the “ca-cert.pem”, “client2-cert. pem” and “client2-key.pem” files for PC2.

The certificates (in “PEM” format) are selected in the “Certificate” tab.

@ TheGreenBow VPN Client — O *

Configuration Tools 7

Secure Connections

EX6_Server CERT: Authentication VPN CLIENT

Authentication Protocol Gateway

Choose a Certificate in the Ilst below, or select a new Certificate by dicking on the

huttan Tranact Cartif

TheGreenBow VPN Client *

Import a new Certificate

Choose below the new certificate format:

O P12 Format

|uext>||::anoe|
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The Local ID with the CN that has just been imported will automatically be displayed as selected in
the “Protocol” tab. In this example, the TITAN-based device (IPSec Server) is supposed to assign the

IP address to the clients (as can be seen in the “ipsec.conf” file, where PC1 will be assigned the IP
10.10.10.1). You must therefore select the “Mode Config” option.
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We can now open the IPSec tunnel by right-clicking on the connection and clicking on the “Open tunnel”

option, as shown in the following screen, where we configure the network used by the TITAN-based device
IPSec Server (192.168.1.0 / 255.255.255.0).
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5. Checking Connectivity

If the connection process was successful, we just need to check the connectivity, i.e. that the IPSec
client 1 PC can access both the TITAN-based device (IP: 192.168.1.2) and the PLC connected to it (IP:

192.168.1.200). This can be done with a couple of PINGs.
A Ping sent from the PC1 to the TITAN-based device via the IPSec VPN:

BN Simbolo del sistema

Haciendo ping
ad
d

Respuesta desd
Respuesta desde !

de ping para 1¢
iados = 4,

A Ping sent from the PC1 to the PLC via the IPSec VPN:

BN Simbolo del sistema

Tiempos ap i de ids ruelta en mil
Minimo Sms, 16ms, Media =

C:\Users\m
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