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Scripts - Communication with
Android devices

1. Scenario Details

TITAN-based devices have all the typical functionalities of 4G/3G/2G routers, as well as a series of added
features that make them one of the most feature-packed routers on the market.

One of the additional features available is the possibility to execute a user script and its communication
with applications developed in Android via MQTT/MQTTS communications.

2. Description of the Example

In this example we will implement a user script inside a Webdyn EasyTunnel device to receive commands
from an Android app. From the app, the "getdata" command can be sent to the Webdyn EasyTunnel
device so that it can read the Modbus RTU temperature and humidity registers from two sensors via its
RS485 serial port and return the reading to the Android app for viewing. It will also be possible to send AT
commands from the Android app to obtain data such as coverage, read configurations, perform resets,
etc. Third party tools (brokers, tools to develop the example Android app, etc.) will be used in this ANS50
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In this example scenario we will assume that Sensor 1 has the modbus RTU address @1 and Sensor 2 has
the modbus RTU address @2. For both sensors, the modbus register for temperature will be the register
with address "1", and for humidity the register with modbus address "2". RS485 port configuration is
9600,8,N,1
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3. Configuring an MQTT broker

Communication between TITAN-based devices and the Android application will take place via MQTT
(MQTTS). This requires an MQTT broker. In this example we will create an MQTT broker using a free
"HIVEMQ" account (www.hivemg.com), where it is currently possible to create a broker free of charge for
the simultaneous connection of up to 100 MQTT/MQTTS devices.

To do so, please go to the URL https://www.hivemqg.com/maqtt-cloud-broker/ , select the option "MQTT

cloud broker for free" and register for the service to create your account.

- u]
@ HiveMQCloud - Free FullyMan= X+

&« C (& hivemg.com/mgqtt-cloud-broker/ J n | % Incégnito

% Check OUT MQTT Websocket C.. BB SSL

( H IVE MQ Product Cloud Developers MQrT Solutions Blog Company

Connect your MQTT devices to our Cloud Native loT Messaging Broker

Sign up now

It's free to connect up to 100 devices (no credit card required)!

i X
@
X
Free to connect loT devices Easy to Get Started
Use HiveMQ Cloud to connect up to 100 MQTT client devices We make it easy for you to get started with your MQTT
at no cost to you. Enjoy the simplicity and flexibility of using a development by providing step-by-step instructions to
hosted MQTT cloud broker for free. No credit card required connect with HiveMQ Cloud
., >

/: \J\Tr‘
A (2 .
Once the account has been created, the URL of the broker generated will be displayed on the screen

shown, which is where we will need to interconnect our Android app and the TITAN-based devices. Note
that for this example we will use the TCP port for SSL/TLS 8883 communications.
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@ Cluster Details - HiveMQ Cloud X + e - = X
< C @ consolehivema.cloud/clusters/e08<750fb722446dab63698bf4993602 Q@ % 0@ :
7 CheckQUT @) MQTT Websocket C.. ssL
= Cluster DetaiIS OVERVIEW ACCESS MANAGEMENT GETTING STARTED
T Y Clusters
MQTT Client Sessions * Data Traffic *
= Billing
0 /10 0B e
0 Help
* Actual usage can vary slightly from the value shown * Actual usage can vary slightly from the value shown
Values are updated every 5 minutes
UPDATE USAGE
Last update 15 seconds ago
Connection Settings
Cluster URL EDIT
e88c750fb722446dab63698bF A0l s1.cu. hivenq.cloud W
Port
ses3 M
Websocket Port
m Feedback |
ED Logout
Cluetar Infarmatinn =

Then, go to the top menu on this website "ACCESS MANAGEMENT", where you will generate the different
usernames and passwords for the devices and apps that you wish to connect to the broker. As in this
example, we wish to connect two Webdyn EasyTunnel devices and one Android app, so we will create

three user accounts / passwords.

Once this has been done, our free MQTT broker is created and configured for up to 100 devices.

@ Credenti - HeMQCowd x|+

<« c

Chedc OUT @ MQTT Websocket C.

@ consolehivemq,cloud/clusters/e08c750f722446dab63698bf4993602/credentials

sst

= @ Credentials

v - X
Qa2 s »O0@ :
OVERVIEW

ACCESS MANAGEMENT GETTING STARTED

Clusters . . N .
L Set up credentials for your loT devices Active MQTT Credentials
= Billing Define the credentials that your MQTT clients can use to connect to your These credentials allow MQTT clients to publish and subscribe to your HiveMQ
HiveMQ Cloud cluster. Cloud cluster.
Please visit the HiveMQ documentation for examples on how to use the
0 Help credentials to connect an MQTT client to your cluster. Username Password Actions
(All fields are mandatory)
Username username1l St DELETE
Atleast 5 characters. Username must be unique
username2 i DELETE
Password ES3 username3 i DELETE
Atleast 8 characters, numbers, upper- and lower "
\
Confirm Password «
Passwords must match.
ADD
m Feedback
3 Logout
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4. Creating a mini test Android APP

It's time to create a test APP. In this application note, we will create a simple app for Android devices

using the free MIT tool "App Inventor".
inventor.mit.edu

https://a

To do so, you will need to create an account via the URL

Once you have created your account in App Inventor, you can request from Matrix Electronics, if you wish,
the project template file "EasyApp.aia” — a very basic example already built, which you can modify as you

wish.

2 WIT App Inventor
< c
% miT

I
S APPINVENTOR

Start new prject | Move ToTrash | view MY PrOIects
a

Projects
o N

Save projectas .

Checkpoint

Export selected project (.aia) to my computer
Export all projects

Import keystore

Export keystore

Delete keystore

a8 w
Project Connect»  Buid - Settings +  Help - MyProjects  ViewTrash  Guide  Reportanissue  English =
Start new project —
import project ( aia) from my computer ‘
Import project ( aia) from a repository ... fed Date Modified ¥
Move To Trash
Save project

Privacy Policy and Terms of Use

As shown in the image above, select the "Import Project" option in the "Projects" menu and specify the
location of the template file "EasyApp.aia".

WW\ webdyn | 5

Date Created Date Modified ¥
@ Carga de archives x
4 ¥ » Esteequipo > Descargas » v O £ Buscar en Descargas
Organizar +  Nueva carpeta =~ ™ @
A Nombre Fecha de modificacion  Tipe Tomafic
# Acceso répido
[ Documentes - ~ hoy (1)
& Descargas - | EssyAppaia 31/10/2022 16:37 Archivo AIA 383K8
o Imagenes * El mes pasado (1)
4G-T--12 al principio de este afio (5)
Includ .
g hace mucho tiempo (3)
RELEASE
'
3% Dropbox
OneDrive - MATRIX ELECTRONICA ¢
% Este equipo
4 Descargas
|5 Documentos o
Nombre: | EasyApp.aia V! "aia b
==

contact@webdyn.com | webdyn.com
V1.0 subject to change | Webdyn © by Flexitron Group



Once the project is loaded (we advise against modifying it this first time to check that everything works
correctly), you can compile it from the menu "Build => Android App (.apk)", in order to generate the
compiled file to install on an Android mobile phone.

7 MIT App Inventor X+
<« (] 28064 w
S5 APP INVENTOR [ i - s
Screenl | Add Screen i
' Android App Bundle (aab)
Palette Viewer Components Prop
Display hidden components in Viewer e Screen1 - Scred
User Interface Phene sze (505,320) © [Bverticalarrangement? Abou
& imageLogo
Button
© HHorizontalarangemer =
CheckBox
¥ ButtonMattConfig B
DatePicker WEBDYN EasyApp v1.0 ButionConfigDevict Align
Left
& Image bd VerticalArrangements
WA webdyn
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Label Vertical Arrangement] i
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ListPicker Apph
Wt Config Device Config HrnelA
= Uewen © P Horizontalarrans
] Back
Notifier . LabelMqtt Oc
PasswordTextBox ||uqn ]  commed [ Disconnected || ButtonMgticonn Back
i 1 8 B HorizentalArran Nere
Wl Slider
||Dewcs | Select Not selected I LabelMgtsta
| MaqttS BigD:
= Spinner  :
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wi [Command, List ]
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TextBox | < >
Rename  Delete Close
TimePicker Defa
@ WebViewer Media Defan
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Layout = -meter.png Hight
icon_temp.pny
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&l icono_meter1 png Icon
Drawing and Animation = ~ Hre
. icono_meter2.jpg
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Maps [l icono_temp webp Open
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Sensors Upload File .. ;Wﬁ
Social Paan
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At the end of the compilation process (1-2 mins), a QR code will appear on the screen
on your Android phone to read the QR code. This will allow you to install your test app.
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Once the app is installed, you will be able to open it on your mobile phone. This is how it will look.

WA webdyn

Mait Cenfig Device Config
Matt: Cannect  Disconnected
Device: Select Mot saelected
Commanid: List Enter commant

Clear screen Send Cammanc

5. Connecting the test Android APP to the MQTT broker

Now, we are going to configure the app to connect it to the MQTT broker that we created earlier. To do
this, please click on the “Mqtt Config" button. Now, enter the appropriate settings on the resulting screen:
the URL of the broker you got; the port 8883; the connection ID you wish (it must be different on each
device/app); one of the usernames/passwords you created earlier for the broker; and, as topic MQTT
responses, the text: /EASYAPP/APP1
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08¢750f722446dab6 369804 [l - hiverma cloud

8883

XX1222222334

username2

[T

/EASYAPP/APP]

Save

Mgqtt Configuration

Cancel

Once you have configured the MQTT broker configuration data, click on the "Save" button. If you then
press the "Connect" button, the text "Connected" should be displayed in green, as shown in the image
below. This will indicate that the APP has been successfully connected to the MQTT broker.

Ww\ webdyn | 8

WEBDYN EssyApp v1.0
v webdyn
vgtt Conf Device Config
Matt: Disconnect Connected
Device:
Command: List Enter

Clear screen Send Command
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6. Configuring the Webdyn EasyTunnel

Next, we will fully configure the Webdyn EasyTunnel device. This will need to be done on each of the two
devices. You must first configure the "Mobile => Basic Settings" section by entering at least the settings
indicated on the following screen.

*

*

*

*

© Basic Seftings

Ethernet
© Basic Settings

Firewall
¢ Authorized IPs

Serial Settings

¢ Serial Port1-RS232
& Serial Port2-RS485

& SSL Certificates

External Devices

¢ Logger configuration

¢ ModBus Devices

& Generic Serial Device
& Temperature Sensor

< IEC102 Meter
& GPS Receiver

Plugins
¢ Generic

Other

© AT Command
& DynDns

¢ Private DynDns

. B B N
Mobile » Basic Settings
Mobile WAN | Enabled (IP active) v| Enable Wireless WAN interface
Sim Mode | SIM1 V| Sim selection
SIM1 APN: [movistar.es |  simcard 1 aPn
SIM1 Username: |MOVISTAR | SIM Card 1 username
SIM1 Password: | | SIM Card 1 password
SIM1 Pin: | |  smmcard 1P
SIM1 Auth: |Aulo v| SIM card 1 authentication
v

SIM2 APN: | |  simcard 2 AP
SIM2 Username: | | SIM Card 2 username
SIM2 Password: | | SIM Card 2 password
SIM2 Pin: | |  smmcard2Pin
SIM2 Auth: | Auto v| SIM card 2 authentication
Metwork selection: | Auto (4G/3G/2G) v| Metwork selection

Then, as we are going to use the RS485 port to read Modbus sensors, we will fill in the
configuration options in the "Serial Settings => Serial Port2-RS485" section of the menu.
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# Mobile
& Status
& Basic Settings
¢ Keep Online

# Ethernet
© Basic Settings

# Firewall
¢ Authorized IPs

# Serial Settings

# External Devices
© Logger configuration
¢ ModBus Devices
& Generic Serial Device
& Temperature Sensor
¢ IEC102 Meter

Serial Gateway » Com?2 Settings

4 N
Baudrate: | 9600 V| Baudrate of serial port
Data bits: | 8 V| Number of data bit
Parity: |none V| Parity
Stop bits: | 1 V| Number of stop bits
LTimeout ms: |50 Er;set:;uvlvti:thsztgt serial data before sending )

[J Allow local embedded AT commands
(J Allow remote embedded AT commands

(J Allow incoming GSM call (CSD Data Call)

Ex.: <MTXTUNNEL>AT</MTXTUNNEL>

Ex.: <MTXTUNNELR>AT</MTXTUNNELR>

Only TCP Server and TCP Client functions or
Nothing. 2G (CSD) network required.

® Function: Nothing or used by External Device or Script

Now, in the "External Devices => Modbus Devices" section, we will indicate that we are going to use
the serial port "Serial Port 2" to read modbus RTU devices. We will also enable the Modbus service by
checking the "Enabled” box.

External Devices » ModBus RTU / TCP

# Mobile
¢ Status
© Basic Settings
© Keep Online

*

i Ethernet
& Basic Settings

# Firewall
¢ Authorized IPs

# Serial Settings
© Serial Port1-RS5232
© Serial Port2-RS5485
© SSL Certificates

# External Devices
& Logger configuration

© ModBus Devices

& Temperature Sensor
© IEC102 Meter

e T Evice

Enabled: Enable Modbus Devices
Serial Port: Serial Port 2 v | Select the connected serial port if needed
Logger: O Check if logger must be used

SAVE CONFIG VIEW LOG
Dev. name / ID Addr.

Please, configure logger before using this
option

Command Start @ Num word/bit Reg Type Period

Device name [ ID: |

Insert the device name or ID

Address: |

| Modbus RTU address or IP:port address
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Next, we will go to the "Other => Mqtt" section, where we will configure the service to connect to the

MQTTS broker created earlier.

# External Devices

& User Permissions
& Passwords Web UI
& CA Certificates

& Email Config

¢ ModBus Slave

¢ Titan Scripts

¢ Connectivity tools

© Backup / Factory
& Firmware Upgrade

A Dahant

MQTT AT Topic 2
MQTT AT Resp Topic 2
MQTT AT Topic 3

MQTT AT Resp Topic 3

MQTT Script Topic 2

@ Logger configuration Enabled: Enable MQTT client
& ModBus Devices Destination MQTT Broker. E |
. . . estination roker. Examples:
: _(?enerlc ferlaISDewce cp://test.mosquitto.org:1883
HUEEEULTE =TT - -1 [sl://test.mosquitto.org:8883 (certificate
o THEH A [t MQTT Broker [ssl/e08c750b722446dab6?| eeded)
© GPS Receiver sl://test. mosquitto.org: 8884 (certificates
heeded)
# Plugins MQTT Username |username1 | MQTT Username (blank if not used)
¢ Generic
MQTT Password sesnsanee | MQTT Password (blank if not used)
# Other | WEl | e identifieat
& AT Command MQTT ID [ ] Pevice identification
& I MQTT Qos [2 | MQTT Quality of Service (0 ... 2)
& Private DynDns
© Sms control MQTT Keepalive |60 | Feconds for keepalive (30 ... 3600)
@ Periodic Autoreset
& Time Servers MQTT Persistence O Data persistence
¢ Remote Console #
& Snmp
‘ MoTT AT T [TX | B e e
© Mqtt . . ! .
- w—rittps MQTT AT Resp Topic |IATRX | This topic will be used for publishing the AT

Command Responses of AT Topic

This topic will be subscribed for receiving AT
Commands (usefull for groups)

This topic will be used for publishing the AT
Command Responses of AT Topic 2

This topic will be subscribed for receiving AT
Commands (usefull for all devices)

This topic will be used for publishing the AT
Command Responses of AT Topic 3

¢ Digital I/O

© Custom Skin

@ Led Config . . When data is received in this topic the 'Topic
© Syslog MQTT Script Topic 1 | | Script' will be executed.

When data is received in this topic the 'Topic
Script' will be executed.

Be careful with the broker's URL, as you will need to specify it as follows:

ssl://<urlBroker>:8883 (so, don't forget the header "ssl://" and the ending with the port "8883")

Then, we will relaunch Webdyn EasyTunnel and after that, in the same menu "Other => Mqtt", we should
see that the connection with the broker has been made successfully. This may take a few seconds.

Next, we will go to the "Other => Mqtt" section, where we will configure the service to connect to the
MQTTS broker created earlier.
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= v L | Colmmaljlds f:usefull for |nd|V|d|.I|aI Idewce}
1 This topic will be used for publishing the AT
S HEp ! Https MQTT AT Resp Topic | /ATRX | Sl Responass of - Topic g
| | This topic will be subscribed for receiving AT
Commands (usefull for groups)
| This topic will be used for publishing the AT
Command Responses of AT Topic 2

& User Permissions

© Passwords Web UI MQTT AT Topic 2
© CA Certificates

© Email Config

|
© ModBus Slave MQTT AT Topic 3 |
|

MQTT AT Resp Topic 2

| This topic will be subscribed for receiving AT
© Titan Scripts This topic will be used for publishing the AT
© EEIEENI tools (RIQQUTY 237 LE=6p T8 & | Command Responses of AT Topic 3
© Digital I/O
¢ Custom Skin
© Led Config When data is received in this topic the "Topic

MQTT Script Topic 1 |

© Syslog Script’ will be executed.

. . . . . [
e — Jameskae | | Script wil be sxecuned, T
© Firmware Upgrade P :
¢ Reboot
¢ Logout

SAVE CONFIG

Other » MQTT Client » Status

Internet status: Online

MQTT connection status: Connected Checke:d every senr
Keepalive period

REFRESH

If necessary, at the bottom of this screen, and in the menu "Other => CA Certificates", you can enter the
certificates you may need.

7. Running the script

The only thing left to do now is to run the appropriate script on the Webdyn EasyTunnel device. To do so,
go to the “Other => Titan Scripts” menu. Once on this screen, select example number 50 (Communication
with ANDROID app by MQTT) and click on the "Load Example" button.

We can then test our script by clicking on the “Run script” button.
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Other » Titan Scripts v2

Mobile
o o | Example 50.- C ith ANDROID app by MQTT | [Load Exampl
& Basic Settlngs ample ommunication wi app oy oa xample
© Keep Online
mtx.println("EXAMPLE 5@ - Running..."); &
Ethernet . A .
. . //THIS EXAMPLE NEEDS TO CONFIGURE RS485 SERIAL PORT ('Serial Settings » Serial Port RS485° me
& EEEE ESihgE //THIS EXAMPLE NEEDS THE MODBUS SERVICE CONFIGURED ('External Devices > Modbus' menu)
//THIS EXAMPLE NEEDS THE MQTT CLIENT SERVICE CONFIGURED ('Other > Mgtt' menu)
Firewall //EXAMPLE: COMMUNICATION BETWEEN SCRIPT AND ANDROID APP. EXECUTE COMMANDS RECEIVED FROM ANDRO

e ! " L
& Authorized IPs 7/ ADDITIONAL AND IMPORTANT INFORMATION AVAILABLE IN "APPLICATION NOTE 5@ .

J/FF=F%F FUNCTION CONVERSION OBJECT INTO ARRAY
Serial Settings function objectToArray(object)
© Serial Port1-R5232 { . -
- . var datahArray = H
) Sl e for (var i=@;i<object.length;i++)

¢ SSL Certificates dataArray.push{object[i]);
return dataArray;

External Devices }
© Logger configuration
¢ ModBus Devices

© Generic Serial Device f/F**== CHECK IF MQTT CONNECTION IS OK
if (mtx.mgttIsConnected())

while (true)

¢ Temperature Sensor

@ IEC102 Meter J/*#*=*** SUBSCRIBE TO THE MQTT TOPIC “/EASYAPP/<IMEI> FOR INCOMMING COMMANDS
@ GPS Receiver if (subscribed==false)
subscribed=mtx.mgttSubscribe("/EASYAPP/™ + mix.imeiGet());
Plugins else
© Generic //***%%* CHECK IF THERE IS DATA RECEIVED FROM ANDROID APP
var res=mtx.mgttGetiArray()
Other ~
© AT Command J b
& DynDns

© Private DynDns | | Delete Script | [ Encrypt Script |

A Smc contral

The code in this example script works quite simply. Essentially, the script subscribes to the MQTT
topic "/EASYAPP/<IMEI>" and continuously checks if commands have been received in this topic
(commands sent by the app). The commands received are in textual form and have a simple structure
<topicForResponse>###<command>. In other words, the script will execute the received <command>
and send the response to the <topicForResponse> topic, which will be received by the Android app.

If the command received by the script is "reset", the Webdyn EasyTunnel device will be reset. If the
command is "getData", the Webdyn EasyTunnel will read the Modbus RTU temperature and humidity
registers of the sensors and return a String with that response. If it is another type of command, it will
interpret it as an AT command and attempt to execute it and return the response.

8. Testing the Android App

In this final point, point 7, all that remains is to test the App. Start by adding the Webdyn EasyTunnel
devices you wish to manage to the App. For this example, we will configure two by clicking on the "Device
Config" button.
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W webdyn

Matt Config | Device Config

Matt: Connect  Disconnected
Device: Selec Mot selected
Command: List

Clear screen end Comm

Here, we enter the two devices, indicating a name and its IMEI (the IMEI of each Webdyn EasyTunnel can
be obtained in the menu "Mobile => Status") for each one

Device Configuration
Refresh
NAME IMEI

Disp. Madrid 869101054286671

Disp. Barcelona 869101054286683

Now, press the "Select" button to choose the device you wish to communicate with. After selecting
the device, click on the "List" button and choose the "getdata" command. Finally, click on the "Send
Command" button at the bottom of the screen.
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WA webdyn

Matt Conf Device Config

Mqtt: Disconnect  Connectec

Device: Select Disp. Barcelona
S ——r

Command List getdata

If everything works correctly, we will receive a response from the device immediately.

17:20

WWA\ webdyn

Matt Confic Device Config

Maqtt: Disconnect Connected
Device: Select Disp. Barcelona
Command: List getdata

Clear screen Send Command
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—

Matt Config Device Config
Mqtt: Disconnect  Connected
Device: Select Disp. Barcelona
Command: List getdata

Clear screen Send Command

If, with the "List" button, we select the "custom" command, we can also specify AT commands such as
the "AT+CSQ" command to obtain coverage, but it would also be possible to execute other AT commands
remotely to read a digital input, to change or read the configuration, etc.

Any questions?

Mqtt:

Device:

17:1
WWW\ webdyn
tt Confi Device Config
Disconnect Connected
Select Disp. Barcelona
List AT+CSQ

Command:

Please direct your enquiries to iotsupport@mtxm2m.com
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