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Scenario Detalls

TITAN routers have all the typical functionalities of 4G/3G/2G routers, as well as a series of added
features that make them one of the most feature-packed routers on the market.

One of the added features is the datalogger, where the TITAN router can store a number of types of
records in its non-volatile memory in JSON format. These records can come from MODBUS readings,
SERIAL data captures via the RS232 / RS485 ports, or GPS positions, etc. These JSON-type records
are stored in the TITAN router’s internal non-volatile memory and can subsequently be sent to remote
platforms via protocols such as HTTP, HTTPS, MQTT, MQTTS, FTP and FTPS.

As mentioned, the TITAN router stores the JSON registers in its internal memory in a proprietary format
by default. This can sometimes be a problem when communicating with platforms that expect to receive
information in a certain format (i.e. a format other than JSON, the one used by the TITAN router).

The “JSON Transformer Function Script” enables the TITAN router to format any JSON object before it is
stored in the internal memory. This means JSON objects can be converted to the appropriate format for
each platform. You don’t really need to convert the data into a JSON format, since it can be converted
into any String format.

In this application note, we will guide you through an entire example of how send to data to the well-
known ThingsBoard platform (https://www.thingsboard.cloud/), which requires the sent JSONs to be in
a special format.

In this particular application note, we will assume that 2 registers are to be read from 2 PLCs with
Modbus communications connected to a Webdyn - EasyTunnel via their RS485 port

PLCT PLC2 MQTT broker

@Modbus:1 (@Modbus:2

The main aim is for the “Webdyn - EasyTunnel” device to read the Modbus registers with addresses 40000
and 40001 of PLC1, and registers 40000 and 40001 of PLC2 every minute. In both PLCs, register 40000
corresponds to the measured temperature, and register 40001 to the humidity level. The readings taken
must be stored in the internal non-volatile memory of the “Webdyn - EasyTunnel” (in its datalogger),
which must send the read data to the DEXMA platform whenever possible (coverage, IP connectivity,
etc.). Communication with the PLCs is carried out via an RS485 bus with a 9600,8,N,1 configuration
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1. WAN mobile configuration.

The “Webdyn - EasyTunnel” must communicate with the ThingsBoard platform via 4G/3G/2G
communications, so the "Mobile- Basic Settings" section must be configured correctly according to the
SIM card used.

» Mobile » Basic Settings

rMmb]le WAN Enabled (IP active) w| Enable Wireless WAN interface By
Sim Mode SiM1 v| sim selection

* Mobile

*

Ethernet
© Basic Settings

. SIM1 APN: movistar.es i SIM Card 1 APN
Firewall
© Authorized IPs SIM1 Username: MOVISTAR SIM Card 1 username
Serial Settings SIM1 Password: e SIM Card 1 password
b s s i L ]
© Serial Port2-RS485 SIM1 Pin: SIM Card 1 PIN
© SSL Certificates SIM1 Auth: None »| SIM card 1 authentication

e
External Devices
@ Logger configuration
© ModBus Devices Sk 2 A I:l Shicard, 2aEn
e SIM2 Username: SIM Card 2 username
© Temperature Sensor
© [EC102 Meter SIM2 Password: SIM Card 2 password
© GPS Receiver
SIM2 Pin: SIM Card 2 PIN

»

*

# Plugins -

© Generic SIM2 Auth: Auto v | s1M card 2 authentication
# Other

©.AT Comimarnd Network selection Auto (4GI3GI2G) v| Network selection

© DynDns

© Private DynDns

© Sms control ‘
© Periodic Autoresst DNS selection: Get DNS from Operator v
© Time Servers DNS1: 6.8.8.8 Preferred DNS1

© Remote Console

© Snmp DNS2: 8844 preferred DNS2

A Tarsres

2. Configuring the RS485 serial port

The two PLCs will connect to 9600,8,N,1 via the RS485 serial port, so the "Serial Settings- Serial Port2-
RS485" section must be configured by setting the parameters as shown below.

» Serial Gateway » Com2 Settings

*

Mobile
© Status

© Basic Settings Baudrate: 9600 wv| Baudrate of serial port
@ Keep Online
Data bits: 8 v| Number of data bit
Ethernet B .
o Sasic Settings Parky: pasky
Stop bits: 1 v| Number of stop bits
Firewall s 5 .
o Authorized IPs i [—150 msec without serial data before sending
(default: 50)

*

Serial Settings
o Serial Port1-RS232

[ Allow local embedded AT commands Ex.: <MTXTUNNEL>AT</MTXTUNNEL>

[J Allow remote embedded AT commands Ex.: <MTXTUNNELR>AT</MTXTUNNELR>

Only TCP Server and TCP Client functions or
Nothing. 2G (CSD) network required.

*

External Devices [ Allow incoming GSM call (CSD Data Call)
© Logger configuration
© ModBus Devices

© Generic Serial Device
Function: Nothing or used by External Device or Script
© Temperature Sensor

© IEC102 Meter
© GPS Receiver

OF i Serial - IP y (TCP Server)

# Plugins

ST TCP Local Port: 20011 Listening TCP Port (1 ... 65535)

= Check if you need a temporal TCP Client when

+ Other Temporal client RS232 (] data is present at serial port.

© AT Command Temporal client :l DDHHMM. Example: XX2200 starts a temporal

© DynDns Wakeup client every day at 22:00

© Private DynDns Temporal client time: 60 Seconds for temporal client

© Sms control Temporal client ’°—| Seconds. Random time for temporal client

© Periodic Autoreset Random Al J Wakeup

o Time Servers S5L/TLS enabled (] S5L/TLS Enabled (SSL Certs needed)

© Remote Console
& Snmn
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3. Logger configuration

The next step is to configure the internal datalogger of the device. Go to the “External Devices- Logger
configuration” menu. The configuration should be similar to the one shown in the screenshot below:

* Mobile
© Status
© Basic Settings
© Keep Online

* Ethernet
© Basic Settings

# Firewall
& Authorized 1Ps

* Serial Settings
© Serial Port1-R5232
© Serial Port2-R5485
© SSL Certificates

© Generic Serial Device
o Temperature Sensor

» External Devices » Logger

”
ID:

Send mode:
Time format:
Use script:
Use array:

Check date:

[1IDo00?

] Optional. Device identification

|FIFO

]

Send mode (normally FIFO)

| unix {yyyy-mm-ddTHH:mm:ss \-J

Time format used in timestamp logger data

o
]

Check for customized json using "Json
Transformer Script’ in Script section.

Check if you want to send more than one
JSON per transmition.

Save data in Logger only if date has been set
(check Time Sarvers)

7

Communication mode: WEB PLATFORM (HTTP REST)

Enabled:

Mode:

Custom parameters:

0
| HTTP GET (JSON)

Communication mode HTTP enabled

v] Method of sending data

| Optional. Ex: &a=1&b=2 only for "HTTP

GET/PUT (PARAMETERS]" modes

You must select the MQTT communication mode at the bottom of the same display and enter vl/devices/
me/telemetry in the telemetry delivery topic field.
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© Ger ic Serial Device
© Temperature Sensor
© IEC102 Meter

© GPS Receiver

Other

© AT Command

© DynDns

© Private DynDns

© Sms control

© Periodic Autoreset
© Time Servers

© Remote Consola
© Snmp

© Tacacs+

© Mqtt

© Hitp / Https

© User Permissions
© Passwords Web UI
© LA Lertificates

© Email Config

© ModBus Slave

© Titan Scripts

© Connectivity toals
© Digital /0

© Custom Skin

© Led Config

© Syslog

© Backup / Factory
© Firmware Upgrade
© Reboot

Enabled:

Mode:

Custom parameters:

Custom headerl:
Custom header2:
Custom header3:

Server:

Server Username:

Server Password:

D

‘Communication mode HTTP enabled

HTTP GET (JSUN) v | Method of sending data

I

Optional. Ex: &a=1&b=2 only for "HTTP
GET/PUT (PARAMETERS)" modes

Optional. Custom header1. For example:
Contant-type; application/json

‘Optional. Custom header2. For example:
IDENTITY_KEY;YOUR_KEY

‘Optional. Custom header3.

Destination URL. Example:
WWW. m/set.asp?data=

1

Communication mode: FTP SERVER

Enabled:

FTP prot.:

FTP Server:
FTP port:

FTP Path:

FTP Username:
FTP Password:

FTP File Period:

Optional. Blank if no server authentication
required
Optional Blank if no server authentication
required

‘Communication mode FTP enabled

Destination FTP Server. Example:

m]
FTP v| £1p 7 F1Ps protacol
ftp.my m

—
|

—
—

day

FTP server port. Default 21

FTP path. Example:
/dev/plcs/

FTP Username
FTP Password

FTP File Period (one file every minute, hour,
day)

© Logout

Communication mode: MQTT

Enabled:

MQTT Topic

Communication mode MQTT enabled

MQTT Topic. Example: [IMEIl/logger

Note: Other>MQTT menu must be configured
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The following parameters are particularly important:
¢ “Time format": select the "unix" time format.

* “Use script”: you must check this box, because activating it will run the script that you will integrate
later. This script will also convert the standard JSON created by the device, with the data, into a JSON with
the required format supported by the ThingsBoard platform.

* “MQTT Enabled": The logger must use the MQTT delivery method to send data to the ThingsBoard
platform, so this box needs to be checked.

* “MQTT Topic”. Indicates the telemetry delivery topic - “v1/devices/me/telemetry” - the topic required
by the ThingsBoard platform.

4. Configuring the Modbus section

In this configuration section (“External Devices- Modbus Devices”), you will configure the Modbus readings
to be performed on the device on the 2 PLCs.

External Devices » ModBus RTU / TCP

Mobile
© Status
© Basic Settings
© Keep Online Enabled: nable Modbus Devices
Ethernet Serial Port: Serial Port 2 | 5elect the connected serial port if needed
© Basic Settings
Logger: “heck if logger must be used
Firewall Flease, configure logger before using this
© Authorized IPs gpLos
[ SAVE CONFIG | [VIEWLOG |

Serial Settings

© Serial Portl-RS232
© Serial Port2-RS485
© SSL Certificates

Dev. name / ID Addr. Command Start@® Num word/bit Reg Type Period
EXterna_l Deulces PLC1 1 0x04 40000 2 WORD 1 Del Tast

© Logger configuration

PLC2 2 0x04 40000 2 WORD 1 Del Test

& Temparat

© IEC102 Meter

& GPS Receiver Device name / ID PLC2 Insert the device name or ID

4 Address: 2 Modbus RTU address or IP:port address
Plugins .
© Generic Command: 0x04 ~| Modbus read command
Other Start; 40000 Address of the first register
© AT Command Wor or cor 03/0x04. Bit
e Number Words / Bits: 2 E):n‘[hnih");“ nmand 0x03/0x04. Bits for

Pri A :

Sl Ol el Req Type: WORD v | Type of registers for command 0x03/0x04
© Sms control
© Periodic Autoreseat Period: 1 v | Read period (minutes)

© Time Servers

As can be seen in the previous screenshot, the Modbus service must be enabled by activating the
"Enabled" checkbox. You must select the “Serial Port 2” serial port, since the reading will be made via
the RS485 port. The "Logger" box must also be checked, since the Modbus registers read from the PLCs
must be stored in the internal datalogger of the Titan-based device.

Two new devices must also be created, which we have called PLC1 and PLC2 in this example. You must
indicate the Modbus address of each of the PLCs in the “address” field. PLC1 shall have Modbus address
1, and PLC2 shall have Modbus address 2. The Modbus command you will use in this example to read
registers 40000 and 40001 will be 0x04, so you must select Ox04 in the “Command” field. The first
register to be read in both PLCs is register 40000, so enter 40000 in the “Start” field. The aim is to read
2 Modbus registers from each PLC (40000 and 40001), so enter the value “2” in the “Number Words”
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field. Select “WORD” for the register type (“Reg Type”) and 1 for the “Period”, because you will want to
receive readings from the Modbus registers every minute.

5. Configuring the SCRIPT to convert the standard format-
ted JSON generated by the Titan-based device to the format
we want to use to communicate with the ThingsBoard plat-
form.

The standard JSON format generated by the Titan-based device, with the data read, and which, in its
standard form (not converted), will be sent to a platform, will take the following format:

For PLC1.:

{“IMEI":"869101054286683","TYPE”:"MODB”,"TS":"2022-11-11T12:17:00Z",”ID":"PLC1",”"A":" 1","ST":
"40000","N":"2","VU:[225,62]'"P":”IDooolﬂ}

For PLC2:

{“IMEI":"869101054286683","TYPE":"MODB”,"1S":"2022-11-11T12:17:01Z",”ID":"PLC2","A":"2","ST":
"40000"7” N 17:7,2"'UV":[241'71]7" P":” I DOOOl”}

But to make things easier, you will ideally want to send the data to the ThingsBoard platform as follows:
For PLC1:

{“TS1":"2022-11-11T12:17:00Z2", “TEMP1":22.5,”"HUM1":62}

For PLC2:

{“TS27:72022-11-11T12:17:00Z", “TEMP2":24.1,”"HUM2":71}

In other words, the aim is to assign the temperature of each PLC (further dividing each value by 10 to
obtain the temperature in degrees) to the JSON fields "TEMP1" and "TEMP2". The fields "HUM1" and
"HUM2" shall be assigned the humidity values obtained from the Modbus reading.

You must therefore create a short SCRIPT to convert the data from the standard format to that required
for sending data to ThingsBoard. Remember that this conversion script will be run because you previously
checked the “Use script” box in the “External Devices- Logger Configuration” section.
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¢ Authorized 1Ps

* Firewall Use e D
(]
(]

* Serial Settings
@ Serial Port1-RS232
© Serial Port2-R5485
© SSL Certificates

Use array:

Check date:

Communication mode:

Enabled: a

Mode: ”H-TTP GET.(JS.l-DN-J vl Method of sending data

WEB PLATFORM (HTTP REST)

LNECK TOT CUSIOMIZad Json using "Json
Transformer Script’ in Script section.

Check if you want to send more than one
JSON per transmition.

Save data in Logger only if date has been set
(check Time Servers)

Communication mode HTTP enabled

To enter the code for the data conversion, go to the “Other- Titan Scripts” menu. The conversion script

must be entered in the “JSON Transformer Function Script” section.

@ Periodic Autoreset
© Time Servers

© Remote Console
< Snmp

© Tacacs+

@ Mgtt

© Http / Https

© User Permissions
© Passwords Web UI
© CA Certificates

© Email Config

< Digital If0

© Custom Skin

© Led Config

o Syslog

© Backup / Factory
© Firmware Upgrade
@ Reboot

© Logout

Other » Titan Scripts v2 » JSON Transformer Function Script

This function script allows to customize json sent by Logger and private DNS

function getTransformedlson (json)

(File: "script-transf.mtx")

f A
|var objlson = JSON.parse(json);
|if (objlson.TYPE=="'MODB')
|
| var objThingsBoardJsonw=]SON.parse(”{}");
if (objlson.ID=="PLC1")
{
objThingsBoardJson.TS1=0bjIson.TS;
objThingsBoardlson.TEMP1sobjlson.V[@]/18;
objThingsBoardlson.HUM1=cbilson.V[1];
1
else if (objlson.ID=="PLC2")
objThingsBoardlson.T52s0bjJson.TS;
objThingsBoardlson.TEMP2=objlson.v[@]/10;
objThingsBoardlson.HUM2=0bilson.V[1];
1
objlson=objThingsBoardlson;
|
|return 35ON. stringify(objdson);
L 4
. o
¥
[Save JSONT Script | [ Delete JSON Script | [ Load Exampl

The SCRIPT will have the following code.

//Create a JSON-type object variable, because the "json" variable that receives the

//function as an argument is a "String"-type variable.

var objJson = JSON.parse(json);

//If itis indicated in the original JSON received that it is a Modbus data JSON ...

if (objJson.TYPE=="MODB’)
{

//Create a new JSON object where you will store the converted data

//transformados
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var objDexmalson=JSON.parse("{}");

//If the data corresponds to PLC1 readings ....
if (objJson.ID=="PLC1")
{
//Add the date of the data.
objThingsBoardJson.TS1=0bjJson.TS;

// Add the temperature reading, divided by 10, in the TEMP1 field.
objThingsBoardJson.TEMP1=0bjJson.V[0]/10;

// Add the humidity reading in the HUM1 field.
objThingsBoardJson.HUM1=0bjJson.V[1];

}

//If the data corresponds to PLC2 readings ....

if (objJson.ID=="PLC2")

{
//Add the date of the data.
objThingsBoardJson.TS2=0bjJson.TS;

// Add the temperature reading, divided by 10, in the TEMP2 field.
objThingsBoardJson.TEMP2=0bjJson.V[0]/10;

// Add the humidity reading in the HUM2 field.
objThingsBoardJson.HUM2=0bjJson.V[1];

//Then, copy the converted JSON to return it as a result
// of the conversion function.

objJson=0bjThingsBoardJson;
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6. Configuring the MQTT section and ThingsBoard platform

You must also correctly configure the "Other - Mqtt" section of the Titan-based device so that it can

connect to the ThingsBoard platform. But first, you must go to the web platform to add the “Webdyn -
EasyTunnel” device and obtain the mqtt authentication attributes.

Once you have accessed your http://thingsboard.cloud account, go to the "Device groups" section. Click
on the "+" icon to create a new group.

C X Sreguews Cous| D g X | A
€ C  # thegeboend cou devaelinag

[0 Device groups

Device groups

[ crestediime

POTTON26 1547

A

e

o © ©
¢ a
Description Pubie
O B< /0

For example, you can enter the group name "Webdyn"

@ g et X g oot | Bt ge. % |

€ 5 OB iegeean s ideelrus

\NV\webdyn | 9

Add entity group

@ ey group deais

Marvee

I\v\‘l:bd:.lnl

. Then, click on the “Add” button.

v - 8 x
o e »O@

Description
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Once the "Webdyn" group has been created, enter the group created (by clicking on the line
corresponding to that group) and then create a new device by clicking again on the "+" icon.

Sustomers hierarchy

O tiser groups

22 Customer groups

I Ensity view groups
@ Edge groups

AP Edge management
55 widgets Libvary

B3 Dashboard groups

& OTAupdaies

(® Scheduler

T White Labeling

W webdyn | 10

0 o > [ Webdyn

Webdyn: Devices  #

O cmadtme 4

No devices found

ot ThingsBoand Choud Maker o e xs GaBoge
BN rial ends on the Fab 23, 2023 IR
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You can enter "Webdyn-Easy-Tunnel-1" as the device name. Then, you must click on the "Add" button.

R et B X T i [Dra g % | b

' © @ ngibod cioud e 580 07D 1 el 534 5440811 36050 aex 0@

Add new device

) vevice doaits

e
Webdyn-Easy-Tunnel-1

abe

() Select existing device profile default
(O) Create new device profile
O 1s gateway

Description

Mext: Credentials

Next, click on the line corresponding to the newly created device and click on the "Copy device ID" and
"Copy access token” buttons. You will need to note down these values, as they will need to be integrated
into the "Other - MQTT" section of the Titan-based device.

[ e X D DopkedCes| D s X 4

& 5 O @ thngibosrdcioud Srvonlroupy Eite | S50 sl 1 1ed B Scbile 1361 a2 209

ThingsBoard ps > [0 Webdyn

Webdyn-Easy-Tunnel-1
Dev

Webdyn: Devices  »#

O cremeduss § Harre:
L Details Anributes Latest telemetry Alarms Everils Reelation: »
(i e}
[_B Copy device Nj [a mmwﬂn]
default
Edge groups
Labe
™ Edge m
Assighed firrrware
Dashboard groups
Aszigned software
@} OTAupdates
(® Scheduler s gateway
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Now, in the "Other-Mqtt" section of the Titan-based device, you must enable the "MQTT Client" service
so that it can connect to the ThingsBoard platform. Enter the value “tcp://thingsboard.cloud:1883”

in the "MQTT Broker" field, the “access token” in the "Mqtt Username" field and the “device ID” in the
"MQTT ID" field, with all these fields copied from the previous step. Then, press the "SAVE Config" button
and restart the Titan-based device to apply the new configuration.

Other » MQTT Broker

# Mobile
© Status
© Basic Settings Enabled: O Enable MQTT broker service
© Keep Online r
TCP Port: |1883 Listening port (for example 1883)
# Ethernet Anonymous User: O Allow anonymous user (no user [ password is

© Basic Settings needed)

S User: Username (used if anonymous is not selected)
* Firewall
© Authorized IPs Password: Password (used if anonymous is not selected)

* Serial Settings
© Serial Port1-R5232
© Serial Port2-RS485

© SSL Certificates » Other » MQTT Client
* External Devices vy _1
@ Logger configuration Enabled: i

© ModBus Devices

o'Ganane serlal Devica Destination MQTT Broker. Examples:

tcp://test.mosquitto.org: 1883

© Temperature Sensor T v ssl://test.mosquitto.org:8883 (certificate

© IEC102 Meter MQTT Broker tep:/fthingsboard. cloud: 1883 needed)

@ GPS Receiver ssl://test. mosquitto.org: 8884 (certificates
needed)

* oOther MQTT Username 2XEPYTCxBOKYNo1ftqwP MQTT Username (blank if not used)

© AT Command

© DynDns MQTT Password [ MQTT Password (blank if not used)
© Private DynDns r
: Y MQTT ID 12474d%e0-a07c-11ed-a8d5-¢| Device identification
@ Sms control L
© Periodic Autoreset MQTT Qos [1 MQTT Quality Of Service (0 ... 2)

© Time Servers

@ Remote Console MQTT Keepalive |60 Seconds for keepalive (30 ... 3600)

@ Snmp
o s MQTT Persistence O Data persistence

Lo Mae_| » ‘

Mp/ Https

@ User Permissions : This topic will be subscribed for receiving AT
2 GEIR A HQIEATIopic Fammande (neafull for individual daviesl

After restarting the Titan-based device and waiting a few seconds for the IP connection, as long as
everything is in order, the "Other - MQTT" section will display the status of the mqtt connection as

follows:
ST s
© User Permissions i 7 This topic will be subscribed for receiving AT
MQTT AT T i H
© Passwords Web UI 3 i Commands (usefull for individual device)
5 . This topic will be used for publishing the AT
@ :A C‘iezlﬁcﬁates HQTE AT ResyTopic Command Responses of AT Topic
LN - This topic will be subscribed for receiving AT
o ModBus Slave MQTT AT Topic 2 l:l Commands (usefull for groups)
o Titan Scripts h l:l This topic will be used for publishing the AT
T .
© Connectivity tools M9 L1AN Easpfoplc Command Responses of AT Topic 2
© Digital /O MQTT AT Topic 3 This topic will be subscribed for receiving AT
© Custom Skin Commands (usefull for all devices)
Led Confi MQTT AT Resp Topic 3 l:l This topic will be used for publishing the AT
@ et LoTg {2 s Command Responses of AT Topic 3
© Syslog

& Backup / Factory
© Firmware Upgrade

~ g When data is received in this topic the 'Topic
I l +
S Rt MQTT Script Topic 1 v1idevices/imelrpcirequest) Script’ will be executed.
© Logout 3 N When data is received in this topic the Topic
. A I Script® will be executed.

SAVE CONFIG

» Other » MQTT Client » Status

Internet status: Online

g " Checked every MQTT
MQTT connection status: Connected Keepalive period
REFRESH
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At this point, you cannot tell whether the ThingsBoard platform is receiving the data from the Modbus
registers corresponding to the temperature and humidity readings from both PLCs via Modbus. To
check this, click again on the line corresponding to the device, then click on the "Latest telemetry"
section. In this particular section of the ThingsBoard platform, if the data sent by the Titan-based
device is being received correctly, it should appear as shown in the screenshot below:

D g o % i Tengeboant G | Dracn e % | v = 8 x

© & Singubsar couddeviceGroupe/S5be1580- 50751 -l 54011 6001

> [z Webdyn

n-Easy-Tunnel-1

Webdyn: Devices  #

«d  rame

O  cresean
|E| 0230130 095736 Webdyn-Exsy-

Latest telemetry

(m +
{ ™
O 2023003010903 HUML 62
Il Entity view groups O 2e303010m90 HUMZ n
& Edge -
= Edge group: 0O 293030100903 TEMP1 25
A Edge management
[m} 20330130 101904 TEMFZ 241
2% Widgets Library
B2 Dashboard groups O zmns0iees 3l 2023013070192
£ OTA updates 0O 20030030 101904 81 023M30TH1GME
\

7. Building a Dashboard in ThingsBoard to visualise
temperature and humidity data.

To create a dashboard to graphically represent the data, click on the "DashBoard groups - All" section,
and then on the “+” icon, to create a new Dashboard.

3 Doshbosrd groups > 1B o © O

All: Dashboards 1 c qQ

[3D Device groups s
[ ]

R Entity view groups

=k Edge groups

P Edge management

B widgets Lieary
B3 Dashboard groups
5o Wo dashboards found
{5 OTA updates
(D Scheduler
T Whits Labaling
£0) Version control
@& Avdit Logs
[ 2t usage

L2 Systom Settings
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You can enter "Webdyn Dashboard" as the name of the dashboard and click on the "Add" button.

Add Dashboard

| Webdyn Dashboard l

Description

Mobile application settings

Dasronad image

No image

selected = & Drag and drop an image or

[ Hide dashboard in mobile application

Dashboard order in mobie application

Browse file

Next, click on the line corresponding to the newly created dashboard, then on the edit icon at the bottom

right.

Mwebdyn | 14

Webdyn Dashboard * [0 ® Realtime - last minute

No widgets configured

n | ThingaBeard

Cheud Maker
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Click again on the "Add

25 Customer groups
fin A=

(o0 Device groups

o
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new widget" button to add a new widget to the dashboard.
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A "Temperature Radial gauge" will then be added.

alues

ured gauge 1o display any
salue reading. Allows 1o configure
walue range, gradient colors and
other setlings:

Temperature radial
gauge

Latest values

Preconfligured gauge 1o display
temperature. Allows 1o configure

Nemperature range, gradient coloes
and ather settings.

Compass

Latest values

i o of 1he

a 5 key on the
compass. Expects vakue 1o be in
range of 0 1o 360

Speed gauge

Latest values

Preconfigured gauge o display
'.!‘ speed. Allows gure speed

tance, gradieet cokies and olbee
settings

empentune, *C Thermometer scale
Latest values
Preconfigured widget 1o display
tempenmtune. Allows o configure
temperatune range, gradient colors
and other settings.

Once added, click on the "Create a new one" link in the "Temperature radial gauge" properties area of the
"Data" section to create a new Alias referring to the Titan-based “Webdyn - EasyTunnel” device.

D st Rt
L <]

@ thngieeard st it

Add Widget: Temperature radial gauge

Settings Adwanced

Datasources
Markmum 1 dak
Type Parameters
Eraty akas *

= 1. Enlity

Mo aksses fpund.

Create a new one!

Data settings
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Create the Alias to be added to the device and click the "Add" button.

Add alias

Alias Webdyn-easy-tunnel

Device type

default

Device name expression

After creating the Alias, you must select the "TEMP1" field from the drop-down menu next to it. The drop-
down fields will be displayed automatically if the connection to the Titan-based device is established and
the modem has already sent data. You must then click on the "Add" button to finish.

@ imesgesthone + w - B

Datasources
Type Parameters

i = A TEMP1: TEMPT / X
Al Wabayrageibione

Filter . B

]

~ TEMPT

~

Dasa settings

-]

~
~ TS2
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At this point, the widget will be added to the dashboard and should display the current temperature
value read by PLC1: 22.5°C in the example scenario.

rgaBesard Cleud Maker
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o3 System Settings ° ° °

Powered by Thingsboard v.3.4. 3PAAS

To add other widgets containing the temperature value of PLC2 and the humidity values of PLC1 and
PLC2, simply repeat the latest steps, selecting the corresponding TEMP2, HUM1 and HUM2 fields for
each.

8. Direct communication between the ThingsBoard platform
and the Titan-based "Webdyn-Easy-Tunnel” device for status
reading and remote configuration changes.

To send commands from the ThingsBoard platform to the Titan-based device, you must first add the
appropriate MQTT topics. To do so, add the "v1/devices/me/rpc/request/+" topic in the "MQTT Script
Topic 1" field of the "Other [1 Mqtt" section. This will internally forward any data received by the Titan-
based device in the "vl/devices/me/rpc/request/xxxxx” topic to the "MQTT Topic Function Script".
Please note that this functionality (the ability to add the "+" character in the topic to subscribe to any topic
starting with v1/devices/me/rpc/request/xxxxx, where xxxxx can be anything ) is supported in firmware
version 6.17 and later versions. After the configuration change, you must restart the Titan-based device.

This is required, because the ThingsBoard platform will send commands intended for the Titan-based
device to the "v1/devices/me/rpc/request/xxxxx" topic, where xxxxx will represent a number that will
increase with each command sent. The Titan-based device shall send the response to the "v1/devices/
me/rpc/response/xXxxxx topic.

contact@webdyn.com | webdyn.com
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O Tittps
& User Permissions

@ Passwords Web UI

© CA Certificates

© Email Config

© ModBus Slave

© Titan Scripts

o Connectivity tools
© Digital I/0

© Custom Skin

© Led Config

o Syslog

© Backup / Factory

© Firmware Upgrade

© Reboot
<@ Logout

MQTT Persistence O Data persistence

MQTT AT Topic

MQTT AT Resp Topic

MQTT AT Resp Topic 2

MQTT AT Topic 3

|
|
MQTT AT Topic 2 | |
|
|
|

MQTT AT Resp Topic 3

MQTT Script Topic 1 |v11devioes!mei‘rpc!requestf+ |

Script' will be executed.

opic 2 1 [

Script’ will be executed.

SAVE CONFIG

Now, add the following script in the "Other - MQTT" section:

© Syslog

© Backup / Factory
© Firmware Upgrade
© Reboot

© Logout

» Other » Titan Scripts v2 » MQTT Topic Function Script
This function script is executed when data is received in Mqtt Script Topics (File

function topicScript (topic, stringData)
{

] This topic will be subscribed for receiving AT

Ci ds (usefull for individual device)

| This topic will be used for publishing the AT
Command Responses of AT Topic

This topic will be subscribed for receiving AT

Commands (usefull for groups)

] This topic will be used for publishing the AT

Command Responses of AT Topic 2

| This topic will be subscribed for receiving AT
C ds (usefull for all devices)

| This topic will be used for publishing the AT
Command Responses of AT Topic 3

hen data is received in this topic the "Topic

When data is received in this topic the "Topic

: 'script-mqtt.mtx')

var objlson = JSON.parse(stringData);

function replaceSpecialChars(data)
data=data.replace(/(\r\n|\n|\r)/gm, ™ ");;
return data;

}

mtx.println(“topic:” + topic);

mtx.println(“stringData:" + stringData);

if (objJson.method=="command')

| Save TOPIC Script | [ Delete TOPIC Script | | Load ple | [ Encrypt Script

Here is the complete and fully explained script code.

\MAwelgﬂgﬂ | 19

/751 el JSON es de tipo MODB (Modbus) construiremos el nuevo JSON de resultado

contact@webdyn.com | webdyn.com

V1.0 subject to change | Webdyn © by Flexitron Group



//Create a JSON object with the data received from ThingsBoard

var objJson = JSON.parse(stringData);

//Function to be used to replace special characters such as ENTER, etc. with blank spaces.
function replaceSpecialChars(data)
{
data=data.replace(/(/(\r\n|\n|\r)/gm, " ");;

return data;

//The topic and data received by the platform are printed through the debug output
mtx.printIn("topic:" + topic);

mtx.printin("stringData:" + stringData);

//If the ID "command” is present in the "method" field of the json received from the platform
if (objJson.method=='command')
{
//If there is a command to execute in the "params" field of the received JSON
if (objJson.params!=null)
{
//Execute AT command
var res=mtx.atSend(objJson.params,2000);
//Create the response topic, replacing "request" (text) with "response”
var topicResponse=topic.replace("request", "response");
//Send a JSON with the response to the executed command
var answer="{"method":command",{"params":.command"] + replaceSpecialChars(res)

var r=mtx.mqttSend(answer,topicResponse,1);

Another widget must be added to the ThingsBoard platform, in this case, by clicking on the "Control
widgets" type.

contact@webdyn.com |
W webdyn | 20 V1.0 subject to change | Webdyn © by Flexitron Group



D g i = @ . WS

Thingal Cloexd elaker

Trial ends on the Feb 25, 2023

Customer groups @ (O Realtime

Asset groups
Device groups:
Profiles

Entity view groups
Edge groups:

[Edge management

‘Widgets Library

Control widgets

0 Send commands to devices

e 1 S Edge widgets

[ Apiusage

15 10 manage T

£ System Settings

:magm

And, in the "Control widgets" section, you must select the "RPC debug Terminal" widgets type:
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In the "Entity Alias" field, you must select the previously created alias, "Alias Webdyn-Easy-Tunnel", then
click on the "Add" button > "V" icon.

@ ieteligest Router X @ Tegiboars o | Catbord X o e F CR

€ C @ thngioard i

Data settings

At this point, the widget that allows you to send AT commands to the Titan-based device remotely will
appeatr.
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For example, to send any command, you simply need to type the text "command", followed by a blank
space, and enter the command to be executed. For example, if you wanted to execute the AT+CSQ
command to find out about coverage remotely, you would simply need to follow the steps in the

following screenshot:

x @ wi % R

“ ©  § hngaboadcoud/daihbosdGiou

@Th"‘gﬁﬁﬁar I %3 Dashboardgroups > ER Al > E§ Webdyn Dashboard

22 Customer groups Bl Webdyn Dashboard
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43 Version control

@) Audit Lags
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Any questions?

Please direct your enquiries to iotsupport@mtxm2m.com
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