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1. Scenario details
Titan routers offer several configuration options that can be utilised by users. These configurations may 
be done through the user interface (UI) via a web browser, via SMS, using MODBUS rtu/tcp, SNMP, 
TELNET or SSH, among other methods. In this application note, an example will be provided on how to 
configure a Titan router automatically in a production environment, eliminating the need for an operator 
to perform individual configurations on each device.

2. Description of the example scenario
There is a large number of Webdyn-Easy-Routers that require serial configuration prior to field installation. It 
is necessary to apply a general configuration to all devices, as well as a specific configuration for each one. 
This involves the ability to specify custom parameters such as MQTT_CLIENT_ID and LOGGER_PASSWORD, 
which must be unique for each device. In addition, the ability to upload special MQTT client certificate files 
to each Webdyn-Easy-Router device is required.

3. Basic general configuration.
The first step involves downloading a basic general configuration. This involves configuring a  
Webdyn-Easy-Router with the settings that will be common to all devices. Once this process is completed, 
the configuration must be downloaded via the "Other > Backup / Factory" menu.

4. Performing the individual configuration for each device.
Once the general configuration is in place, it is possible to proceed with the individual configuration of 
each Titan router. The Titan router is equipped with a REST API that allows it to receive AT commands and 
files via HTTP POST requests. To carry out this procedure, it is necessary to develop specific PC software. 
In this application note, the generic and free POSTMAN software will be used.

HTTP requests must be directed to the "other-api.php" page.
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5. Loading the general configuration
Once the general configuration is in place, it is possible to proceed with the specific configuration of 
each device. To load it, an HTTP POST request to the router is necessary. The HTTP request must use the 
content type "Content-type: Multipart-form-data".

And in the body field, the following parameters must be included:

FILE:		  With the global configuration file.

USER:		  Administrator's user name

	 PASS:		  Administrator password.

COMMAND:	 AT command to execute. In this case it should be AT^MTXTUNNEL=APIOTAPCONFIG

ID:		  Request identifier.

Next, click on the blue "Send" button, and the response received from the Titan router, in JSON format, 
should be as follows: {“ID”:”1”,”RESPONSE”:”AT^MTXTUNNEL=APIOTAPCONFIG<br>OK<br>”}
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6. Loading specific configuration parameters.
In this example, we want to individually configure the MQTT_CLIENT_ID and LOGGER_PASSWORD 
parameters (it is recommended to consult with soporte@matrix.es to obtain the names of the desired 
configuration parameters). In this case, the "Content-Type" header must have the value "application/json", 
since a command in the JSON format will be sent in the body of the HTTP POST request.

In the body of the HTTP request, a JSON containing the necessary command to configure the selected 
parameters will be sent.
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The JSON can be broken down into the following parameters:

{“ID”:”2”,”USER”:”admin”,”PASS”:”admin”,”COMMAND”:”AT^MTXTUNNEL=SETPARAMS,{\”LOGGER_
PASSWORD\”:\”MiPass\”,\”MQTT_CLIENT_ID\”:\”112233445566\”}”}

FILE:		  With the global configuration file.

USER:		  Administrator's user name

	 PASS:		  Administrator password.

COMMAND:	 AT command to execute. In this case, it must be AT^MTXTUNNEL=SETPARAMS,...

ID:		  Request identifier.

When clicking the blue "Send" button, the response from the Titan router, in the form of JSON, should be:  
{“ID”:”2”,”RESPONSE”:”AT^MTXTUNNEL=SETPARAMS<br>OK<br>”}

7. Loading a specific configuration file.
In addition to the configuration parameters, Titan routers have additional configuration files. These files 
may include, for example, the loading of certificate files. In this example, the intention is to configure the 
client certificate files needed for the connection to the MQTT broker, specifically the files "mqtts-client.crt" 
and "mqtts-client.key".
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In order to upload the files to the router, the content of the files must first be converted into base64 
format. As an example, the file "mqtts-client.key" has the following content:

-----BEGIN RSA PRIVATE KEY-----

This, in base64, with a length of 1184 characters, would have the following content:
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To input this file into the Titan router, the following command must be executed:

The execution of this AT command will be carried out in the same way as above:
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And the same goes for the "mqtts-client.crt" file:

This, in base64, with a length of 1476 characters, has the following format:

Again, to install this file on the Titan router, the following command must be executed:
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The execution of this AT command will be carried out in the same way as above:

At this point, the Titan router will be fully configured. After a reboot, the router will start using the new 
configuration.

Do you have any more questions?

Send us your questions at: support@matrix.es 


