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NAME DESCRIPTION

2G

3G

4G

AES

APN

Broker

CSsv

DNS

FTP

HTTP
IMEI

IMSI

Lua
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Second Generation: second generation (2G) digital standard for cell phones including GSI
GPRS and EDGE.

Third Generation: third generation (3G) digital standard for cell phones including UMT!
HSPA, HSPA+ and EHSPA+.

Fourth generation: fourth generation (4G) digital standard for cell phones including L TE
Advanced.

Advanced Encryption Standard: symmetrical encryption algorithm.

Access Point Name: The name of the access point the gateway uses to connect to tt
Internet via a mobile connection.

MQTT server in charge of receiving published information and sending it to subscribe
customers. The broker has a relay role.

Commaseparated values: open text format representing tabulated data in the form of
values separated bysemicolons. This format makes it easy to use data with spreadsheet
software such as Excel.

Domain Name System: distributed computer service used to translate Internet domair
names to IP addresses.

File Transfer Protocol: communication protocol used to exchange files over a TCP/
network.

HyperText Transfer Protocol: clieserver communication protocol developed for the Web.

International Mobile Equipment Identity: number used to uniquely identify each modem.

International Mobile Subscriber Identity: unique number stored in the SIM card used by
cell phone network to identify a user.

Internet Protocol: message protocol in charge of addressing and sending TCP packets ov
the network.

Script language (seéttps://www.lua.org/ for more details).
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Modbus

MQTT

MQTTS

MSISDN

NTP

DIN rail

RSSI

RTU

SO

SFTP

Sunspec

TCP

TCP/IP
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Modbus is a communication protocol routinely used by industry to dialogue with industria
equipment over a network(Seehttps://www.modbus.orgfor more details).

Message Queuing Telemetry Transport: publishbscribe messaging protocol based on the
TCP/IP protocol.

Secure MQTT messagingrotocol.

Mobile Station International Subscriber Directory Number: the telephone number of a ce
network user.

Network Time Protocol: protocol used to synchronise the local concentrator clock with a tim
reference via a computenetwork.

Standard 35 mm metal rail used in racked industrial control equipment in Europe.

Received Signal Strength Indication: reception power level measurement of a signal issue
by a radio antenna.

RTU mode is an RS422/48%ard-wired bus for Modbus.

Standardised pulse from meters (water, gas, electricity, etc.) as per the NF EN 62333
standard

SSH File Transfer Protocol: communication protocol using a secure SSH communicatit
protocol. Its use is similar to FTP.

Information System: server with which the concentrator exchanges (configuration, date
alarms, etc.)

Open communication protocol for inverters based on Modbus and compliant with the
SunSpec alliance standards (Sebttps://sunspec.org for more details).

Transmission Control Protocol: an Interndiased connectionoriented protocol that provides
data packet segmenting services that the IP protocol sends over thetwork. This protocol
provides a reliable data transfer service. See also IP.

Transmission Control Protocol/Internet Protocol: a set of network protocols that provide
interconnection services between computers of different hardware architectures and
operating systems. TCP/IP includes standards for communication between computers an
conventions for network interconnection and routing.
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Customer remote information: digital data output from ERDF meters that permanentl
broadcasts the managed contractual parameters as well as the consumption magnitudes
measured by the meter.

MQTT information channels used by publishers to send messages. These messages can
read by subscribers.

User Datagram Protocol: non connectiesriented protocol of the TCP/IP model transport
layer. This protocol is very simple because it does not provide error checks (it is nc
connectionoriented...).

Uni que I denti fier: Uni que g farimag wvihy xxxxxxl &m
hexadecimal digits.

Universal Character Set Transformation Formatl8 bits: computer character encoding
designed to encode all the characters fr

Extension to the HTTP protocol to improve remote file management. WebdynSunPM us
the WebDAYV protocol with HTTPS. This is known as WebBEWS.
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Notes on thiI S manua

This guide describes all the WebdynSunPM product characteristics.

Its purpose is to help operators install and configure their WebdynSunPM and to alloperators to include
collected data in their IS.

This manual has eight separate sections:

Section 1: General presentation
Section 2: Installation and maintenance
Section 3: Configuration

Section 4: Operation

Section 5: Commands

Section 6: Update

Section 7: Tools & diagnostics

Section 8: FAQ

=A =4 =4 =4 4 =4 =4 =4

Scope

This technical description is valid for WebdynSunPM concentrators as from hardware version V1 and software
version V3.0.0.

Target group

This guide is intended for all people involved in photovoltaic system supervision, especially those in charge of local
or remote installation maintenance, as well as for the developers of portals designed to use the sent data.

We recommend calling on qualified and trained persons to install and commission the WebdynSunPM. Qualified
persons must have the following knowledge:

Detailed knowledge of network management services.

Knowledge of Ifbased network protocols.

Knowledge of the specifications for the protocols used (Modbus, SunSpec, etc.) and the equipment
connected to the concentrator.

Training in the installation and configuration of IT systems.

Knowledge of and compliance with this document and all security information.

Please get in touch with your sales contaact@ntact@webdyn.comto obtain the list of partner portals.
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Change history

Document
version

V2.05

Vv3.00

V4.02

V4.03
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Content

Manual creation

Micro SD card management

Added WebDAV

Added MQTT

CRIand proprietary protocols placed in a specific appendix
Updated device editing and creation

Added the WebdynSunPM 4G version

Added variables to the SCL script file

Added the WebService

Added the option for the number of acquisitions in DATA files
Updated the script HMI

Added clientencrypted LUA scripts

Added Webdyn scripts with licence

Added forced write codes to the definition files

Added action codes 6, 7 and 9 to the definition files

Modified the MQTT data formatmetadata)

Added the "getData" command

ActivePowerControl script 1.02 connects in stop and flat mode and ne\
script parameters (additional licence required)

Added a new script function to send an alarm

Added a new script function t@heck a device/tag in the

configuration

Applicable
firmware

version

V2.2.0 to
V2.2.6

V3.0.0 to
V4.2.17

V4.2.17

V4.3.2
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Correction of setKey by text message
Correction to the diesel generator script (waiting time)

Diesel generator scripts: remote configuration using FTP

V4.6 Automatic detection of the following inverters: ABB, Cefem, Goodwe,  V4.6.01

Growatt, Huawei, Ingeteam, Kaco, Solis, Sungrow, Fronius, Kostal, Sh

V5.00 New web interface V5.0.00

Automatic detection of MaxConnect (SOLARMAX) devices and inverte
CyberPower, SAJ, SolarEdge

Added Modbus slave

Removed MQTTS&oogle Cloud loT

contact@webdyn.conm webdyn.com
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1 Presentati on

1.1 General description

The WebdynSunPM is a concentrator designed to monitor all types of photovoltaic installation. It is used to collect,
analyse, monitor and control the on site devices.

The collectedinformation (data, parameters, etc.) is formatted before being sent to an Information System (IS).
The concentrator provides the security and confidentiality of the exchanged information.

The automation of certain local actions, for example injection or setinsumption is managed using customisable
scripts embedded in the concentrator.

1.2 Operating principle

The WebdynSunPM concentrator can be fully integrated into photovoltaic installations. Devices such as inverters,
sensors (pyranometers, temperature sensors, etc.), meters, displays, circuit breakers or relays can be connected
to the concentrator using itanany available interfaces. Information readings and device control are carried out by
the WebdynSunPM continuously. The data is regularly formatted and uploaded to an FTP server and/or sent to an
MQTT server using the modem or an Ethernet connection. Tlmmeentrator also manages the SFTP, WebDAV
protocols using HTTPS and MQTTS to secure the exchanges with the servers. The WebdynSunPM can be configure
by simply sending text message commands, but also using the embedded web pages.

Specific scripts can be created for installations requiring specific functions.

[ﬂ Inverter protocol

Inverters

@) Modbus RTU/TCP

Modbus slaves

Pulse input i
8BBBEY [ r+erereureareareassassasissenseniane, .

Meters

Ethernet/ Server 1 User

4G/3G/2G

i /[ \

WebdynSunPM H (—)
L, N _esm R

[ _om |

[ __om ]

Server 2

Circuit, User
breaker, relay

o) HE
a i
L I :

—————

PLC

AXIN

gL Dry contacts, 4-20mA, Modbus,
=

‘ propietary protocol... :
BA| e

Electric grid
management system
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1.3 The interfaces

R IR IR

12/24V === Analog 1

alog 3 Output

WebdynSunPM

@/ Inputs Serial 1 Serial 2 Serial 3 Analog 4

Lo 2 4 3 dr|oe 1o e o B e Re me B |A7[ me Re me o ]”’f"’

1 12-24 V power supply terminal block
2 2 Ethernet ports (LAN Jand LAN 2)
3 4 0-10 V or 420 mA analog inputs

4 1 Relay output (24V/1A)

5 Indicators:

1 Power: 1224 V power supply status
1 Activity: Product status
1 Seriall, Serial2, Serial3:
A Tx: Datasent on the RS485/RS422 serial port
A Rx: Data received on the RS485/RS422 serial port

contact@webdyn.com webdyn.com
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1 WAN: Connection status

6 Power button

7 Micro SD card slot

8 3 Digital inputs (ONOFF or pulsed S0)
9 3 RS485/RS422 ports

10 SIM card holder

11 Modem SMAantenna connector

12 USB port (for extension)

13 RESET button

1.4 Supported devices

The WebdynSunPM is compatible with all devices that include one of the supported protocols.

Partial list of the supported protocols:

Inverter protocol Physical interface Specifications

SMAnNet RS485/RS422 2 wires 100 max

Modbus TCP Ethernet 254 max

Modbus RTU RS485/RS422 2 wires or 4 wires 247 max
Solarmax RS485/RS422 2 wires 100 max

CRI USB (cable optional) 1 max
Delta-Solivia RS485/RS422 2 wires 100 max

Kaco RS485/RS422 2 wired or Ethernet 32 max by RS485

100 max by Ethernet

contact@webdyn.com webdyn.com
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Currently, much inverter equipment runs using Modbus. The concentrator accepts all Modk
RTU and TCP devices.

1.5 Product references

References Descriptions

WG0517-A01 WebdynSunPM (Europe and India version)

WG0517-A02 WebdynSunPM (World Version)

WGO0517-A03-DEIE WebdynSunPM in a DEIE box (Europe and India version)
WGO0517-A04 WebdynSunPM 4G (Europe and India version)

1.6 Technical Specifications

1.6.1 General specifications

Power supply +12Vdc 700mA (some functions are nosupported on 12V) or 24Vdc 350mA
Battery 650mAh 3.7V, Lithiumpolymer
Consumption P:5W
Pmax: 10 W
Dimensions 155x 106 x 58mm

9 DIN rail modules

Box RoHS compliant
DIN EN 60715 TH35
DIN VDE 04761
DIN 43880 size 1
REACH compliant
VBG 4

contact@webdyn.com webdyn.com
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IEC 529
Nonleak tight

Fixing DIN rail
Weight 0,330kg
Operating temperature 5°C/+40°C
Storage temperature Storage:-20 °C / +85 °C
Humidity 25-75%
Pollution rating 2
Certification RED

ROHS

REACH
Regulation c €

0CEO mar ki ng created i n t he 1

harmonisation legislation. It is mandatory for all products covered by one c
more European regulations (directives or regulations).

—‘ Symbol indicating that the waste must be collected via a specific channe
and must not be disposed of as household waste.

Iy
" Symbol indicating that the product must be recycled.

1.6.2 Technical specifications

Memory capacity for data DDR3 SDRAM: 512 Mb.
Flash eMMc: 8 Gb in tota{50Mb max per defined device)

SD card MicroSD MMC/SD/SDIO (up to 32 Gb)

contact@webdyn.com webdyn.com
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Cellular Interface Modem

SIM format

Ethernet interface

USB interface

Serial interface

Input/Output interface

Europe and India version modem:
1 2G (EDGE, GSM, GPRS): 900MHz AND 1800MHz
i 3G (HSPA): B1 and B8

World version modem:
1 2G (EDGE, GSM, GPRS): 850MH2p0MHz, 1800MHz, 1900MHz
1 3G (HSPA): B1, B2, B5, B6, B8 and B19

Europe and India 4G version modem:
1 2G (EDGE, GSM, GPRS): 850MHz, 900MHz, 1800MHz, 1900MHz
1 4G (LTE): B1, B3, B5, B7, B8, B20 and B28

Antenna: External SMA

Standard SIM (miniSIM) 2FF format
1.8V and 3V compatible

2 10/100 Mbits/s ports available

1 USB2.0 port

3 RS485/RS422 ports

4 analog 0/10V or 4/20mA inputs
3 digital ONOFF or pulsed Stnputs (class A or B)
1 Relay output (24V/1A)

3G or 2G / 4G networks.

& Webdyn does not supply any SIM cards. Please contact an M2M operator that supports the -

2G / 3G connectivity data for Europe and India:

UMTS B1 1922 MHz - 1978MHz 22.5 dBm(+1.5dB)
UMTS B8 882 MHz-913 MHz 22.5 dBm(+1.5dB)
E-GSM 900 880 MHz-915 MHz 33 dBm (+2dB GSM,GPRS)

WV Webc}y_n | 17
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DCS 1800

1710 MHz - 1785 MHz

World 2G/3G connectivity data:

30 dBm (+2dB GSM,GPRS)

UMTS B1

UMTS B2

UMTS B5

UMTS B6

UMTS B8

UMTS B19

GSM 850

E-GSM 900

DCS 1800

PCS 1900

2G / 4G connectivity data for Europe and India:

1922 MHz - 1978MHz

1852 MHz 6 1908 MHz

826 MHz 6 847 MHz

832 MHz d 838 MHz

882 MHz-913 MHz

832.4 MHz 6 842.6 MHz

824 MHz 8 849 MHz

880 MHz-915 MHz

1710 MHz - 1785 MHz

1850 MHz 6 1910 MHz

23 dBm(+2dB)

23 dBm(+2dB)

23 dBm(+2dB)

23 dBm(+2dB)

23 dBm(+2dB)

23 dBm(+2dB)

33 dBm (+2dB GSM, GPRS, EDGE)

33 dBm (+2dB GSM, GPRS, EDGE)

30 dBm (+2dB GSM, GPRS, EDGE)

30 dBm (+2dB GSM, GPRS, EDGE)

GSM 850
E-GSM 900
DCS 1800

PCS 1900
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824 MHz 8 849 MHz

880 MHz-915 MHz

1710 MHz 6 1785 MHz

1850 MHz 6 1910 MHz

33 dBm (+2dB)

33 dBm (+2dB)

30 dBm (+2dB)

30 dBm (+2dB)
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LTE B1 1920 MHz- 1980 MHz 23 dBm (+2dB)

LTE B3 1710 MHz 6 1785 MHz 23 dBm (+2dB)
LTE B5 824 MHz 8 849 MHz 23 dBm (+2dB)
LTE B7 2500 MHz 8 2570 MHz 23 dBm (+2dB)
LTE B8 880 MHz 6 915 MHz 23 dBm (+2dB)
LTE B20 832 MHz 6 862 MHz 23 dBm (+2dB)
LTE B28 703 MHz 8 748 MHz 23 dBm (+2dB)

1.6.3 Software specifications

Specifications Protocols/Formats

Embedded server HTTP
Server communication 9§ FTP
protocol (IS) 1 SFTP
1 WebDAWTTPS
T MQTT
1 MQTTS (generic andompatible with AWS IoT and Azure 10T)
Modbus 1 RTU
1 TCP
Clock synchronisation NTP

File format for the server (IS) 1 CSV for FTP/SFTP/WebDAMTPS
1 JSON for MQTT/MQTTS

contact@webdyn.com webdyn.com
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1.7 Safety instructions

Follow all the safety instructions in this guide.

Failure tofollow these instructions can damage equipment and endanger people.

~

Connection to the electricity supply:

1 All wiring work must be carried out by a specialised qualified electrician.
i Please follow all the safety instructions featured in themanuf act ur e
documentation.
( )
& The WebdynSunPM product can be damaged by electrostatic discharges (ESD).
\. J
( )
Class 3 equipment: the device operates on safety extiaw voltage (SELV) (50V maximum). TF
voltage reduction must be obtained using a safety transformer providing safe galvanic isolati
between primary and secondary.
\. J
( )
& This equipment is not suitable for use on premises that may host children.
\. J
( )
& Do not install the equipment near a heat source or at a height greater than 2m.
\. J
( )
To clean the product, only use a slightly damp cloth to gently clean and wipe the surfaces. Ne
use aggressive chemical agents or solvents that could alter the plastic material or corrode t
metal parts.
\. J
( )
It is essential to leave a 20 cm empty space around the antenna to optimise the Modem ¢
sensitivity.
\. J

contact@webdyn.com webdyn.com
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1.8 Regulation

The product complies with the European directives according to the EU Declaration of Conformity available from
Webdyn or on websiteiwww.webdyn.com

Recycling:
The nationally enacted European directives covering batteries and waste electric and electronic
equipment govern the actions required to limit the negative impact of the end of product life.

[

These products are collected separately. Use an authorised battery collection and processing centre or contact
Webdyn.
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21l nstall ation and Mail ntenance

2.1 Prerequisite

As the WebdynSunPM concentratoroés role is to send t
the concentrator but also of the IS it will upload its datip.

The following elements are required to guarantee proper installation:

1 To have this user manual to hand.
1 To have a screwdriver suitable for the connector types available on the WebdynSunPM.

1 To have knowledge of the parameters to connect to the IS information system.

It is also strongly recommended to have the elements described below for any intervention on site and to install
the product.

1 To have a SIM card with an activated M2M subscription (data and text messages (optional)) and knowledge
of the supplierds APN. The SI M card calll number

1 Use aremote antenna if radio or cellular modem reception is deteriorated.

f To have a PC for the product configuration or upg

2.2 Unpacking

2.2.1 Content
Thestandard version of the WebdynSunPM concentrator is delivered with:

1 An angled SMA antenna for the modem (taped to the back of the product).
1 A battery (already in place in the product).

2.2.2 Identification
The commercial reference is composed as follows:

1 WG0517-A01: WebdynSunPM Europe and India version

T WG0517-A02: WebdynSunPM World version

T WGO0517-A03-DEIE WebdynSunPM Europe and India in a DEIE box
1 WG0517-A04: WebdynSunPM 4G Europe and India version

Each product is labelled with the following information:

contact@webdyn.conm webdyn.com
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This label is accessible on the top of the product:

WG0517 A01 SS/AA
WFFVVAAHHHHH MAC : 00:05:F3:00:00:00

3 | # 3

12/24V === Analog 1

v

VW webdyn WebdynSunPM
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Inputs Serial 1 Serial 2 Serial 3 Analog 4

1 d’ 2 /’7 3 d’ Tx- Tx+ Rx- Rx+ i Tx- Tx+ Rx- Rx+ i /’7 Tx- Tx+ Rx- Rx+ Q r d’ t Vi

212]2)2)2)2)2 2)2)2)2)2)2)2)%, 2)2)2)2)2)2)2)2 %)%

contact@webdyn.conm webdyn.com
W Webdyn | 23 V5.03 subject to modifications| Webdyn © par Flexitron Group


mailto:contact@webdyn.com

The product CE label is on the back of the box:

ly3t SR {a! IydSyyl T2 NINERSzOuz

Software version:

The software version can be found on the concentrator web interface. The software version is available on the
0SystemdA me u tu b (SeesectioB.253: GAboutd ) .

2.3 Assembly

2.3.1 Opening/closing the box

Users must not open the product.

The WebdynSunPM must be returned to after sales for all work orsa\{@webdyn.coin

2.3.2 Wall mounting

The WebdynSunPM is designed to be fixed onto a DIN rail.

contact@webdyn.com webdyn.com
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DIN Rail

TOP VIEW

Locking lever
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Follow the steps below to fix the concentrator to a DIN rail:

T Tilt

and

position t
1 Push the concentrator to pivot it upwards.

he

concentratords | ower groov

1 Push on the concentrator until it clicks into place.

Follow the steps below to remove the concentrator from a DIN rail:

WV wet;c!yﬂn | 25
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1 Raise the locking lever (see top view) on the concentrator to be removed to the high position. This opens
the locking mechanism and makes it possible to remove the concentrator.

i Pivot the concentrator downwards.

1 To cut the power supply to the equipment.

2 Before fixing or removing the concentrator, make sure:
I Toremove the antenna taped to the back of the box.

2.4 Interface description

2.4.1 Product power supply

2.4.1.1 External power supply

The WebdynSunPMoncentrator can be powered using 12V or 24V direct current. The power supply uses the 2
point unpluggabl e t er miogatad at theltop lefkof tmeaandewtrdtord 1 2/ 2 4 VO

power supply and the product must not excee8 metres. End users must make sure their

End users must use a CE certified power supply of less than 15 watts. The distance between
installation meets applicable EMC standards.

contact@webdyn.conm webdyn.com
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& Make sure the power supply wires are connected to the proper terminals.

Product power consumption varies depending on its configuration. Make sure the power supply used can provide
at least 15 Watts of power.

2.4.1.2 Battery

The WebdynSunPM concentrator has a battery that is used to send an alarm to notify of a power failure fault and
swittchthepr oduct to safety mode wuntil the power supply
external power supply.

& The battery may not have time to recharge if the concentrator suffers too frequent or long pov
cuts.

If the battery status does not allow for the immediate issue of the power loss alarm, it will be sent when the
concentrator reboots.

2.4.2 Cellular Network

The WebdynSunPM concentrator has a buitt 2G/ 3G or 2G / 4G network compatible modem.

2.4.2.1 Antenna

The concentrator has a female SMA connector available at the front of the product to connect a modem antenna.
The product is delivered with an angled SMA antenna taped to the back of the box. It can be replaced with other
compatible antennas.

( )
If the WebdynSunPM concentrator is installed in a metal box or in a location that does not he
proper signal reception, the use of an offset antenna is strongly recommended.

. J

( N

& Be careful to use an antenna compatible with the connector and frequencies used.

. J
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End users must make sure their installation using remote antennas meets applicable EN
standards.

2.4.2.2 SIM card

To use the 2G / 3G or 2G/ 4G modem connection and allow the concentrator to communicate with the remote
server or servers, a mini SIM format SIM card must be inserted in the Stiskd housing on the front of the
concentrator.

The concentrator is compatible with all market operators as well as with all mini SIM 2FF 25 x 15mm format SIM
cards.

To guarantee proper WebdynSunPM operation, insert a SIM card with the following specifications:

9 Possibility of sending and receiving text messages (preferable but not essential).
1 2G /3G or 2G/ 4G communication included.
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Turning off the concentrator is recommended before inserting the SIM card to avoid a
electrostatic dischargerisks.

To insert the SIM card into the product, insert it into the slot on the front of the concentrator until it clicks into
position.

To remove the SIM card from the concentrator, briefly press the end of the SIM card protruding from the product
until it clicks, then release it. You can then recover the SIM card.

4 N

Webdyn does not supply any SIM cards. Contact an M2M operator that supports the 2G / 3C
2G / 4G network or a partner portal.

. J

( )
& To find out the information to enter to configure the modem, contact your SIM card provider.

. J

2.4.3 Indicators & buttons
The concentrator is fitted with:

1 2 push buttons
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2.4.3.1 Power button
ThePowerbutton on the front of the product is used to shut down and reboot the concentrator.
Along pressonthéPowerb ut t on causes the O0OActivityd indicator

following actions:

1 Concentratorreboot a 2-second press (2 Activity LED pulses).

1 Concentratorshut down a press longer than 5 seconds (At least 5 Activity LED pulses).

When the product has been shut down, it can be rebooted by simply pressing Baaverbutton.

2.4.3.2 Factory Reset button

The Factory Resetbutton is used to recover the product in any situation (loss of IP address, loss of login and
password, etc.).

Along press onthd-actoryResebut t on causes the OActivityo indicato
the following actions:

1 Reinitialise the IP settingsa press of between 4 and 14 seconds (at least 4 and at maximum 14 Activity
LED pulses).

1 Reinitialise all parameters and all dataa press longer than 15 seconds (at least 15 Activity LED pulses).
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2.4.3.3 PowerLED
ThePowerindicator shows the WebdynSunPM concentrator power up. The indicator is:

1 On the concentrator is running. There is a voltage of between 12 and 24 volts at the power supply
terminals.

1 Off. the concentrator is stopped. There is no voltage on the power supply terminal block.

2.4.3.4 Activity LED
TheActivityindicator indicates the product operating statuses, which are:

1 Fast flashing Occurs in 3 cases which are:
A One of the buttons has been pressed,
A A concentrator update is in progress,
A The concentrator starup phase.

1 Slow flashing Normal concentrator operation.

on the Powerbutton, the Activityindicator will flash every second to help the user complete a

Pressing thePowerbutton changes theActivityindicator default operation. During a long press
action.

2.4.3.5 Serial LEDs
The concentrator has 3 RS485/422 serial buses and each bus has an associat&égindicator and Rxindicator.

The Txindicator will flash depending on the serial transmission dialogue on the concentrator (sending from the
concentrator to device). If the Tx indicator does not flash, it means there is no transmission on the serial bus.

TheRxindicator will flash depending on the serial reception dialogue on the concentrator (sending from a device
to the concentrator). If theRxindicator does not flash, it means there is no reception on the serial bus.

For 2«wire wiring 6ee section2.4.6: RS#85/RS422 Serialinterfaced )the data emitted by the
concentrator is received by echo. I't does |not

2.4.3.6 WAN LED

The purpose of the WAN indicator is to help the user know the connection status. The indicator can have 3 different
colours (green, orange and red). If server 1 is configured and activated, then it has priority for WAN indicator
management. The WAN indicat only takes into account server 2 configured for MQTT if server 1 has no
configuration.

Primary server on Ethernet interface:
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Off
Green Slow flashing
Green Fast flashing

Slow flashing

Red Slow flashing

Primary server on Modem interface:

No connection attempts

Last FTP/WebDAYonnection OK

FTP/WebDAV connection in progress

NTP synchronisation problem

FTP/WebDAV connection problem

Off

Green X slow flashes followed by a
1 second pause

Green Fast flashing

Slow flashing

Red Slow flashing
Red Fast flashing
Red Steady
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No connection attempts

Indicates the modem signal level by flashing:

Unstable
Limit
Correct
Good
Excellent

e

FTP/WebDAV connection in progress

NTPsynchronisation problem

FTP/WebDAV connection problem

Problem attaching to the cell network or unstable
reception signal (RSSI <89 dBm)

SIM card error (missing, no PIN code, PUK code)

contact@webdyn.com webdyn.com
V5.03 subject to modifications| Webdyn © par Flexitron Group


mailto:contact@webdyn.com

Primaryser ver onoSD Cardo6 interface:

Off No attempts to use the SD card

Green Slow flashing Indicates that the configuration is correct: the SD
card has been detected

Red Steady SD card error. The SD card has not beeetected.
Check that it has been properly inserted

Red Fast flashing SD card error. A write error has been detected or
the SD card. Check that it is properly formatted and
that the directories have all been correctly created.

If necessary, waecommend replacing the SD card

If an error occurs, the WAN LED stays on the last error until the next conclusive attempt or
product reboots.

2.4.4 Extension interface

2.4.4.1 External memory medium (MicroSD)

A micro SD slot is available on the front dfie concentrator. WebdynSunPM is compatible with micro SDXC cards
(15 x 11 mm) of a capacity of up to 32 Gb.

The SD card is used to store the configuration, carry out updates or memorise the data collected from the various
devices locally, thus eliminating the need for a remote server.
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To insert the microSD card into the product, insert it into the slot on the front of the concentrator until it clicks into
position.

& Webdyn does not supply any SD cards. Contact a computer hardware retailer.

2.4.4.2 USB interface

A USB port is available on top of the product next to the LAN connectors and analog inputs. The USB port is used
to connect the TIC accessory to remotely read the information from electricity meters.
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WA webdyn
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2.4.5 Ethernet interface
The WebdynSunPM concentrator has 2 Ethernet interfaces (LAN1 and LAN2) which are separate from each other.

These Ethernet interfaces allow the concentrator to be part of 2 different Ethernet networks to communicate with
local IP devices belonging to 2 separate networks or to communicate with the IS using Ethernet.

OUKSNYydi t @NKSNIYSI

B~ r B

*§ | # 4
MKH & mmm [ L [ | B %’ Py
7
W webdyn
“HFlexitronsmow

Ethernet port default parameters:

IP address 192.168.1.12 192.168.2.12

Subnet mask 255.255.255.0 255.255.255.0

The Ethernet ports each support and include:

1 A 10Base/ 100BaseTx IEEE 802.3 link.
1 2 indicators:
A oLinko6 (green): Used to check that the physi
A 0Statuso6 (orange): Used to view network traf!
1 Automatic signal detection and crossing,
1 A speed (10/100 Mbps) and mode (half/full duplex) autamegotiation.
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If you want to connect several IP devices to the same network, the devices must have differ
IP addresses but belong to the same subnet. Never use the same IP address twice.

2.4.6 RS485/RS422 Serialinterface

The WebdynSunPM concentrator has 3 RS485/ 422 seri al
which are only used for Modbus in RTU mode. This interface is Half Duplex (2 wires) and Full Duplex (4 wires)
compatible.
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{ SN Fuf t 2 NI

| f sever al Modbus RTU devices are connected, oseri s
Modbus module and exits towards the next one.

To guarantee proper data bus operation, an RS485 bus must feature a 120 Ohm terminator at each end. The
WebdynSunPM concentrator can be at the end of the RS485 communication bus or in the middle. As the
concentrator has a 120 Ohms resistor, it made need toe enabled depending on the concentrator position on the
bus. (See wiring below)

There are 3 separate considerations for the choice of cable type, which are:
1 On installations requiring short lengths with no electric interference, plan on using a 2 pair 6/10 rigid

screened cable.

1 On larger installations of which the cable length is less than 500 m, plan on a 2 pair 8/10 rigid screened
cable.

1 When the cable distance exceeds 500 m, and even more so; if there is electric interference, plan for a
shielded 2 pair 0.34 mm2 cable.
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The maximum RS485 bus length is 1000 metres. (for 19200 bauds max). If the length is lon
remember to reduce the device transmission speeds if communication is difficult.

Recommendations for RS485/RS422 BUS wiring:

The modules must be connected one after the other.
Star connections are prohibited.

The cables must either be screened ® hi el ded, twi sted pair per pair
bus connectiond) .

1 The cable screen or shielding must be connected to the concentrator box earth and not to the 0 V (only
connect one end of the screen).

9 Avoid any return trips in thesame cable.
Concentrator side RS485 wiring:

9 Strip the RS485 communication cable sheath over about 4 cm.

1 Shorten the shielding down to the cable sheath.

9 Strip the wires over about 6 mm.

T Connect the conductors to the terminal bl ock ma
communication bus.

2-wire RS485 wiring (Half-Duplex):

This is the most common RS485 standard use. A single pair of wires is used for data transmission and reception.
Several systems are linked in bus form as shown on the following figure. Different RS485 systems use different
notations to indicate the correcttonnection form per differential communication pair. The following figure shows
some of the notations used.
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4-wire RS485/ RS422 wiring (Full-Duplex):

This type of connection uses two pairs of wires for communication. One pair of wires carries data sent from the
concentrator to the device and the other pair the data sent from the device to the concentrator. Several systems
can be connected to the bus ashown on the following figure.
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The RS485 standard imposes a differential level of at least 200 mV to detect the signal level. To do that, the
polarisation resistors must be at one end of the bus, usually at the master level. A simple method to check the
correct polarisation consists irpositioning the polarisation source at the start of the bus (master side) and to check
the voltage level at the other end of the bus. The common terminal (ground) must be interconnected with the
corresponding terminals on each appliance to make sure the kege between them is balanced. If the common
conductor is not installed between all the devices, they must be properly grounded in compliance with the
manufacturer recommendations for each network device. This requirement implies the use of an extra wineh,
although not part of the communication process, is essential to guarantee the electric integrity of the network
devices.

For more information on the RS4875/RS422 standards and device wiring, refer to the Bg5
and EIA R8I22-A standards.

2.4.7 Input/Output interface
The WebdynSunPM is fitted with:
1 4 analog inputs

1 3 digital inputs
1 1relay output
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2.4.7.1 Analog 0-10V or 4-20mA inputs
I nput s voitage d t

The WebdynSunPM has 4 analog O0OAnal ogbd
of between 0 and 10 V. Each analogue terminal block has a power output that can be used to power a sensor. The
[ equal t o

vol tage delivered by this power output is
analog terminal block is caxmon.
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Each analog input can be software configured toIDV or 420mA.

anal ogue/ digital ( CAN

The concentratoros converters

9 0-10 V mode to have a 2.578 mV resolution
1 4-20 mA mode to have 5.578 pA resolution

To connect, power off the concentrator and the-D0V or 420mA sensor. Take into account the
wiring information provided by the sensor manufacturer.
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4 )
& Do not apply a voltage higher than 12V or a current higher than 24mA to the analog inputs.

\ J

4 )
The voltage available for the sensors on the terminal block is the same as the power supply bl
voltage used to power the concentrator. The maximum power available for all the sensors m
not exceed 7 watts.

\ J

2.4.7.2 Digital ON-OFF/S0 (pulsed) inputs

The WebdynSunPM concentrator has 3 inputs that can be configured to-ORF mode or SO pulsed mode (pulse
counting).

These inputs are located at the bottom left of the WebdynSunPM concentrator.
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The cable length for these inputs must not exceed 100m.

& To prevent any damage to the concentrator, do not inject current or voltage onto the digi
inputs.

In discrete mode:

The concentrator can detect dry contact openings and closures to report device status or trigger status change
alarms.

Discrete inputs Digital inputs

Type Collector open / Drain open / Dry contact
Max voltage / current 4mA @5V
006 Switching threshold >35V

(@]

16 Switching threshold <1V

Pulse counters > 20ms
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In SO (pulse) mode:
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The WebdynSunPMoncentrator manages meters that have class A (24 V) and B (5 V) pulse outputs as per the
IEC 62053-31-1998 standard.

The conce
(internal) pultu p

SO pulse inputs

0S
oV

runs i n

and a

ntrator
resistor

Class A (24V)

Current pulses

meani
to

mod e,
applied

inkdé type
v 0 | -tomngdioni s

Class B (5V)
Current pulses

OLOWS6 Switching thr <8mA
OHI GHO Switching tt >15mA
“"Power supply voltage Internal 24 V
Pulse counters > 20ms
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<1 mA

> 2.5 mA

Internal 5 V

> 20ms
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Meters with class A pulse outputs should be used for long distance transmissions. Meters with class B pulse
outputs can only be used for short distances and make it possible to have reduced power consumption.

If the concentrator does not have a 24V power supply, there is a risk class A pulses will not we
The voltage for class A will be same as t

2.4.7.3 Relay output

TheWebdynSunPM concentrator has a potentifree relay output.
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This output has the following specifications:

Specifications MAX values

Voltage 24V

Current 1A

The concentrator relay cannot be used to directly control high power. In that case,extternal
intermediate relay must be used.

The relay output can be controlled by:

T Command file (FTP, SFTP or WebDAV), MQTT/MQTTS message and text meSssagee(tiorb.3.11:
d'setRelay": Relay status update) .

1 LUA Scripts.%ee sectior8.2.4: dControb ) .
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3 Configuration

The concentrator can be configured in several ways:

Using configuration files uploaded to an FTP, SFTP or WebBIAVPS server
Using RPC commands on an MQTT or MQTTS server.
Using configuration files uploaded to a micro SD card.

Using the concentratorof6s web interface

= =4 =4 =4 =4

Using textmessage commands

The use of an FTP/SFTP/WebDAM TPS server is the preferred solution to remotely configure and maintain
devices to service the device assets. If the local web interface and the FTP files are modified at the same time, the
FTP files take precedence. Any mifigations to files on the FTP server will overwrite any possible local
modifications.

Please note that on the first starup, at least the following elements need to be configured using text messages
(see section5.2.3: "Textmessage)or the local web interface (see sectioB.2.3.3: " Server"):

1 FTP server name.
9 FTP server authentication: login and password.

1 Interface to use: modem or Ethernet properly configured to access external devices.

The text messages make it possible to issue some basic requests to launch the configuration file retrieval on the
FTP server. They are never a substitute for full FTP or web configuration.

3.1 FTP/SFTP/WebDAV

As indicated previously, this configuration method takes precedence over local configuration using the web
interface.

This operating mode requires an FTP, SFTP or WebDAV server accessible by the concentrator. This server i
accessible using an address, a login and a password.

The server can be hosted on any server type (Windows, Linux, etc.). What is important is that its address is
accessible by the concentrator using the configured network interface (Ethernet or modem).

The use of an SFTP or WebDAV server is preferable because of the extra security layers compared to a classic FTF
server. Otherwise, different types of servers operate in the same way. SFTP based on login and password.

3.1.1 Operating principle
Configuration management is based on a directory tree structure and files on an FTP, SFTP or WebDAYV server.
By default, the concentrator identifier (UID) is calculated using the product MAC address by using its last 6

characters prefixed by oMRGbOaddhass dforo@0Op8Ddu@t O v
be OWPMOOBDEA46.

contact@webdyn.conm webdyn.com
WA webdyn | 45 V5.03 subject to modifications| Webdyn © par Flexitron Group


mailto:contact@webdyn.com

This UID is then used to prefix all the configuration files uploaded to the server. This is why it is essential for the
UID to be unique for the entire installation.

The files arebroken down as follows:

1 Concentrator configuration files: these are files that contain data specific to the concentrator. By default
they are stored in the 0/ CONFIG6 directory on th

91 Device definition files: these are the files that contain the variablegcessible on a device. By default they
are stored in the o0/ DEFO6 directory on the server

Please note that the concentrator does not create the server tree structure. Therefore, all the directories must be
created manually. Thus, by default, the following directories at least must be present on the server:
/CONFIG

/ALARM

/LOG

/BIN

/ICERT

/IDATA

/CMD

/IDEF

/SCRIPT

=A =4 =4 =4 =4 4 -4 -4 =4

These directories must have read, write, delete and creation rights for the configured us®ed sectior.1: oThe
FTP/SFTP/WebDAV server) . For more details on the required acc

2 separate servers can be configured. Both servers are used to upload data and backup the configuration.
Server 1 is called the main server, server 2 the secondary server.

If files on the server are modified, only the files on the main server are taken into account. Therefore, there are no
risks of conflicts if the configuration files are modified on both servers.

Modifications made on the main server are propagated to the secondary server at the next connection to it.

3.1.2 Configuration files

There are several types of configuration file.

There are files to configure concentrator operation (connection to the server, NTP management, passwords,
modem, etc.) as well as connected device definition files.

This section describes all those files.

When the files are modified on the main server, the changes are carried over onto thee configured secondary
server.
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3.1.2.1 Concentrator operation

The concentrator configuration files are located in the indicated configuratidirectory.
By defaul

0/ CONFI G¢.

The files are the following:

1 < UID>_config.inithis file contains the following configuration elements:

A
A
A
A

1 < UID>_scl.inithis file contains the configuration parameters for the scripts installed on the concentrator

Server tree structure configuration
Server type configuration: FTP, SFTP, WebDAV, MQTT, etc.
NTP configuration

Concentrator name and description

1 < UID>_var.inithis file contains the concentrator connection scheduling configuration parameters

1 < UID>_dagq.csvthis file contains the concentrator interface configuration and the monitored device list:

A Modem configuration:

(0]
(0]

0 Login/password/authentication type

PIN code
APN

A Ethernet interface configuration:

(0]

(0]

(0]

IP address
Gateway
DNS

A Serial port configuration:

(0]

(0]

(0]

(0]

Speed
Parity
Data bits

Protocol type used: Modbus, etc.

A Declaration of each connected device:

(0]
(0]

(0]
(0]

Index

Name
Interface
Address
Definition file

1 <UID>_licence.inithis file contains the licences for the ".luaw" Lua Webdyn scripts

Where< UID>is the concentrator identifier.
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31211 6< UI D> _config.inid6 file

At least a certain number of parameters must be provided in this configuration file to provide communication with
the concentrator.

If the base configuration is created using the embedded web server, this file is created automatically the first time
the concentrator connects.

If the file is detected when connecting to the remote server, it is uploaded and the configuration is applied
immediately, regardless of the local configuration.

The following configuration parameters must be added to the file:

For an FTP or SFTP server:

SERVER_Address: FTP/SFTP server address or name to use for the configuration>
SERVER_TYBH)p or sftp
If the connection is by Ethernet:
A SERVER_InterfaceEthernet
1 If the connection is by modem:
A SERVER_Interfacgenodem (default)
FTP_Login<Login name to use for the server>

FTP_Password<Password for the login>

For a WebDAWTTPS server:

SERVER_AddressWebDAWTTPS server address or name>
SERVER_TYB®&ebdav
If the connection is by Ethernet:
A SERVER_Interfacesthernet
9 If the connection is by modem:
A SERVER_|Interfacgenodem (default)
HTTP_Loginr<Login name to use for the server>

HTTP_PassworkPassword for the login>

The configuration parameter details for this file are in sectidlD.1: Appendi x A: o _confdi.g. i

For an MQTT server:

WebdynSunPM can connect to an MQTT server to store its data and alarms. Commands can also be sent to the
concentrator through the MQTT server. To do that, the topics subscribed to the concentrator in its settings must
be indicated.

The concentrator cannot be configuredsing the MQTT server, either an FTP server or the embedded web interface
must be used.
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The concentrator supports 4 different MQTT server types, namely:

1 MQTT: MQTT server without security.

T MQTTS: secure MQTT server.

T MQTTS aws: Amazon's "AWS loT" server.

T MQTTS azur e: Mi crosoft's OAzure | oT Hubdé server.

Contact the MQTT server manager to get the configuration to be applied and the certificates and secure keys to
import to the concentrator.

The configuration parameter details for this file are in sectidtD.1: Appendi x A: o0_confd.g. i

( )

& MQTT is only available on server 2 (backup).

\. J

4 )
For MQTTS servers, certificates must be imported to the concentrator. These certificates hay
service life, and it is your responsibility to renew and import them before they expire.

\ J

31212 6< UI D>_wvar.inié6 file

The o6 _var.ini 6 file contains the connection sched]
concentrator.

If the base configuration is created using the embedded web server, this file is created automatically the first time
the concentrator connects.

If the file is detected when connecting to the remote server, it is uploaded and the configuration is applied
immediately, regardless of the local configuration.

The file has one row per configured schedule. Each row contains the schedule number with its corresponding
parameters.

The format is the following:

SCHEDULE_Params[m] Schedule parameters for the Server 1
connection

SCHEDULE2_Params|n] Schedule parameters for the Server 2
connection
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06 Where omé or o0noO ar e nunebprlTAesendmbbrystattét®. schedul e i

The parameters for each row are in the following format:

SCHEDULE_Params[index]=Id| Type|StartTime|Interval|Count

Each configured row therefore contains the following configuration information:

Id Configuration line identifier. This identifier must be unique.

Type Indicates the schedule type. Everyday

The authorised values are:
9 everyday: the schedule will be run every day
9 monday: the schedule will be run every Monday
9 tuesday: theschedule will be run every Tuesday
9 wednesday: the schedule will be run every Wednesday
9 thursday: the schedule will be run every Thursday
9 friday: the schedule will be run every Friday
9 saturday: the schedule will be run every Saturday
9 sunday: theschedule will be run every Sunday
9 first: the schedule will be run on the 1st of the month
9 middle: the schedule will be run on the 15th of the month
1 last: the schedule will be run on the last day of the month.

StartTime Indicates the task start time in the following format: 00:00:00
OHH: MM: SS6.

Interval Indicates the connection repeat interval in minutes. 1440

Count Indicates the maximum number of connections in one day. 1

Thus, with the following schedule on the Schedule 1 connection:
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& Schedule

Mode Start time End time Interval (min) Count
Everyday i 00:00 00:00 1440 1 Edit
Monday - 00:00 00:00 1440 1 Edit
First day of eac... = 00:00 00:00 1440 1 Edit
15th of each m... = 01:00 11:00 600 2 Edit
Last day of eac... = 02:02 22:02 120 11 Edit

And the following schedule for the Schedule 2 connection:

& Schedule

Mode Start time End time Interval (min) Count
Everyday v 00:00 00:00 1440 1 Edit
Wednesday v 12:00 12:00 1440 1 Edit
Sunday - 21:00 21:00 1440 1 Edit

Add

The following configuration file is obtained:

SCHEDULE_Params[0]=1|everyday|00:00:00|1440|1
SCHEDULE_Params[1]=2|monday|00:00:00|1440|1
SCHEDULE_Params[2]=3|first|00:00:00|1440|1
SCHEDULE_Params[3]=4|middle|01:00:00|600|2
SCHEDULE_Params[4]=5|last|02:02:00|120]|12
SCHEDULE2_Params[0]=1|everyday|00:00:00|1440|1
SCHEDULE2_Params[1]=2|wednesday|12:00:00|1440|1
SCHEDULE2_Params[2]=3|sunday|21:00:00|1440|1

The index number is calculated automatically by the concentrator starting with 0. If this file is modified manually,
make sure there are no duplicate index numbers as this would result in the configuration being rejected. Please
note that the indexnumbei s separate for OSCHEDULE_ Paramso6 and 0

31213 6< Ul D> _daq.csvod6 file

The "<uid>_dag.ini" file contains the settings for all the interfaces and the list of devices configured on the
concentrator.

If the base configuration is created using the embedded web server, this file is created automatically the first time
the concentrator connects.
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If the file is detected when connecting to the remote server, it is uploaded and the configuration is applied
immediately, regardless of the local configuration.

Contrary

to the previous files, this

software such as Microsoft Excel®.

This file has 4 separate parts:

=A =4 =4 =4 =4

Modem configuration

Ethernet connection configuration
Serial port configuration

Modbus slave configuration

Connected device configuration

3.1.2.1.3.1 Modem configuration

The modem configuration is based on the following parameters:

type
pin

apn

login

password

authentication

WV webc]y_n | 52

Device type. The only possible value hereGssMOD E M6

Is used to define the modem PIN code value, if defined.

This field contains the APN name to connect to using the SII
card. This APN depends on the selected operator an
subscription. This field must not be empty to be able tese the
modem connection.

When the field is filled in correctly, the IP connection to the
mobile network is permanent.

Login to use to establish the connection. This login is provide:
by the operator and depends on it and the subscription type
This field can be empty.

Password for the login for authentication to use to establish the
connection. This password is provided by the operator ani
depends on it and the subscription type. This field can be
empty.

Authentication type to use for the connection. This value
depends on the operator and subscription type. This
information is supplied by the operator.

The possible values are:

1 None: No authentication requested by the remote servel
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1 PAP PAP typeauthentication requested by the remote
server. The above "login" and "password” must b
entered.

1 CHAP CHAP type authentication requested by the
remote server. The above "login" and "password" mus
be entered.

1 Both: CHAP or PAP type authentication. The above "logi
and "password" must be entered.

server Text messaging centre. The text message centre is used 1
manage text messages from the concentrator. Enter the phone
number for the text messaging centre you want to use insteac
of your mobile service provider. For example
0+339890040006.

This field can be empty.

dns DNS server. DNS (Domain Name System) servers transla
explicit internet addresses (for example, www.webdyn.com
into their corresponding IP addresses. Enter the address of th

DNS server you want to use instead of your mobile servic
provider. Forexample you can use the |

This field can be empty.

Below is a modem configuration example:

type;pin;apn;login;password;authentication;server;dns
MODEM;;m2minternet;;;none;;

I n this example, the PIN code is empty, the APN
the authentication type is defined as Ononeo.

When editing this file using Excel, the following display is shown using CSV format:

MODEM m2minternet none
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I f the file is modified using OExcel 6 typ
the 0;6 delimiters replaced by 0, 06, maki n

indicate the delimiter formatwhen saving.

3.1.2.1.3.2 Ethernet connection configuration

Ethernet interface configuration is based on the following parameters:

type Device type. The possible values are: LAN1 for the first
line
9 LANZ to configure the LAN 1 interface
| LAN2 to configure the LAN 2 interface LAN2 ~ for  the
second line
ip The local IP address assigned to the Ethernet interface. Thi 192.168.1.12 for

value has an effect on the local IP address at which the box ca the first line

be contacted on the relevant Ethernet interfaceThis field

cannot be empty 192.168.2.12 for
the second line

mask This field contains the subnet mask used jointly with the 255.255.255.0
configured IP addressThis field cannot be empty

gateway Routing device configuration to use for the concentrator to be
able to communicate with devices not present on its local
network.

DNS1 IP address for a DNS server the concentrator is to use to resolv
names.

DNS2 IP address for a DNS server the concentrator is to use to resolv
names | f the ODNS16 server f

Below is an Ethernet interface configuration example:

type;ip;mask;gateway;dns1;dns2
LAN1;192.93.121.37;255.255.255.0;192.93.121.1;192.93.121.8;
LAN2;192.168.2.12;255.255.255.0;;;

contact@webdyn.conm webdyn.com
WA webdyn | 54 V5.03 subject to modifications| Webdyn © par Flexitron Group


mailto:contact@webdyn.com

In this example, the first network interface (LAN
mask of 0255.255.255.06 allowing it to access all m
This interface also uses a router at the 0192.93.12
server accessible at the 0193.93.121.806 address. DN
Similarly, a second network interface is | eft with
and a subnet mask at 0255.255.255.06. All the other

Ethernet interframe configuration:

If these network interfaces are used to collect data from a device to be monitored, the requests may need to be
spaced out to avoid saturating the device being queried. To do that, configure the Ethernet interframe parameter
as follows:

tepinterFrameMs;<value>

value Waiting time between 2 frames in modbus TCP. This time i O
expressed in ms

The operating principle is the same as for the serial ports. Each time a frame is sent in modbus TCP, the
concentrator wil/l |l eave a silence corresponding to
guery to network devices.

The interframe parameter is global, meaning it applies to all modbusTCP communications &
can therefore result in the slowing down of data reading if it is too high.

When editing this file using Excel, the following display is shown using the CSV format:

_

LAN1 192.93.121.37 255.255.255.0 192.93.121.1 192.93.121.8

LANZ2 192.168.2.12 255.255.255.0

tcpinterFrameMs 0
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I f the file is modified using OExcel 6 typ
the 0;6 delimiters replaced by 0, 6, maukeiton

indicate the delimiter format when saving.

3.1.2.1.3.3 Serial port configuration

Serial port configuration is based on the following parameters:

type Device type. The possible values are: SERIAL1 for the
first line
9 SERIAL1to configurethed Ser i all 16 inte
TSERIAL2 to configure the o0Se SERIALZ for the
1SERIALS to configure the o0Se secondlne

SERIAL3 for the
third line

baudrate Speed in bauds to use for the seriatonnection. The possible 19200
values are:

1 1200
1 2400
1 4800
1 9600
1 19200
1 38400
1 57600
1 115200
1 230400
1 460800

data_bits Number of data bits per byte. The possible values are 8
17
18
parity The parity type to apply to validate data on the serial link. The N
possible values are:
1 N: no parity

1 O odd parity
1 E even parity
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stop_bits

wires

protocol

interFrame(ms)

forwarded_port

Number of stop bits between 2 bytes. The possible values are
171
12

The number of wires to use on the serial interface. The possibl
values are:

9 2: the same 2 wires areused to send and receive data
frames

9 4: data emission and reception use separate pairs of wires

The protocol type for this serial interface. The possible value
are:

1 modbusRTUthe serial port is reserved for modbus RTU
communications management

1 proprietary protocol(see specific appendix on proprietary
protocols)

Waiting time between 2 frames exchanged on the serial port
This time is expressed in ms.

See below for a detailedexplanation of how this parameter
operates.

Forwarded s port.

If there is a value in this field, the concentrator opens the
entered port.

When ModbusTCP devices connect to this entered port, all set
requests are directly forwarded to the ModbusRTU bus then th
ModbusRTU device response is returned to the connecte:
ModbusTCP device using this same port.

This option is used to create a communication tunnel betweer
ModbusTCP devices and the local ModbusRTU network.

The requests are slotted be
monitoring requests.

Important: the port is only accessible on the LAN. No moder
access is authorised even if your SIM card provides a publi
address.

modbusRTU

The o0l nterFrameod par amet er thesserial bus th allovocerthia fevicesto savitcls to |

waiting
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The operating principle is the following:

/ 2 yyOuiz NJ - 5804 08

M

< QWY BQS 2 )
M

When the concentrator receives a response from the
parameter between the last byte of the last received frame and the first byte of the next frame it sends to that
device. The time is valid fothe entire bus. So, if a new frame is emitted to another device than the previous one,

the delay will nevertheless be applied.

Below is a serial interface configuration example:

type;baudrate;data_bits;parity;stop_bits;wires;protocol;interframe(ms);forwarded_port
SERIAL1;9600;8;N;1;2;Modbus;0;

SERIAL2;1200;8;N;1;4;SMANET;0;

SERIAL3;19200;8;N;1;2;PW1,;0;

In this example, the first serial port is configured at 9600 bauds, 8 data bits, no, parity, 1 stop bit, 2 communication
wires, OModbusdé Hframetimecol and no inter

The 2nd serial port is configured at 1200 bauds, 4 wires to be used with the S¥lat protocol.
The 3rd serial port is configured at 19200 bauds, 2 wires to be used with the PowerOne protocol.

When editing this file using Excel, the following display is shown using CSV format:

type data_bits stop_bits protocol Interframe
(ms)

SERIAL1 9600 Modbus 0
SERIAL2 1200 8 N 1 4 SMANET O
SERIAL3 19200 8 N 1 2 PW1 0
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3.1.2.1.3.4 Modbus slave configuration

Modbus TCP slave configuration is based on the following parameters:

ModbusSlave;<enabled>;<port>;<mapping file>

enabled Modbus TCP slave status: 0

9 O: disabled,
9 1: Enables

port TCP port used by the Modbus server 502

mapping file Name of the definition file describing the associations
between registers and variables. The file must be present in
the "/DEF" definition directory.
If the "mapping file" field is empty, then only WebdynSunPM
registers are available.
(See sectiort.1.2: @ D E F 6dgfinitionsé )

3.1.2.1.3.5 Declaration of devices to be monitored

The configuration of the devices to be monitored is based on the following parameters:

index Index for the device to be defined.

This field contains a numeric value representing the
identification number for the device to beonfigured.

Each number must be unique, failing which the device will no
be visible in the web interface.

interface The possible interface are:

9 SERIAL1the device is connected to serial port 1

9 SERIAL2the device is connected to serial port 2

9 SERIAL3the device is connected to serial port 3

fdPaddres® t he device is of th
accessible at the indicated IP address

T dPaddressPort 6 t he device is of
is accessible at the indicated IP address at the indicated
TCP port number.

contact@webdyn.com webdyn.com
WV Webdyn | 59 V5.03 subject to modifications| Webdyn © par Flexitron Group


mailto:contact@webdyn.com

name This field describes the name given to the device in the wel
interface. This name is also used for MQTT and the scripts. Th
is why it is essential that it be unique in the configuration.

address This fieldcorresponds to the device address on the serial link.
For Modbus, its value is therefore between 1 and 254 (UnitID)

acqPeriod(s) This field is used to indicate the data recording period in the file 600
(device collection is continuous). If the field is set to "0", ther
no data is stored by the concentrator.

It is expressed in seconds.

timeout(ms) Device response timeout configuration. If the device does no 1000
respond within this time limit, the concentrator considers the
request to have failed.

This time is expressed in ms.

serialNumber The device serial number.

Fill in automatically if available during a detection.

parameters This field is only used in the following cases:

9 ModbusTCP device: If the field is set to "1", the connectiol
is notclosed after the device is queried thereby saving time
for the next query. If the field is set to "0", the connection is
systematically closed after the device is queried.

The default value is 1.

9 Proprietary device: (see the specific appendix on proprietar

protocols).

category This field is used to indicate the category to which the device
belongs. Note that the concentrator fills in this field
automatically.

model This field indicates the device model name.
Note that the concentrator fills in thidield automatically.

defFile This field is used to indicate the definition file that exactly
describes all the variables and data exposed by the device
See the specific definition file section See section3.1.2.2:
oConnected device definition ) .
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Below is a connected device interface configuration example:

index;interface;name;address;acqPeriod(s);timeout(ms);serialNumber;parameters;category;model;defFile

10;;10;;36000;;;;WebdynSunPM;ioSunPM;WPMO00C715_10.csv

0;SERIAL1;seriall_52224;0;600;0;2000388220;1;Inverter; WR21TL0O9;WPMO0O0OC715_SMA_Inverter SMA_WR21TL09.csv
1;192.93.121.23:502;ethernet_192.93.121.23_502_126;126;600;5000;;1;Inverter;Solar_Inverter; WPMOOBDE4_SunSp
ec_inverter_ SMA_Solar_Inverter_9301_ModbusTCP.csv

There are 3 devices in this example:

T An

0l O6 type device corresponding to the concent

1 A device with a proprietary protocol on the serial bus

1 A modbus SMA device on Ethernet

Explanation of the different devices:

1 10
A

> > >

>\

> > > > > >

I ndex: | O. The 1O value indicates that the
Interface: empty. As the inputs/outputs are built into the box, this field is ignored.

Name: lo. The name that will be displayed on the local web pages

Address: empty. This information does not concern inputs/outputs

AcgPeriod: The acquisition period is set to 36000 seconds, or one record every 10 hours
Timeout: empty. This information does not concern inputs/outputs

SerialNumber: empty. This information does not concern inputs/outputs

Parameters: empty. This information does not concern inputs/outputs

Category: WebdynSunPM

Model: ioSunPM

DefFlle: WPMO0OOC715_10.csv. The definition file name that describes the different configured
inputs/outputs

1INV proprietary protocol

A

(see the specific appendix on proprietary protocols).

T Modbus Ethernet

A
A

W Web‘d‘yn

Index: 1. Index for the second Modbus device configured on the concentrator

Interface: 192.93.121.23:502. This value indicates that the device is of the Ethernet type at IP
address 192.93.121.23 using the default port number, i.e. 502

Name: Ethernet_192.93.121.23 502_126. The name that will be displayed on the local web
pages

Address: 126. This device responds at Modbus address 126
AcgPeriod: 600. The acquisition period is set to 600 seconds, or one record every 10 minutes

Timeout: 5000. The timeout is set to 5000ms

contact@webdyn.conm webdyn.com
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>\

SerialNumber: empty. Not applicable

>\

Parameters: 1. The connection is kept alive.

>\

Category: Inverter

>

Model: Solar_Inverter

DefFlle: WPMOOC715_SunSpec_inverter_ SMA_Solar_Inverter_9301_ModbusTCP.csv. The
definition file name that describes the different variables configured for this device detected
using SunSpec

>\

When editing this file using Excel, the following display is shown using CSV format:

interfa address acqgPeriod timeout serial category defFile

ce number

10 lo 36000 s Webdyn ioSunP WPMO00C715
SunPM M _lO.csv
0 SERIAL Seriall_ 0 600 s 0ms 200038 1 Inverter WR21TL WPMO00C715
1 52224 8220 09 _SMA_Inverte
r_SMA_WR21
TLO9.csv
1 192.93 Ethernet 126 600 s 5000 1 Inverter Solar_In WPMO00C715
121.2 _192.93. ms verter _SunSpec_In
3:502 121.23_ verter_SMA_S
502_12 olar_Inverter_
6 9301_Modbu
STCP.csv

I f the file is modified using OExcel 6 typ
the 0;6 delimiters replaced by 0, 6, ,makaaukeitn

indicate the delimiter format when saving.

31214 6<UI D> _scl .ini o6 file

The oUI D sci.inié6 file contains the |list of script

If the base configuration is created using the embedded web server, this file is created automatically the first time
the concentrator connects.

If the file is detected when connecting to the remote server, it is uploaded and the configuration is applied
immediately, regardless of the local configuration.

The file has three lines per configured script. Each line contains the script number.
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The format is the following:

Variable Definition Default value

SCRIPT_File[n] Scenario hame Script file name with the
extension
SCRIPT_Enable[n] Script activation 0
SCRIPT_Args[n] Script parameter
Where o0no6 is replaced by the script index number

Thus, using the following script configuration:

@ Services

MName Description Version License Status
ActivePowerRegulation-V1_03 Active power regulation 1.03 Missing/Invalid Disabled
AfficheurSiebert_\V3_00 SCRIPT AFFICHEUR 3.0 Naot required Disabled
Genset-V1_04 Generator 1.04 Missing/Invalid Disabled
RD244-v2 24 Grid control power Spain 2.24 Missing/Invalid Disabled
RelayControl_V1_01 Relay Control 1.1 Mot required Enabled a

Add script/licence file

The configuration file will contain the following information:

SCRIPT_Args[0]={"solarRatedPowerKW":"110","gridRegulationType":"consumption","gridRegulationTargetK W":"50"
,"gridEffectiveRegulationPercent":"20","regulationSpeedS":5,"phaseControl":"sum","errorAction":"none"}
SCRIPT_Enable[0]=0

SCRIPT_File[0]=ActivePowerRegulation -V1_03.luaw

SCRIPT_Args[1]=

SCRIPT_Enable[1]=0

SCRIPT_File[1]=AfficheurSiebert_V3_00.lua

SCRIPT_Args[2]=

SCRIPT_Enable[2]=0

SCRIPT_File[2]=ControlPower.lua
SCRIPT_Args[3]={"solarRatedPowerKW":"230","maxSolarPowerPercent":"80","startTempoS":"2","regulationSpeedS"
5" "dgSafetyKW":"30","grid TargetKW":"60","gridSafetyKW":"20","errorAction":"stop","dg":[{"dgEnabled":tru
e,"dgRatedPowerkW":"30","dgTargetPercent":"1 00"},{"dgRatedPowerkW":"30","dgTargetPercent":"100"},{"dgRated
PowerkW":"30","dgTargetPercent":"100"}]}

SCRIPT_Enable[3]=0

SCRIPT_File[3]=GenSet - V1_04.luaw

SCRIPT_Args[4]=

SCRIPT_Enable[4]=0

SCRIPT_File[4]=RD244 - V2_24.luaw

SCRIPT_Args[5]=""

SCRIPT_Enable[5]=1

SCRIPT_File[5]=RelayControl_V1_01.lua
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The index number is calculated automatically by the concentrator starting with 0. If this file is modified manually,
make sure there are no duplicate index numbers as this would result in the configuration being rejected.

31215 60<UI D> _ Il icence.inio6o file

The "<UID>_licence.ini" file contains the licences for the ".luaw" Webdyn Lua scripts. The licence file must be placed
in the remote server CONFIG directory.

The licence file can be used to obtain specific scripts designed by Webdyn. In that case, contact the Webdyn sales
department, which will be able to advise you and redirect you to the relevant contactsntact@webdyn.com

If the file is detected when connecting to the remote server, it is uploaded and the configuration is applied
immediately. WebdynSunPM will not download the licence file if it is deleted.

concentrators. The licence file contents must not be modified, otherwise the concentrato

The licence file is specific to a WebdynSunPM. The same file cannot be used on sev
licence management will be blocked.

3.1.2.2 Connected device definition

The definition file is standardised to process the different device cases. It therefore manages the following types:
10, TIC, Modbus RTU, Modbus TCP, etc.

A definition file is needed fore each configured device. A same definition file can be used to define several devices.
The device definitionfilesarst or ed i n the configured server direct

For the definition files to be taken into account,
(See section3.1.2.1.3.5: "Declaration of devices to banonitored") in the "DefFile" field.

3.1.2.2.1 Definition file naming

The file name is free and can be modified by the client at will, the gateway will use the name given in the dag.csv
file.

The automatically generated files are prefixed wit
followed by the last 6 digits of the MAC address of the device that generated them.

The concentrator ID can be modified by the client, however, if it is modified after a file has been generated, there
will be no resulting modification of the file name or its declaration in the dag.ini file.

The prefix is separated from the rest of the name by an underscore. The purpose of this is to prevent overwriting
files that previously existed at the IS level.

The files wildl have a O0Ocsv extensioné. | f anot her
accepted.

Files generated automatically or created by the local web interface will be named as follows:
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3.1.2.21.1 10

The 10 file names are defined as follows:

< UID>_10.csv

3.1.2.2.1.2 Modbus

There are two types of Modbus file:

1 The files generated by the installer/integrator
1 The files generated by SunSpec auttetection

For the files generated by the installer/integrator, there are no file naming rules. The file name is free form. There

are no rules.
For the files generated by SunSpec detection, the name is composed as follows:

<UID>_SunSpec_<Category> <Manufacturer>_<Model>_<Options>_<Protocol>.csv

Where:
Category: the devicetype.Currentflgnl vy t he ol nverterd type is used.
Manufacturer: the manufacturer name. Thevaluesbt ai ned from t he 6Manuf ac
tables
Model : mod e | name. The value is obtained from th
Options: options detected on the device. The va
tables

1 Protocol: the protocol name. The values are:
A ModbusRTU: for a Modbus device on the serial connection
A ModbusTCP: for Modbus devices on Ethernet

3.1.2.2.1.3 Proprietary protocol

The proprietary protocol file name detailed in the proprietary protocol application note.

3.1.2.2.2 Definition file content

The file is in csv format, it is composed of text

The first row in the file contains the following information:

Protocol; Category; Manufacturer; Model; Forced write code
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The fields are configured as follows:

Protocol Protocol name used for this device. The possible values are:

9 modbusRTU: the device is accessed using the modbus RTU serial connection
9 modbusTCP: the device is accessed using TCP connection

1 io: thedevice is of the 10 type

9 tic: the device is of the TIC type

Category Device category This name will be displayed as is on the local web site.
Manufacturer Manufacturer name. This name will be displayed as is on the local web site.
Model Devicemodel name. This name will be displayed as is on the local web site.

Forced write code  Indicates whether the Modbus function code used for writing should be forced to 0x1(C
The possible values are:
1 0 (default value): a single register is written using function code 0x06, while sever:

registers are written using function code 0x10. This is the classic behaviour fc
Modbus devices.

1 1: Only function code 0x10 is used for writing, even in the case of a single regist
This behaviour is required focertain devices. For example, some GoodWe brat
inverters.

The Category, Manufacturer and Model are used to
Following this first row, all the following rows will contain the device variable definitions.
Each row fully describes a variable.

Each row will have the following format:

Index ; Infol ; Info2 ; Info3 ; Info4 ; Name ; Tag ; CoefA ; CoefB ; Unit ; Action
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The field meanings are the following:

Index

Infol

Info2

Info3

W\ webdyn | 67

Contains the unique variable identifier in the file. It is free form for the client as long
as it remains unique. This field is used to identify the variables in the data file, the log
or the command files.

This field contains information specific to the protocol used on the device. Refer to th
specific protocol documentation below.

This field contains information specific to the protocol used on the device. Refer to th
specific protocol documentation below.

Variable format.
The authorised formats are the following:

9 U8: unsigned integer on 8 bits (1 byte)

9 U16: unsigned integer on 16 bits (2 bytes, or 1 register)
9 U32: unsigned integer on 32 bits (4 bytes, or 2 registers)
9 U64: unsigned integer on 64 bits (8 bytes, or kegisters)
9 18: signed integer on 8 bits (1 byte)

9 116: signed integer on 16 bits (2 bytes, or 1 register)

9 132: signed integer on 32 bits (4 bytes, or 2 registers)

9 164: signed integer on 64 bits (8 bytes, or 4 registers)

9 F32: floating on 32 bits (4 bytes, or 2 registers)

9 F64: floating on 64 bits (8 bytes, or 4 registers)

f1String: the variable is a character
should be used for the o0lnfo2d6 fieldc
T1Bits: the variable is of the bit fie

bitsoé6 notation should be used for tF

1 IP: the variable is of the IP V4 address type and is therefore coded on 4 bytes
registers)

1 IPV6: the variable is of the IP V6 address type and is therefore coded on 16 byt
(8 registers)

1 MAC: the variable is of t he MAC add
coded on 6 bytes (3 registers)

Note that the integer types can be modified by adding a suffix
The authorised modifiers are:

9 _W: the words are exchanged, i.e. the variable register content is exchanged in
byte blocks

9 _B: the bytes are exchanged, i.e. the variable register content is exchanged in
byte level, one by one

I _WB: the words AND the bytes are exchanged. The 2 previous modifiers ¢
applied.

(See table below)

Thus, for example, the 0132 _ W6 notati
and 2 will be exchanged with bytes 3 and 4.
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Info4

Name

Tag

CoefA

CoefB

Unit

Action
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Similarly,

the oU16_B&6é6 notation indic
exchanged. T [ 0

h
his i s a Little endian/ B

This field contains information specific to the protocol used on the device. Refer to th
specific protocol documentation below.

Contains the variable name, which is free form as long as it is unique.

Contains anidentification making it possible to use the variable in scripts. (Calculatior
of totals, issuing of commands to multiple devices, etc.). This name must be unique t
allow unambiguous identification and use in the scripts.

Contains the multiplier to apply to the variable so that it complies with the uni
described in the ounitdé field. This m
poi ot 0.

Contains the offset to apply to the variable so that it complies with the unit describel
in the ounité field. This offset is a

Factors A and B will contain the appropriate value by default if it is known, otherwise
is 1 and B is 0. If the values are missing, these values will be considered to be 1 ar
0.

The factors are there to inform users and are not applied on the data sent in the dat
files. This operation is to be carried out by the operators who, if they want to conve
the sent raw dat a, wi || have to apfapty
obtain a value in the unit given in t

These factors are applied to the values used by the scripts and by the retur
mechanism to a display to obtain a va

Contains therequired unit. As for the factors, this field contains the appropriate
information if it is known, otherwise the field is empty. This field is information for the
user and it is up to the client to make sure it matches the entered A and B factors.

Contains the code describing the processing to be carried out by the product on th
variable when the files for the IS are created.

The possible actions are:

9 0: variable disabled. The variable will not appear in the data files

1 1:the variable is of the parameter type. It will not therefore appear in the data files

1 2: the variable is of the min/max/mean type. In that case 3 files fields will contain
this variable in the data file to log the minimum, maximum and mean value for this
data.

1 4: the variable is of the instant value type. The data read at collection time will b
stored in the data file using a single field.

1 6: the variable is equivalent to a variable defined with code 4 as far as acquisitiol
is concerned. But the variable will also be targeted by an instant collection usin
the "getData" command.
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1 7: the variable is equivalent to a variable defined with code 2 as far as acquisitiol
is concerned. But the variable will also be targeted by an instant collection usin
the "getData" command.

1 8: the variable is of the alarm type. When a change in the value of this variable |
detected, an alarm is triggered. The data read at collection time will be stored i
the alarms file using a single field.. A connection is immediately triggered to sen
the file.

1 9: the variable is equivalent to a variable defined with code 8, so it is an alart
However, the alarm file containing the new value will not be uploaded until the ne
connection to the server (scheduled or manual). There is no automatmnnection
for this action code.

oOSwap" modi fiers can be used to adapt to any type
differently to make it compatible with the file format generated for the server.

List of authorised modifiers according to the value type:

1 U8 No OswapoO6 m
1718

i String

1 Bits

1IP

1 IPV6

1 MAC

1 Ui16 B OXAABB\ OXBBAA
1 116

1 U32 B OxAABBCCDE 0xBBAADDCC
1 132
1 F32

1 U32 w OXAABBCCDB® 0xCCDDAABB
1132
1 F32

1 U32 _WB OXxAABBCCDA OXxDDCCBBAA
1132
1 F32

1 U64 B OXAABBCCDDEEFF11220xBBAADDCCFFEE2211
1 164
1 F64

1 Ue4d \W OXxAABBCCDDEEFF112Dx1122EEFFCCDDAABB
1 164
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1 F64

1 U4 _WB OXAABBCCDDEEFF11220x2211FFEEDDCCBBAA

1 164

1 F64
The o0l nfoldé, ol nfo2é, 0ol nf o 3pdotoaochadd ace theréfavetanfighiredeas falevs:a r
3.1.2.2.21 10

Infol Input/output type. The authorised values are:

1 1: analogue input (010V or 420mA)
1 2: digital input
9 3: switching relay output

Info2 Input/output number. The authorisedvalues are:
12 to 4: if o0lnfold equal to 1 (analog
12 to 3: if o0lnfold equal to 2 (digita
1T2: if olnfold equal to 3 (switching r
Info3 Clarification on the input or output type.
f1rf olnfold equal sauthorited valdsarggue i nput ),
A 1:analogue input of the 420ma type
A 2: analogue input of the G10V type
frf olnfold equals 2 (digital input),
A 1: Discrete input
A 2: SO pulse input

f1f o0l nfo36 equals 3 usedel ay type), thi

Info4 Not used

3.1.2.2.2.2 Modbus

Infol The type of register read. This type results in the function codes that will be used to ret
and write the data.
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Info2

Info3

W web‘dyn | 71

The authorised values are:

M1 :coailo . The modbus r e adO0Ox®@luThe virite dunction codeewill
be0x05

7 2 :discreteinputd . The Modbus r e a dxOR This typeiisased te
read inputs. Writing is therefore not possible.

1 3:holdingregisteb. The modbus r e a dx08.Theoevtite functionc
code will be 0x10

T4:inp@t6. The modbus r e a @x04. Asrthistypeadstor ipot ceading
there is no associated write function.

Address and size of the register or input to read. The possible forms are as follows al
depend on the "Info3" variable type:

1 Register address. This is thenost common case. Here, we find the register address
in its classic format. Exampl e: 0400
40000.

9 Register address and size. This format is used to indicate the size of the data to t
read, expressed in bytes. This format is used to read character strings for example.

The format is the following: Register address_Size. Thus, for example, the val
040000 106 configures a variable of
bytes long.

If the type is "U8" or "I8", the "Size" information corresponds to the offset to be applie
to the register to obtain the information.

Thus, for example, for an ®it integer (1 byte), the value "40000_1" implies that the
2nd byte is to be read from modbus register 40000.

1 Register address, ler bit and number of bitsThis format is used to indicate the
register at which a bit field starts and the bit field size. Note that if the number of bits
is 1, there is no need to indicate the number of bits.

The format is the followingRegister address_1st bit_Number of bitsThus, for example,
the value 040005 _4 86 configures a va
its 4th bit and is 8 bits long.

Similarly, the value 040008 16 conf ¢
40008 at its 1st bit and of which the value is only 1 bit long considering that the numbt
of bits is not indicated.

Variable type.
The authorised types are the following:

9 U8: unsigned integer on 8 bits (1 byte)

9 U16: unsignedinteger on 16 bits (2 bytes, or 1 register)

9 U32: unsigned integer on 32 bits (4 bytes, or 2 registers)

9 U64: unsigned integer on 64 bits (8 bytes, or 4 registers)

1 18: signed integer on 8 bits (1 byte)

1 116: signed integer on 16 bits (2 bytes, or 1 register)

1 132: signed integer on 32 bits (4 bytes, or 2 registers)

9 164: signed integer on 64 bits (8 bytes, or 4 registers)

9 F32: floating on 32 bits (4 bytes, or 2 registers)

9 F64: floating on 64 bits (8 bytes, or 4 registers)

TString: the variable is a character
should be used for the o0l nfo2¢é field
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Info4

TBits: the variable i1 s of the bit fiel
bitsdé notation should be used for the

1 IP: the variable is of the IP V4 address type and is therefore coded on 4 bytes
registers)

9 IPV6: the variable is of the IP V6 address type and is therefore coded on 16 bytes
registers)

TfMAC: the variable is of the MAC addre
on 6 bytes (3 registers)

Note that the integer types can be modified by adding a suffix
The authorised modifiers are:

1 _W: the words are exchanged, i.e. the variable register content is exchanged in 2 by
blocks

1 _B: the bytes are exchanged, i.e. the variable register content is exchanged in byte
one by one

1 _WB: the words AND the bytes are exchanged. The 2 previous modifiers are applie

(See the table in the above explanation of the definition file content above)

Thus, for exampl e,inditateethaditlis3a2varidde ofrvbithaytes @
and 2 will be exchanged with bytes 3 and 4.

Similarly,

the oU16_B&6é6 notation indice
exchanged. Thi [

is is a oLittle endian/ Bi ¢

Scale Factor

When the variable was generated automatically by SunSpec detection, this field
contains the variable name that determines its scale factor when applicable.

When the configured variable value is calculated, the read variable will have its deaiim
point position offset by as many digit:
The formulaisvar*166 wi t h ovar 6 being the vari a

variable value indicated by the 0o0scal e
For example, for a variable ovarlo6 witt
I f ovarl6 is equal to 012346 and oO0sf v
be offset by 3 digits to the right to ¢
I f ovarldé is equwudr ltd fdPR3B814 ditea wak c © snfa | \
be offset by 2 digits to the |l eft to ot

Modbus Frames: Modbus requests are grouped whenever possible, meaning that contiguc

to the maximum. On the other hand, when there is a free memory zone between 2 variables,

& variables are processed using the minimum number of requests using the allocated resourc

concentrator will generate 2 frames and will not attempt to group the 2 variables together in
single request.
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3.1.2.2.2.3 Proprietary protocol

Infol (see specific proprietary protocol appendix)
Info2 (see specific proprietary protocol appendix)
Info3 (see specific proprietary protocol appendix)
Info4 (see specific proprietary protocol appendix)

3.1.3 Updates
To update using the server:

9 Place the newfile on the server in the "BIN" firmware directory, as follows:

Site distant : | SPMO146B6/BIN w

- PMOT46B6 -
..... ALARM

..... CMD
..... CONFIG
..... DATA

----- LOG
----- SCRIPT v

MNom de fichier Taille de fi... Type de fichier Derniére medification  Droits d'accés Propriétaire...

D wgapp_3.02.4161%.5pm 5379390 Fichier SPM

1 Modify the "_config.ini" file in the "CONFIG" configuration directory:
A Put the binary name in the OBIN_FileNamed fi
A Put the binary validation checksum that was
If the example below, the modified lines will therefore be:

BIN_Checksum=ec97aah9a0f112918ce24a494d2fe141
BIN_FileName=wgapp_5.0.2.41619.spm

3.2 Embedded web interface

To access the concent r atfolowdhe stepabblemd ded web i nterface

1 Launch the web browser: the web interface is compatible with the latest versions of browsers: Firefox,
Chrome and Edge. Older versions may work but they are not supported (IE 7 for example).
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1 Enter the concentrator IP address in your browser (the default addresshgp://192.168.1.12 for LAN1
and http://192.168.2.12 for LAN2) to access the WebdynSunPM home page. (see sectagh5: Etldernet

interfaced )
IP address 192.168.1.12 192.168.2.12

1 An authentication window is displayed:

WW webdyn

HMFlexitron s
Username
Username
Password

Password

Name of datalogger: WPMO146B6 Firmware: 5.0.2.41619
Model: WebdynSunPM 4G Serial number: 014686

Enter your login and password:

userhigh high

Password:

To secure access to the concentrator, we recommend changing the default passwords
following the first configuration. Passwords are modified using the web interfaced¢
section3.2.5.1.2: Padsword Jr using the configuration filegee section3.1.2.1.1: 0 9

Ul D>_confgig.inidé file
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http://192.168.2.12/

1 The Home page is displayed:

VW webdyn

Dashboard Dashboard

Network

1 Site information

Monitoring

Device names Status
Ethernet
Serial
Meter1 » Nok
Device
Serial 1
Server
inverter1 ® Mok
B Control
Inverter2 ® Mok

€3 System

Input / OQutput

Settings digital ° Ok

Actions

Aot ® Errors (-
Time Device Description
24/05/03-09:37:36 Meterl TCP error: Modbus TCP connection failed (address 172.20.0.8:502, error 111)
24/05/03-09:37:36 inverteri Timeout:
24/05/03-09:37:37 Inverter2 Timeout:

® Alarm in progress

|

Time Device Variable Value

The "Dashboard" menu provides information about the site and the concentrator, as well as general device status,
current alarms and communication errors.

Essential site information is at theop of the screen.
Theidentifier panel contains a list ofconfigured devices and their status.

The possible device statuses are:

Status Description

Ok The device has been found or the current configuration is operational.
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Nok The device has not been found or the current configuration is not operational.

The device has been found but one or more variables in the definition file are nc
operational.

Unknown Device status unknown.

Click on a device to go directly to its configuration page.

The "Errors" panel is used to display the list of errors detected on the different configured devices. Clicking the
trash icon in the panel resets the list of detected errors. In that case, all new errors will be displayed.

Further down, the'Alarms in progress" panel contains the ongoing alarms.
There are 2 buttons on the web interface banner:

1 "Guides: for help with installing and operating the concentrator.

1 "Quick Setup": used to trigger a quick installation aid for the concentrator.

3.2.1 Quick Setup

To make it easier to configure the WebdynSunPM, the concentrator includes a function to configure the different
network interfaces and device configurations with an automatic device discovery function and the option of
activating services builtintointoh e concentrator. O0Quick Setup" simpl:.
the installer through simple steps.
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WW\ webdyn

B8 Dashboard Network Server Serial Detect or add device Control Change password
L]

@ Network >

Local network

2= Monitoring >

M@ Control

Lan 2

i DNS1
& System
192.168.1.12 LR X. 5.1
MNetmask DNS2
255.255.255.0
Gateway

192.168.1.1

Fine save
Log - “

OQuick Setupd has 6 steps:

1. " Net wor ko: Used to configure the Ethernet and Mo
2. "Server 6: Used to configure the connection to th
3. "Serial 6: Used to configure the serial ports on
4 "Detect or add deviceo: Used to add or detect th
5. "Control 6: Used to activate the services on the
6. "Changgpasswordoé: Used to change the web interface

To move on to the next step, press the "Next" button on each page. In the final step, a message indicating that
the Quick Setup is complete is displayed with a button to redirect to the concentrator's main Dashboard page.
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W\ webdyn (® cuoes )

Dashboard

& Network

Monitoring

9

Control
Congratulation!
System Quick Setup successfully completed.
All settings can be viewed and adapted later
from the general configuration menu.

Go to dashboard

Logout

3211 " Net wor ko
The oOLocal Net wor ké part is used to configure the

concentrator. These Ethernet interfaces make it possible for the concentrator to be part of 2 different Ethernet
networks. See sectior8.2.2.1: cEthernet (Local})

VWM webdyn

& Dashboard Network Server Serial Detect or add device Control Change password
L]

i=¢ Network

Local network

Monitoring >

Control

Lan 2

b DNS1
System
192.168.1.12 8.8.88
Netmask DNS2

255.255.255.0

Gateway

192.168.11

Ping “
oo
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The OoOMobile networkéd page is used t o c oseefsecgon3.2e2.2:t he
dModem (Mobile)) To use the modem, the SIM card must be inserted into the produséé section2.4.2.2: SId
cardd).

VW webdyn

Dashboard Metwork Server Serial Detect or add device Control Change password
-

2 Network >

Mobile network

Monitoring >

@ PIN code configuration
@ Control

PIN code PIN code status

£ System
PIN code OK

o

= Modem configuration

APN Authentification type

fot.1nce.net None -
APN login APN password
DNS SMS server

e

2 Modem information

|

Model Firmware version
EG915U EG915UEUABRO2A05MO8
IMEI number MSISDN number
866344051872948 901405101882638
Network type RSSI
4G Il Good
Carrier name dBm
OrangeF -79
IP address csQ
17
Current DNS Current SMS server
+882285000016868

Scan

N.

Logout

Back

I

3212 "Serverod

The o0Server setupdé page is used to configure the 2
synchronisation times. This synchronisation can also be carried out locally on an SD cé8de(sectior8.2.3.3:
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dServe)

wWWA webdyn

Serial

Dashboard Ne Server
.

Network

Server setup

Monitoring >

@ Control

Server 2 Interface

& System

Ethernet

Credentials

Address

ftp.webdyn.com

Port

21

Login

Webdyn

Password

password

Additional settings

2 steps for put file disabled

O

B Enable data file header option

[ European data format

[ Synchronise certificates
[ Enable advanced data option

[ Dump gateway logs

[ Enable web services

Web services URL

A Logs

There are no logs yet

Mode Start time End time

00:00 00:00

Everyday -

1440

Quick Setup

Control

Detect or add device Change password

O

Type

- FTP -

Directories

Configuration directory

/PMO146B6/CONFIG

Alarm directory

/PMO146B6/ALARM

Log directory

/PMO146B6/LOG

Binary directory

/PMO146B6/BIN

Certification directory

/PMO146B6/CERT

Data directory

IPMO146B6/DATA

Command directory

1PMO146B6/CMD

Definition directory

1PMO146B6/DEF

Script directory

/PMO146B6/SCRIPT

Interval (min)

Edit
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3213 "Serial 6

The o0Serial portsdé page is used to configure 3 RS48
and output. (see sectiorB.2.3.1: dSerial linko)

VWM webdyn

8 Dashboard letwo Serve Serial Detect or add device Control Change password
.

@& Network >

Serial ports

& Monitoring >

@B Control

Serial 2 Set from device brand

€ System
Serial 3 None (Manual modbus settings) - m

Mode

RS485 2 wires -

Baudrate

9600 -

Data bits

8 -

Parity

None -

Stop bit

1 -

More options  »

seve

Logout

3214 " Det ect or add devicebo

The "Device" page is used to configure devices manually or by detecting th¢®ee section3.2.3.2: Devices)
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WA webdyn

Dashboard Metwork Server Seria Detect or add device Control Change password
.

& Network >

Device

& Monitoring

= Category Inverter
@ Control

Inverter
& System

Meter

Input / Output

Detect device

Add device

Diagnostic

foc

B Logout

3215 "Control 6

The "Control" page is used to manage services (script§eé sectior8.2.4: Controb)

VW webdyn

Dashboard Network Server Seria Detect or add device Control Change password
.

& Network >

Control

&= Monitoring

@ Services
@ Control

Name Description Version License Status
€ System
ActivePowerRegulation-V1... Active power regulation 1.03 Missing/Invalid Disabled
AfficheurSiebert_V3_00 SCRIPT AFFICHEUR 3.0 Not required Disabled
GenSet-V1_04 Generator 1.04 Missing/Invalid Disabled
RD244-V2 24 Grid control power Spain 224 Missing/Tnvalid Disabled
RelayControl V1_01 Relay Control 1.1 Mot required Enabled [ @)

Add script/licence file
8 Logout

3216 "Change Passwordo

The oOPasswordé page is used to modify the password
3.2.5.1.2: dPasswordad)
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VW webdyn

I8 Dashboard Netwo Servel Se Detect or add device Cont Change password
.

# Network >
@ Password

&= Monitoring >

Old password New password Confirm password

@ Control

£ System

2 Logout

3.2.2 Network

All the concentrator network settings are grouped
into two subparts on the menu.

| HEDEShE

& Network

Local

Mobile

&= Monitoring >

@ Control

& System

3.2.2.1 Ethernet (Local)

The 0L o4anud used to configure the 2 Ethernet interfaces (LAN1 and LAN2) available on the
concentrator. These Ethernet interfaces make it possible for the concentrator to belong to 2 different Ethernet
networks.6ee section2.4.5: dEthernet interface) )

contact@webdyn.com webdyn.com
WA webdyn | 83 V5.03 subject to modifications| Webdyn © par Flexitron Group


mailto:contact@webdyn.com

To be able to run a ping test on the gateway IP address, it must have been entered and the configuration applied

before

WA webdyn

| HEEE L ET

i Network

Local

Mobile

Local network

Lan2 P

172.20.11.109

& Monitoring > Netmask

@ Control

& System

Logout

c

255.255.0.0

Gateway

>
172.20.0.1

Ping

7. Quick Setup

DNS1

172.20.0.2

DNS2

DNS2

=y -

cking the 0Pingé

The 2 Ethernet interface settings are:

Web interface

Netmask

Gateway

DNS 1

WV Wepgyn | 84

Parameter in the <
UID> daqg.csv  configuration

file

mask

gateway

dnsl

button.

Description

IP address at which the concentrator is
accessible using the Ethernet network.

Your Ethernet network subnet mask. This mask
limits the Ethernet network to defined IP
addresses and separates the network ranges
from each other.

Your Ethernet network gateway address. The
gateway address is the IP address for the device
that connects to the internet. The address
entered here is usually your ADSL/fibre router
address.

DNS 1 server. DNS (Domain Name System
servers translate explicit internet addresses (for
example, www.webdyn.com) into their
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corresponding IP addresses. Enter the DNS
server addresses you received from your
internet service provider (ISP) here. You can alst
enter your router IP address. You can also use
the google DNS: 08. 8.

DNS 2 dns2 DNS 2 server. If the DNS1 server fails.

If your local network is managed by a network administrator, contact them before including t
WebdynSunPM gateway in your network.

3.2.2.2 Modem (Mobile)

The 0 Mo bpartieuded o ednfigure the modem and get network information. To use the modem, the SIM
card must first be inserted into the productgee section2.4.2.2: 6SIM cardd ) .
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VWA webdyn

8 Dashboard Mobile network

& Network

@ PIN code configuration

Local

PIN code PIN code status
Mobile PIN code PIN code OK
== Monitoring

@ cControl

£ System

# Modem configuration

APN Authentification type

fot.1nce.net None -
APN login APN password

APN login (if required) APN password (if required)
DNS SMS server

DNS (if required SMS server (If required)

% Modem information

|

Model Firmware version
EG915U EG915UEUABRO2A05MO8
IMEI number MSISDN number
866344051000000 901405101000000
Network type RSSI
4G all Excellent
Carrier name dBm
OrangeF -57
IP address c5Q
100.75.99.94 28
Current DNS Current SM5 server
8.8.8.8 +882285000016868

Logout

The modem parameters are:

Web interface Parameter in the < Description
UID>_dag.csv  configuration

file

PIN code pin The SIM card PIN code to be
entered if it has one
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APN

Authentification type

APN login

APN password

SMS server

DNS

W web‘d‘yn | 87

apn

authentication

login

password

server

dns

Your mobile oper
(required for an IP connection)

Operator  authentication  type
(optional depending on the
operator):

1 None no authentication.

1 PAP PAP type
authentication The login and
password must be entered
below.

1 CHAP CHAP type
authentication The login and
password must be entered
below.

1 Both: CHAP or PAP type
authentication. The login
and password must be
entered below.

Your mobile oper
(optional depending on the
operator)

Your mo b i | epasswore |
(optional depending on the
operator)

Text messaging centre. The text
message centre is used to manage
text messages from the
concentrator. Enter the phone
number for the text messaging
centre you want to use instead of
your mobile service provider. For
example: 0+33989

DNS server. DNS (Domain Name
System) servers translate explicit
internet addresses (for example,
www.webdyn.com) into  their
corresponding IP addresses. Enter
the address of the DNS server you
want to use instead of your mobile
service provider. For exampleyou

can use the goog
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( )
& To find out the information to enter to configure the modem, contact your SIM card provider.

& When an APN is correctly set, the ®nnection to the mobile network is permanent.

\. J

The OPIN code status 6 gives information about t

The modem can access the SIM card. Either the SIM card PIN code is

PIN code OK correct or the SIMcard has no PIN code.
The SIM card expects a code. The
field
Miscellaneous modem errors.

PUK code required The SIM card is locked due to too many incorrect attempted codes.

SIM cardnot inserted There is no SIM card in the concentrator.

incorrect, the SIM card can lock.

If the SIM card has an activated PIN code and the PIN code entered into the concentrato
It can be unlocked using a mobile phone using the PUK copvided by the operator.
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The displayed modem information is:

% Modem information ?

Model Firmware version
EG915U EG915UEUABROZAOSMOB
IMEI number MSISDN number
£66344051000000 901405101000000
Network type RSSI
46 Jll Excellent
Carrier name dBm
OrangeF -57
1P address csQ
100.75.99.94 28
Current DNS Current SMS server
8888 +882285000016868

This information is:

Modem information Description

Model The model model built into the concentrator

Firmware version

IMEI number

MSISDN number

Network Type
RSSI
Carrier name

dBm

WV wet;c!y_n | 89

The firmware version for the model built into theoncentrator

Unique international identification number for the modem built into the
concentrator

Inserted SIM card MSISDN number used to uniquely identify a subscription
on a mobile network. (subscriberd:

The type of network to which the modem is connected (2G/3G/4G).

I ndication of the modemds recepti:

The name of the operator to which the modem is currently connected.

Signal levelreturned by the modem interpreted in dBm o013 to -51

contact@webdyn.com webdyn.com
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IP Address IP address assigned automatically by the mobile operator

CSQ Reception signal level returned by the modem of O to 31
Current DNS DNS address currently used by the modem connection.
Current SMS server Text messaging centre currently in use.

3.2.3 Monitoring

Al l the concentrator monitoring is grouped together
sub-parts on the menu.

I8 Dashboard

i Network

&= Monitoring v

Serial

Device

Server

@ Control

& System

& Logout

3.2.3.1 Serial link

The 0ser i al d¢onfigare the 3IRS48%/422sdrialtparts which each have their own configuration and
output. (see section2.4.6: RS#85/RS422 Serialinterfaced)
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WA\ webdyn

Monitoring

Serial 2 Set from device brand

Serial Serial 3 Nene (Manual modbus settings) - @

Device Mode

RS5485 2 wires -
Server

Baudrate

@ Control
9600 -

& system Data bits
8 -

Parity

None -

Stop bits

1 -

More options ¥
Inter frame (ms)

0

Forwarded TCP port

orwarded TCP port

Dashboard Serial pOI‘tS
& Network

LDgour “

The possible settings for each serial port are:

Web interface Parameter in the Description
<uid>_dag.csv configuration

file

Set from device brand protocol The protocol type for this serial
interface:

1 None (Manual modbus
settings}) serial port
configured in modbus
RTU mode

1 Inverter brand

ABB

Cefem

CyberPower

DELTA

Fronius

Goodwe

Growatt

Huawei

Ingeteam

KACO

Kaco Modbus

O O0OO0OO0OO0OO0OO0OO0OO0OO0OOo
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Mode

Baudrate

Data bits

Parity

Stop bits

Inter frame (Ms)

W web‘dyn | 92

wires

baudrate

data_bits

parity

stop_bits

interframe

Kostal

SAJ
SMANET
SolarEdge
SOLARMAX
Solis
Sungrow

O O0OO0OO0OO0OO0Oo

(see specific proprietary protocol
appendix)

Serial interface mode:

1 RS485 2 wires Half
Duplex (2 wires) RS485
serial connection

1 RS485 4 wires Fulk
Duplex (4 wires) RS485 or
RS422 serial connection

Serial connection speed in
bauds:

1200
2400
4800
9600
19200
38400
57600
115200
230400
460800

= =4 =8 -8 8 8 _9_9_9_9

Number of data bits:
1 7
1T 8
Serial connection parity:

1 None:no parity
1 Odd odd parity
1 Even even parity

Number of stop bits:
7 1
1 2

Waiting time between 2 frames
exchanged on the serial port.
This time is expressed in ms.
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See section3.1.2.1.3.3: Sedial
port configurationd

Forwarded TCP port forwarded_port Forwarded TChort.

If there is a value in this field, the
concentrator opens a
modbusTCP port on the entered
port number.

When  modbusTCP  devices
connect to this port, all sent
requests are directly forwarded
to the modbusRTU bus and the
response is returned to the
connected device using this
modbusTCP port.

This option is used to create a
communication tunnel between
modbusTCP devices and the
local modbusRTU network.

The requests are slotted
bet ween the con
internal monitoring requests.

The "Set serial" button automatically sets the default parameters for a device manufacturer. In that case, the
parameters are prefilled with the default parameters for the selected inverter brand.

If the inverter default parameters have not been madified, it is then possible to validate the serial port
configuration. Otherwise, its parameters should be adapted to those set in the inverter.

3.2.3.2 Devices

Devices can be added configured in several ways:

1 By editing or importing existing concentrator files, as described in secti8rl.2.1.3:"0 < Ul D> _dag
file"

1 By running automatic device detection from the web interface or using a command text message

1 By manually editing the configuration using the web interface

Device configuration using the web interface and wi:
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VW webdyn

13 Dashboard DeVice

i Network

2= Monitoring

Inverter

Huawei

Serial Meter

Device Input / Output

Server
Detect device

M@ Control

Add device

£ System Diagnostic

Logout

By default, devices are split into 3 categories:

1 Inverter. Includes all the inverters managed by the concentrator.
1 Meter: Includes energy and other meter types.
1 Input/Output: Includes the devices connected to the concentrator inputs and outputs.

New categories can bereated from the device definition file.§ee sectior8.1.2.2: dConnected device
definitiond

3.2.3.2.1 Automatic inverter detection

The concentrator can automatically detect a certain number of Inverters meeting specific standards. These
Inverters are the following:

1 Supported Modbus inverters:

o ABB
Cefem
CyberPower
Fronius
Goodwe
Growatt
Huawei
Ingeteam
Kaco
Kostal
SAJ
SMA
SolarEdge
Solis

0 Sungrow
1 SunSpec The modbus Inverters in the tables meeting the SunSpec standard specification

(http://www.sunspec.org/) can be detected and configured automatically using thgthernet (Modbus TCP)
or serial (Modbus RTU) connection.

91 Proprietary protocol: (see specific proprietary protocol application note)

OO0OO0OO0OO0OO0OO0OOOCOOOO
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3.2.3.2.1.1 Detection of a supported or Sunspeccompatible inverter

The automatic detection of an inverter from a supported brand requires the following steps:

M Connect the inverter to the concentrator on one of the serial connections or on the Ethernet network

1 Check the device configuration:
A For serial connections, check that the configuration is the same on the concentrator and the device.
A For an Ethernet connection: check that the network configuration is compatible between the two
devices.
T Go to the o0Deviced page and click the oDetect de

VW webdyn

18 Dashboard DEVice

i Network >
= Category Inverter
Inverter .

&= Monitoring v

Huawei

Serial Meter

Device Input / Output

Server
Dete

Control
- Add device

& System Diagnostic

Logout

1 The detection page is displayed:

@ Launch device detection

Interface

Serial 1 - Serial 1 settings: Modbus, 9600, 8, N, 1 Change Serial 1 settings

Brand

Number of devices

1

Additional settings v
Timeout (ms)

500

Start detection

A Select the interface you want to use to detect
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Interface

Serial 1 -

Serial 2
Serial 3
LAN 1
LAN 2

TIC

The interfaces are of the "Serial", "LAN" or "TIC" (USB accessory) type

For each interface type, the parameters are displayed along with a link to the WEB page on which
they can be changed.

Serial:

Interface

Serial 1 - Serial 1 settings: Modbus, 9600, 8, N, 1 Change Serial 1 settings

LAN:

Interface

LAN 2 - IP:192.168.2.12, mask: 255.255.255.0 Change LAN 2 settings

A list of device brands is proposedepending on the interface and configured protocol.
For example:

Brand

SunSpec
sunSpec i
ABB other inverters I

ABB PVl inverters

Cefern
CyberPower

Fronius

The inverters can be detected either by brand (whether SunSpec or not) or by the SunSpec protocol.

When the inverter brand is taken into account, it is advisable to use detection by brand so that all
inverters of the brand can be detected, whether they are Sunspec or not.

A Enter the number of devices to detect in the

The O0Ti meoutd parameter can be used to mo
& a response sent late by a device. However, it is advisable not to set too high a value, as it cc

considerably slow down the automatic detection.

T Then click the o0Start detectiond button to | aunc
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@ Logs

2024-02-06 13:24:25
2024-02-06 13:24:25
2024-02-06 13:24:25
2024-02-06 13:24:25
2024-02-06 13:24:25
2024-02-06 13:24:25
2024-02-06 13:24:25
2024-02-06 13:24:30
2024-02-06 13:24:30
2024-02-06 13:24:31
2024-02-06 13:24:36
2024-02-06 13:24:36
2024-02-06 13:24:36

e

Scan device @247

Failed to scan 247 : Definition file problem.
Found 0 devicesin9s

--- Search terminated —

--- Search for Huawei Modbus V2 devices on Serial 2 —

Estimated time : 2mn 3s

Scan device @1
Device found @1
Scan device @2
Scan device @3
Device found @3

Found 2 devices in 10 s

--- Search terminated -

®

The first progress window lines show the detection start date and time and an estimate of the detection

time.

The displayed messages are used to monitor progress. The example above is for SunSpec detection.

SUNSPEC detection:

Thedetection progress is displayed on the web page.

A

ONON SUNSPEC device
the indicated modbus address:

foundd means that a n

2023- 02- 03 9:56:10:NON SUNSPEC device found at @1 192.93.121.23:502

A

This means that a modbus device that does not meet SunSpec specifications was found at
I P address 0192.93.121.236 with modbus ad
mo db u:

0SunSpec device foundé that a

detected at the indicated modbus address:

means

2023- 02- 03 09:56:21:SunSpec device found at @126 192.93.121.23:502

This means that a modbus device that meets SunSpec specifications was found at IP
address 0192.93.121.2306 with modbus addr e

OFound tabled means that a SunSpec tabl e
line then indicates the table identifier, its size claimed by the device as well as technical
information on the device and the modbus start register for the table:

2023- 02- 03 09:56:21:Found table 1:66 at 40004@126 192.93.121.23:502

A

Means that table identifier 016 of size
device at | P address 0192.93.121.2306 at r
OEnd of SunSpec detectiond means that Sun

the number of detected devices:

2023- 02- 03 09:56:53:End of SunSpec detection on ethernetl. 1 devices found.
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SunSpec detection successfully completed on the Ethernet interface. 1 device was
detected.

Detection by brand:

Search for Huawei Modbus devices on ethernet
Estimated time : 2mn 3s
Device found @1 172.20.12.49:502s
Found 1 devicesin2s

Search terminated

T I't is always possible to interrupt detection by
advisable, as somalevices can be disrupted if detection is stopped in the middle of a discovery:

0
Abort detection
N J

On completion of detection, the last detection page is used to view all the detected devices and, eventually,
to add them to the configuration.

Add detected devices

Manufacturer  Model Serial number  Slave address Definition file
Huawei 17 2235895 1 Webdyn HUAW...
Huawei 17 2239547 3 Webdyn HUAW...

Add

This screen therefore displays all the detected devices as well as a certain number of data read from the
Sunspec device tables (model, serial number, address, manufacturer) as well as the associated definition
file name.

There is also a checkbox at the right to select the devices to add to the configuration. Note that if the
detected device is already part of the configuration, the checkbox is not checked by default. Otherwise the
checkbox is checked for automatic additian

Once the devices have been selected, a click on
concentrator and the device appears in the configured devices.

When detection is carried out by brand, the generated definition file complies with the variables described
in the technical documentation supplied by the inverter manufacturers.

When the detection is SUNSPEC, it is a dynamically generated file based on the tables described by the
SUNSPEC consortium and implemented by the inverter manufacturer.

The variables for this new device will be generated according to the detected SunSpec tables. For each
detected SunSpec table, the following variables will be created:

i <idTable>_tableld this variable will contain the table identifier in 1&it integer numeric format
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1 <idTable>_tableSizethis variable contains th
format

e table size in number of registers, in 48t integer

1 <idTable>_<variableName>for each variable in the table declared in the SunSpec standards, a
corresponding variable will be associated with the device. The variable name will be composed of
the table identifier followed by the variable name

1 <idTable>_<repeatBlock>_<variableName>for variables that come from a repeating block, the
variables are created using the table identifier, the repeat number and the variable name so that

the generated name is unique.

By default, the generat

ed variables are of t he

equal to 1, except for variables for tabled01, 102, 103, 111,112, 113, 123, 160 and 401 which will be

created using the 0l4dmme

di ated type, i .e. code

It should also be noted that the following variables will have a tag automatically applied:

= =4 —a -9

Note that if the device already existed in the configu
device is notoverwritten. A new device is created
different.

If the user does not add any devices, this list is del
changed.

3.2.3.2.1.2 Proprietary protocol device detection

(see specific proprietary protocol application note)

3.2.3.2.2 Manual device management

WMaxLimPci n t abl e TradPwriPercend t thaeg O
WMaxLimPct RmpTms n t abl e WMaxLimRctsRmpTns ©ag
WMaxLimPct_ Ena n t abl e WMaxLilRctsEnd htea @
VarPct Mod n t abl e MABct Mads ttalge 0

ration and the user forces a hew import, the previous
in addition to the pexisting device if the name is

eted when a new detection is run or the web page is

Devices can be managed manually using the web interface.

Everything is managed from
3.2.3.2: Devices).

3.2.3.2.2.1 Add a device

To add a device, first cl i
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the OMonitori ng (seeseationan d

ck the OAdd deviced butto
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WWW\ webdyn

Device

Dashboard

& Network

= Category

Monitoring
Inverter

Serial Meter

Input / Output

Device

Server
Detect device

@ Control

Diagnostic

€ System

Logout

Huawei

2+ Quick Setup

The next page is displayed:

™ Device Parameter

Name

Name

Acquisition period (s)

600

Slave address

Interface

Serial 1

Timeout (ms)

Slave address 1000
Device definition file
From list
Definition file lis Apply
Or
From brand
EI.::”: B m
Or
Upload a file
< File Apply
Category Manufacturer
Category Manufacturer
Model Definition file
Definition file

Mode
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On this form:

1 Enter a device name in theNameé" field. This value will be used on the web pages and on the MQTT servers.
The name must be unique.

1 If necessary, adjust the device acquisition period in thé&¢quisition period field. The acquisition period is
the period during which data is recorded in the file (device collection is continuous). It is expressed in

seconds.
1 Select the interface where the device is connected:
A Ethernet i f the device is connected to the Ethe
~ device
A Seriall, Serial2 or Serial3: if the device is connected to one of WebdynSunPM's serial ports. For
example, for a "modbus RTUO6 devi ce.

A Input/Output: if you want to configure an input or output available on the concentrator.

The following parameters differ depending on the selected interface.

= Device Parameter

Ethernet:

Name Interface
Ethernet
Acquisition period (s)
600
Slave address IP address
Port Timeout (ms)
1000
Device definition file
From list
Or
From brand
Or
Upload a file
4 File
Category Manufacturer
Model Definition file
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For Ethernet type devices, the following fields are also displayed:

)l
)l
)l
)l

ol P addeems®d the deviceds network | P address

0 P o: entepthe port number to access the device. Usually port: 502

0S|l ave adtdhe sksevi ceds address

"Timeout (msec.)': device noresponse timeout. If the device does not respond within this time limit, the
concentrator considers the request to have failed. This time is expressed in ms.

Select the device file to be added. There are possible 3 options:

Using adFrom list : list of all the definition files avai

Using aFrom Brand | i st : I i st of manufacturer protocol s
detection on the selectednterface. If the device is found, its definition file will be generated automatically.

Add a definition file Upload a filé": Used to add a definition file to the concentrator. Once the definition file
has been imported, it is automatically assigned to the device. This new definition file will be available in
the concentratords | ist of definition files.

automatically deleted by the concentrator the next time it connects remotely.

& All definition files imported into WebdynSunPM that are not used for 24 hours will t

The model, category and manufacturer are displayed when the definition file is loaded for the device and the device
iS communicating correctly.

To finalise the addition of the Ethernet device to the concentrator, simply click thedd " button.
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Seriall, Serial2 or Serial3:

m Device Parameter

Name Interface

Serial1
Acquisition period (s)
600
Slave address Timeout (ms)

1000

Device definition file

From list
Or
From brand
Or
Upload a file
2 File
Category Manufacturer
Model Definition file

For Serial type devices, the following fields are also displayed:

T 0Sl ave adtdhre sdsevi cebds address
1 "Timeout (msec.): device noresponse timeout. If the device does not respond within this time limit, the
concentrator considers the request to have failed. This time is expressed in ms.

Select the device file to be added. There are possible 3 options:

Using adFrom list : |l ist of all the definition files avai

Using aFrom Brandd | i st : i st of manufacturer protocol s
detection on the selected interface. If the device is found, its definition file will be generated automatically.

1 Add a definition file Upload a fil¢": Used to add a definition file to the concentrator. Once the definition file
has been imported, it is automatically assigned to the device. This new definition file will be available in
the concentratordés | ist of definition files.
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All definition files imported into WebdynSunPM that are not used for 24 hours will |
automatically deleted by the concentrator the next time it connects remotely.

The model, category, and manufacturer are displayed when the definition file is loaded for the device.

To finalise the addition of the Ethernet device to the concentrator, simply click thedd" button.

Input/Output:
Name Interface

Input / Qutput -

Acquisition period (s)

&00

Type Index

Analog input - -
Mode Action
Gain Offset

1 0

Set gain and offset from range

Unit Tag

Add

For Input/Output devices, the "Type" must be selected first:

1 "Analog inpub : Device connected to an analogue input.
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® Device Parameter

Name

Analog 1

Acquisition period (s)

600

Type

Analog input

Mode

Analog 4-20mA

Gain

4,375

Setgain and offset from range

Unit

Then configure thefollowing fields:
A dndexs: Select one

Interface

Input / Qutput -

Index

Analog 1 -

Action

Instant value -

Offset

-375

Tag

temperature

Add

of the concentrator's 4 anal

A OModed: Select whet helOVdaré26mAe qui pment i s O
A OActomb: Action associated with the input. The |

0 01l nst antheinpat Is of¢hé instant value type. The data read at collection time will be
stored in the data file using a single field..

o 0 Mi n/ Ma x / fhe iaputasgoethe: Min/Max/Average type. The data read at collection
time will be stored in the data file using three separate fields. Over the acquisition period, the
first field will store the minimum value, the second field the maximum value and thard field
will be an average of all the variables acquired over the period.

A "Set gain and oThébsteonautbmatcally corfigues tbeGain' and 'Offset’ fields.
To do that, simply enter the minimum value in th&Range mir' field and the maximum value in the
"Range max field for the connected device. Then press th&ét from rangé' button and the Gain'
and "Offset’ fields will be filled in automatically according to the entered parameters.

Set gain and offset from range

Range min

-20

Range max

50

Cancel Apply

Al

A 0Gaimb: Contains t

he multiplier to apply to the
the oUnito field.

This multiplier is a float.i

This factor is there to inform users and is not applied to the data sent in the data files. This field
can be calculated automatically using theRange mirt and 'Range max fields.

A Offsetb: Contains the offset to apply
ounito field. Thi
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to the inj

s offset is a floating poini
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This factor is there to inform users and is not applied to the data sent in the data files. This field
can be calculated automatically using theRange mirf and 'Range max fields.

A dUnitb: Local web site display unit. The value

A 0Tago: Contains an identification allowing t
calculation, sending orders to multiple devices, etc.). This name must be unique to allow
unambiguous identification and use in the scripts.

1 "Digitalinputb: Device connected to an analogue input.
Name Interface
Digital 1 Input / Output

Acquisition period (s)

600

Type Index

Digital input Input 1
Mode Action

Pulse A Instant value
Contact Tag

Normally closed sensor

Add

Then configure the following fields:
A dndexo: Select one of the concentrator's 3 digi
A oModeod Select whether the digital input type corresponds to the connected device.
The authorised values are:
o0 Dry Loop (Discrete)
0 Pulse B SO ee section2.4.7.2: Digital ONOFF/SO (pulsed) inputé
0 Pulse A SO see section2.4.7.2: Digital ONOFF/SO (pulsed) input§
A OActomb: Action associated with the input. The |

o 01l nst antheinpatis of¢hé instant value type. The data read at collection time will be
stored in the data file using a single field..

o O0AIl ar m o nthemnpubiofteed@larm type. When a status change is detected, an alarm
is triggered. The data read at collection time will be stored in the data file using a single field..

A Contacb: I ndicates the oOnormal 6 status of this
The possible values are:
o Normally open the input standby state is 0. When the input igctivated, its value switches

to 1.
o Normally closedthe input standby state is 1. When the input is activated, its value switches
to 0.
This difference is used on the web pages for display and in the scripts. It has no impact on the data

files.
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A 0Tagé: Contains an identification allowing t
calculation, sending orders to multiple devices, etc.). This name must be unique to allow
unambiguous identification and use in the scripts.

ORelayp : Device connected to the relay output
Name Interface
relay Input / Output

Acquisition period (s)

600

Type Index
Relay Output 1
Mode Action

Dry output Instant value

Tag

relay

Add
Then configure the following fields:
A dndexd : Concentrator relay output. Cannot be
concentrator.
A Modeb6: The relay is of the o0Dry outputoé contac
A OActiond :  Aasdociated with the output. The possible actions are:

0 01l nst anthe output isuoktide instant value type. The data read at collection time will be
stored in the data file using a single field..

A 0Tagb: Contains an identification allowing t
calculation, sending orders to multiple devices, etc.). This name must be unique to allow
unambiguous identification and use in the scripts.
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3.2.3.2.2.2 Deleting a device

To delete a device, first select the device category to display the device to be deleted:

Device
e
= Category Meter

Inverter

Input / Output

Detect device

[ Add device ]

meter : meter2

Diagnostic

There are 2 delete options.

Deletion from the device sub-menu:

meter : meter2 : 1
Duplicate
Delete 2

Click the device submenu icon for the device you want to delete, then seledDélete”.

A dialogue box is displayed requestingpnfirmation.
After confirmation, the device is deleted from the concentrator.

The modification will be carried over to the configuration files at the next server connection.
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Deletion from the device parameters:

Click the device to be deleted.

Device

Inverter
meter : meter2 1

Meter

Input / Output

Detect device

Add device

Diagnostic

= Device Parameter

Name Interface
meter2 Serial 1
Acquisition period (s)
600

Slave address Definition File

2 WPMOOC44F_meter.csv

Timeout (ms)

1000

&

Then click the More" button in the device parameters, and then on the trash icon under the device description:

oo -

A dialogue box is displayed requesting confirmation.
After confirmation, the device is deleted from the concentrator.

The modification will be carried over to the configuration files at the next server connection.

3.2.3.2.2.3 Editing a device

To edit a device, first select the device category to display the device to be edited:
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Device

‘@ m

Inverter

meter H meter2

Input / Output
& _J

Detect device

Add device

A

Diagnostic

Click the device to be edited.

Device

fnverter meter H | [ meter2 Jl l

Input / Output

Detect device

Add device

Diagnostic

= Device Parameter

Name Interface

meter2 Serial 1

Acquisition period (s)

600
Slave address Definition File
2 WPMOOC44F_meter.csv &

Timeout (ms)

1000

z

A's s o0 o0 n Ediédevicehparameters button is pressed, the device page changes. The device management

button bar switches to edit mode:
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=™ Device Parameter

Name Interface

meter2 Serlal 1

Acquisition period (s)

600
Slave address Timeout (ms)
2 1000

Device definition file

From list
Or
From brand
Or
Upload a file
% File
Category Manufacturer
meter Webdyn
Model Definition file
meter WPMOOC44F_meter.csv

ey
7ca el
b "y

It is then possible to modify the different device fields and thus change the name, the interface, acquisition period,
the model and the specific protocol parameters: IP address and port number for IP devices, slave address for
Modbus devicesacquisition period, etc.

Pressing the 0Saved6 button validates the new entry.
data entry form.

The device variables can also be modified by importing a new definition file. To do that, simply click on "Import new
definition file" in the "Device" dromlown menu and select the new definition fil§see section 3.1.2.1.3.5:
Declaration of devices to bamonitoredd. Once the file has been imported, reelect the definition file for the new
imported device to reload the variables in the same way as when adding a new devgse(section3.2.3.2.2.1:

0Add a devicé).

3.2.3.2.2.4 Duplicating a device

To duplicate a device, first select the device category to display the device to be duplicated:
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Device

C N

Inverter

Input / Qutput

Detect device

[ Add device ]

meter i meter2

Diagnostic

There are 2 duplication methods.

Duplication from the device sub-menu:

meter : meter2 : 1
Duplicate 2
Delete

Click the submenu icon for the device to be duplicated, then selecbuplicate’.

When the button is pressed, the device is duplicated. The new device has the same name as the original device,
plus "(copy)".

The new instance uses the samdefinition file as the original device. It is then possible to rename and change
the definition file by editing the devicegee section3.2.3.2.2.3: Edding a devicé).

Duplication from the device parameters:

Click the device to be duplicated.
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Device

Inverter
meter : meter2 H 1

Meter

Input / Output

Detect device

Add device

Diagnostic

= Device Parameter

Name Interface

meter2 Serial 1

Acquisition period (s)

600

Slave address Definition File

2 WPMOOCA4F_meter.csv &

Timeout (ms)

1000

Then click the "More " button in the device parameters, and then the duplication icon under the device description:

When the button is pressed, the device is duplicated. The new device has the same name as the origiente,
plus "(copy)".

The new instance uses the same definition file as the original device. It is then possible to rename and change
the definition file by editing the devicegge section3.2.3.2.2.3: dEditing a device ) .

3.2.3.2.3 Device troubleshooting tools

Troubleshooting tools are available to analyse the frames sent to devices as well as received frames. These tools
help to understand what is happening when there are configuration problems.

3.2.3.2.3.1 Communication log activation
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Device

Inverter

Meter

Input / Output

Detect device

Add device ]

meter i meter2

Diagnostic

To access the device communications troubleshooting tool page, click tiedgnostic' button on the device page.

The following page is displayed:

® Device communication debug

Interface Duration (minutes)
Disabled - 10

Disabled

Serial 1 - modbusRTU m

Serial 2 - modbusRTU

Serial 3 - modbusRTU
Ethernet

TIC

The first parameter is for device communications logs using the serial ports, Ethernet, TIC or 10.

When communication traces are selected for a given interface, all the communications on that interface will be
logged and sent to the server in the form of a log tiramped to the nearest millisecond.

Considering the amount of sent and received data, these logs are only activated for a set period, which can be
configured in the "Duration" field. The period is expressed in minutes.

Once the time limit has expired, log activation automatically switches back to "Disabled".

3.2.3.2.3.2 Using logs

When communication logs are available on the concentrator, they will be uploaded to the directory configured for
logs at the next connection to the server.

Serial and Ethernet interface logs:

The device communication, log file names are built using the same principle as the other gateway log files, i.e.:
ouidé_o6interfaced_oO0dateod. |l og. gz.
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The interface corresponds to the one selected for the logs, i.e.:
Seriall

Serial2

Serial3

Ethernet

=A =4 =4 =9

The logs contain the following information:

datetime_1; data
datetime_2; data

datetime_Y; data

"datetime" is INDD/MM/YYYY hh:mm:ss.mmniormat, with DD being the day of the month, MM the number of the
month, YYYY the year, hh the time of the communication, mm the minute, ss the seconds, and mmm the
milliseconds.

The "data" field contains the sent data and its meaning. For outgoing communications, the direction is "=>". For
incoming communications, the direction is "<=".

If the communication interface is of the "serial" type, the data is then supplied in hexadecimal format.

If the communication interface is of the "ethernet" type, the IP address of the device to be monitored is logged,
then the data is supplied in hexadecimal format in the same way as for the serial protocol.

Note that for modbus, the complete modbus TCP frame is supplied if the connection is of the Ethernet type.
Otherwise it is the modbus RTU frame.

For modbus errors, the frame may be prefixed by the following messages:

T ™**CRC** " aCRC error was detected on the incoming frame. The frame is therefore invalid. This is a
hardware communication error. Too many CRC errors indicate a problem with the installation. The frame
is ignored.

1 O**BADSLAVE***6: A sl ave with an incorrect number r e:
device configuration error that can disrupt the smooth running of the installation. The frame is ignored.

1 ™ EXCEPTION ***": The slave has responded to the request with an exception. This means that the
request that was sent is incorrect for the device in question.

T ™ INVALID ID *** ". A slave has responded to a ModbusTCP request with an incorrect identifier. The
frame was ignored.

1 "™**INVALID FCT ***": The response contains an incorrect function code. The frame is ignored.

Input/output logs:

The input/output log file names are based on the same principle as the other gateway log files, i.e.:
ouiddé 1 O _6dated.l og. gz.

The logs contain the following information:

datetime_1; data
datetime_2; data

datetime_Y; data

"datetime" is inDD/MM/YYYY hh:mm:ss.mmnformat, with DD being the day of the month, MM the number of the
month, YYYY the year, hh the time of the communication, mm the minute, ss the seconds, and mmm the
milliseconds.
The "data" field contains the input/output data.
Firstly, the information type is shown:
9 "I no: indicates an input
9 "Out" indicates an output
Then the name of the impacted input/output as defined in the configuration
Then, the new input/output state:
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1 0: the input/output is closed
1 1:theinput/output is open
1 Any other value contains the value of an analogue input

3.2.3.3 Server

The oOservero6 part i s used to configure the 2
synchronisation times. This synchronisation can also be carried out locally on an SD card.

13 Dashboard Server setup
@& Network >
&= Monitoring v
Server 2 Interface Type
Serial Ethernet - FTP -

Device
Connect

Server

The concentrator supports 7 different server types:

Server 2
m o Lerface Type

Modem - FTP -

Server 1

SFTP

WebDAV over HTTPS

MQTT
Credentials Directorie MQTTS l

. MQTTS for AWS IoT
Address Configuration
MQTTS for Azure IoT Hub
Address /CONFIG
Port Alarm directory

The concentrator can also store data locally on an SD card. To do that, select the "SD card" interface:

Server setup

C

Server 2 Interface Type
Ethernet - FTP -
M Ud em
SD card
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The choice of the server type or the SD Card interface modifies the parameters to be entered. The server
parameters remain unchanged.

Server 2 is only used to backup the configurations. Only server 1 manages the configuration
synchronisation.

The MQTT/MQTTS/MQTTS AWS IOT/MQTTS Azure IoT Hub is only available on server 2
(backup).

To check that the server c@onnedbgbmuatiomniissrecomeneinde:
the connection log is displayed showing all the files exchanged between the concentrator and the remote server.
Looking at the last line is a quick way to see if the connection was successful or not.

Ending an ongoing Caweicomecdb i bnt ushnigsthet oi nstant . I n
it must complete first. Every line in the connection lagpresents an action.

& Logs ® o~

e e g P

2024-02-06 16:36:17 Checking AfficheurSiebert_V3_00.lua

2024-02-06 16:36:17 Mo change

2024-02-06 16:36:17 Checking GenSet-V1_04.luaw

2024-02-06 16:36:17 Mo change

2024-02-06 16:36:17 Checking RD244-V2_24.luaw

2024-02-06 16:36:17 Mo change

2024-02-06 16:36:17
2024-02-06 16:36:17
2024-02-06 16:36:17
2024-02-06 16:36:17
2024-02-06 16:36:19
2024-02-06 16:36:19
2024-02-06 16:36:19

Checking RelayControl_ V1_01.lua

Mo change

Configuration file summary:

WPMO0146B6_daq.csv: Action=Get remote file. Result=Success
Sending WPMO146B6_SYSTEM_240206_163617.tar.gz ...
Sending WPMO0146B6_LOG_240206_163619.109.92 ...
Connection terminated with success

If there are errors, check all the server settings.

Contact the administrator of the server to which you want to connect to obtain the paramete
to be entered on the concentrator and, if necessary, the certificates and key for encryption a
authentication.

3.2.3.3.1 SD Card

When the "SD card" interface is selected, the display removes the unnecessary fields and a box appears with the
current information about the SD card:
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Server setup

CI

Server 2 Interface

SD card -

SD card status Directories

Status Ok Configuration directory

Free space 331481088 /PM0O146B6/CONFIG

SD card size 332398592 Alarm directory
/PMO146B6/ALARM

Free space % 99

Log directory

IPMO146B6/L0G

Binary directory

IPMO146B6/BIN

Additional settings

I {}

Certification directory
[1 2 steps for put file disabled
/PMO146B6/CERT
B Enable data file header option
Data directory
[l European data format

IPMO146B66/DATA
[J Synchronise certificates Command directory
[ Enable advanced data option /PM0O146B6/CMD
[J pump gateway logs Definition directory

/PMO146B6/DEF

[ Enable web services

Script directo
Web services URL P v

PPMO146B6FSCR1PT
Web services URL

The parameters on the 2 servers are:

Web interface Parameter in the Description
<uid>_config.ini configuration

file

Interface SERVER_Interface Selection of the network interface to use for
the server:
SERVERZ2_Interface
1 sdcard
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If the directories do not exist on the SD card, they will be creatadtomatically by the concentrator.

The SD card information box contains the following information:

9 Status: SD card status, the possible statuses are:

(0]
(0]
(0]

(0]

= =4 =4

At each connection, the concentrator will save data to and retrieve data from the SD card. The "SD card status

Unknown the status is unknown because it has not been accessed yet

Ok the last attempt to write to the SD card was successful

Failed to mount SD Cardthe SD card was not detected. Check that the card is correctly inserted
and formatted (FAT32 or exFAT)

SD Card read errarthe SD card was detected but there were errors reading the information on it.
Check that the card is correctly formatted (FAT32 or exFAT)

Free space memory size available on the SD card (in bytes)

SD card size SD card capacity (in bytes)

Free space (%)SD card remaining space percentage. Used to quickly and easily monitor how full the SD
card is.

box is used to monitor how much space is occupied by the data stored on the card:

SD card status

Status Ok

Free space 331808768
SD card size 332398592

Free space % 99

It is of course possible to force a write to the SD card by clicking the 'Connect' button on the page.

O

It is possible to load a new configuration to the concentrator by saving the configuration fil
directly to the SD card before inserting it into the concentrator.

3.2.3.3.2 FTP/SFTP

FTP and SFTP servers have the same parameters.
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Server setup

I CE

Server 2 Interface Type

Ethernet - FTP -

Credentials Directories

Address Configuration directory
ftp.webdyn.com /PM0146B6/CONFIG
Port Alarm directory
21 /PMO146B6/ALARM
Login Log directory
webdyn /PMO146B6/LOG
Password Binary directory
password /PM0146B6/BIN

Certification directory

ae . /PMO146B6/CERT
Additional settings

Data directory

[ 2 steps for put file disabled
/PM0146B6/DATA

B Enable data file header option
Command directory

[J European data format

/PMO146B6/CMD
[J Synchronise certificates Definition directory
[J Enable advanced data option /PMO146B6/DEF
[] Dump gateway logs Script directory
/PM0146B6/SCRIPT

[J Enable web services

Web services URL

Web services URL

The parameters on the 2 servers are:

Server 1 or Server 2

Web interface Parameter in the Description
<uid>_config.ini configuration

file
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Interface SERVER_Interface Selection of the networkinterface to use for
the server:
SERVERZ2_|Interface
1 Ethernet (see section 3.2.2.1:
OEthernet (Locald )
1 Modem (see section3.2.2.2: Mdiem

(Mobile)Yy
Type SERVER_Type Server protocol selection:
SERVER2_Type T FTPFTP server

I SFTPSFTP server

Credentials:

Web interface Parameter in the Description
<uid>_config.ini configuration

file

Address SERVER_Address IP address or server name
SERVER2_Address

Port FTP_Port FTP/SFTP server port
FTP2_Port
Login FTP_Login User name used by the concentrator for the
connection to the remote FTP/SFTP server
FTP2_Login
Password FTP_Password Password used by the concentrator for the

connection to the remote FTP/SFTP server
FTP2_Password

Directories:

Web interface Parameter in the Description
<uid>_config.ini configuration

file

Configuration FTP_DirConfig Configuration file directory on the FTP/SFTF

directory i ) server.
FTP2_DirConfig

Alarm directory FTP_DirAlarm Alarm file directory on the FTP/SFTP server.

FTP2_DirAlarm
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Log directory

Binarydirectory

Certificate directory

Data directory

Command directory

Definition directory

Script directory

Additional settings:

Web interface

FTP_DirLog
FTP2_DirLog
FTP_DirBin
FTP2_DirBin
FTP_DirCert
FTP2_DirCert

FTP_DirData
FTP2_DirData

FTP_DirCmd
FTP2_DirCmd

FTP_DirDef
FTP2_DirDef

FTP_DirScript
FTP2_DirScript

Parameter in the
<uid>_config.ini configuration

file

Log file directory on the FTP/SFTP server.

Update file directory on the FTP/SFTP servet

Certificate file directory on the FTP/SFTF
server.

Data file directory on the=TP/SFTP server.

Command file directory on the FTP/SFTF
server.

Definition file directory on the FTP/SFTP
server.

Script file directory on the FTP/SFTP server.

Description

2 steps for put file
disabled

Enable data file
header option

European date
format

WV Wepc!yn | 122

FTP_TwoStepsSendingDisabled
FTP2_TwoStepsSendingDisablec

FTP_HeaderOption
FTP2_ HeaderOption

FTP_EuroDateFormat

FTP2_EuroDateFormat

Choice of file transfers in 2 steps using a
temporary file while the file is not complete
on the remote server:

I Checked:disabled
1 Unchecked enabled

Optional header selection in the data files
uploaded to the FTP/SFTP server:

1 Checked:With optional headers
1 Unchecked:Without optional headers

Timestamp type for datauploaded on the
FTP/SFTP server:
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Synchronise
certificates

Enable advanced
data option

Dump gateway logs

Enable Web
Services

Web Services URL

FTP_SynchroniseCertificates

FTP2_SynchroniseCertificates

FTP_EnableAdvancedData
FTP2_EnableAdvancedData

FTP_UploadLog
FTP2_UploadLog

FTP_WebServicesEnable

FTP2_ WebServicesEnable

FTP_WebServicesUrl

FTP2_ WebServicesUrl

1 Checked: European format
(DD/MM/Y Y-HH:MM:SS)

1 Unchecked: ISO format (YY/MM/DD
HH:MM:SS)

Certificate synchronisation selection:

M1 Checked: Enables certificate
synchronisation
1 Unchecked: No certificate

synchronisation

Addition of the number of complete reads
during this acquisition period to the data files
placed on the FTP/SFTP server:

9 Checked: Addition of the number of
complete reads

1 Unchecked: Number of complete
reads not added

System log file upload selection on the
FTP/SFTP server:

1 Checked:System lodfiles uploaded on
a schedule.

1 Unchecked: No system Ilog files
uploaded on a schedule.

The system log files are systematically
uploaded on manual action.

Activation of the web services associated
with the FTP actions:

M Checked the web services are
enabled

1 Unchecked the web services are
disabled

URL to call when the FTP actions have beel
completed and the web services arenabled.

connections.(see section4.1: "The FTP/SFTP/WebDAV servér

& The directory tree structure on the remote FTP/SFTP server must be created before
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3.2.3.3.3 WebDAV over HTTPS

The WebDAYV over HTTPS server is a secure server with an identification using a login and password.

Server setup

)

Server 2 Interface Type

Ethernet - WebDAV over HTTPS -

Credentials Directories

Address Configuration directory
webdav.webdyn.com /PM0146B6/CONFIG
Port Alarm directory
443 /PMO146B6/ALARM
Login Log directory
webdyn /PM0146B6/LOG
Password Binary directory
password /PMO0146B6/BIN

Certification directory

aee . /PMO146B6/CERT
Additional settings

Data directory

B Enable data file header option
/PMO146B6/DATA

[ European data format
Command directory

[ Synchronise certificates /PM0146B6/CMD
[J Enable advanced data option Definition directory
[J bump gateway logs /PMO146B6/DEF

. Script directory
[ Enable web services

/PMO146B6/SCRIPT
Web services URL

Web services URL

Theparameters on the 2 servers are:

Server 1 or Server 2

Web interface Parameter in the Description
<uid>_config.ini configuration

file
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Interface

Type

Credentials:

Web interface

SERVER_Interface
SERVERZ2_|Interface

SERVER_Type
SERVER2_Type

Parameter in the
<uid>_config.ini configuration

file

Selection of the network interface to use for
the server:

1 Ethernet (see section 3.2.2.1:
OEthernet (Locald )

1 Modem (see section3.2.2.2: Mdiem
(Mobile)Yy

Server protocol selection:

 WebDAYV over HTTPS

Description

Address

Port

Login

Password

Directories:

Web interface

SERVER_Address
SERVER2_Address

HTTP_Port
HTTP2_Port

HTTP_Login
HTTP2_Login
HTTP_Password
HTTP2_Password

Parameter in the
<uid>_config.ini configuration

file

IP address or server name

WebDAYV server port

The login used by the concentrator to connect
to the remote WebDAV server

The password used by the concentrator to
connect to the remote WebDAV server

Description

Configuration
directory

Alarm directory
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HTTP_DirConfig
HTTP2_DirConfig

HTTP_DirAlarm
HTTP2_DirAlarm

Configuration file directory on the WebDAV
server

Alarm file directory on the WebDAYV server
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Log directory HTTP_DirLog Log file directory on the WebDAV server
HTTP2_DirLog

Binary directory HTTP_DirBin Update file directory on the WebDAYV server
HTTP2_DirBin
Certificate directory  HTTP_DirCert Certificate file directory on the WebDAV
server

HTTP2_DirCert

Data directory HTTP_DirData Data file directory on the WebDAYV server
HTTP2_DirData

Command directory HTTP_DirCmd Command file directory on the WebDAV

server
HTTP2_DirCmd

Definition directory HTTP_DirDef Definition file directory on the WebDAV servel
HTTP2_DirDef

Script directory HTTP_DirScript Script file directory on the WebDAV server
HTTP2_DirScript

Additional settings:

Web interface Parameter in the Description
<uid>_config.ini configuration

file

2 steps for put file HTTP_TwoStepsSendingDisabled Choice of file transfers in 2 steps using a

disabled ) ) temporary file while the file is not complete
HTTPZ_TWOStepSSGndInngsable( on the remote server:

I Checked:disabled
1 Unchecked enabled

Enable data file HTTP_HeaderOption Optional header selection in the data files
header option _ uploaded to the WebDAV server:
HTTP2_HeaderOption
1 Checked:With optional headers
1 Unchecked:Without optional headers

European date HTTP_EuroDateFormat Timestamp type selection for the data

format uploaded to the WebDAV server:
HTTP2_EuroDateFormat
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Synchronise
certificates

Enable advanced
data option

Dump gateway logs

Enable Web
Services

Web Services URL

HTTP_SynchroniseCertificates
HTTP2_SynchroniseCertificates

HTTP_EnableAdvancedData
HTTP2_EnableAdvancedData

HTTP_UploadLog
HTTP2_UploadLog

HTTP_WebServicesEnable

HTTP2_WebServicesEnable

HTTP _WebServicesUrl

HTTP 2_WebServicesUrl

1 Checked: European format
(DD/MM/YY-HH:MM:SS)

1 Unchecked: ISO format (YY/MM/DD
HH:MM:SS)

Certificate synchronisation selection:

M1 Checked: Enables certificate
synchronisation
1 Unchecked: No certificate

synchronisation

Addition of the number of complete reads
during this acquisition period in the data files
uploaded to the WebDAYV server:

9 Checked: Addition of the number of
complete reads

1 Unchecked: Number of complete
reads not added

System log file upload selection to the
WebDAV server:

1 Checked:System log files uploaded on
a schedule.

1 Unchecked: No system Ilog files
uploaded on a schedule.

The system log files are systematically
uploaded on manual action.

Activation of the web services associated
with the WebDAYV actions:

M Checked the web services are
enabled

1 Unchecked the web services are
disabled

URL to call when the WebDAV actions hawvi
been completed and the web services are
enabled.

The directory tree structure on the remote WebDAM TPS server must be created before ar
connections.(see section4.1; Thé FTP/SFTP/WebDAYV ser¢e)

3.2.3.3.4 MQTT
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The MQTT server is an unsecured server with a login and a password.

Server setup

Server 1 Server 2
[ grrtace Type

Modem - MQTT -

Credentials MQTT Settings

Address Client ID
mgtt.webdyn.com webdynid
Port Keepalive (s)

1883 10
Login Data topic
webdyn data
Password Data QoS
password 1
Timeout (s) Command topic
30 cmd
Result topic

result

Alarm subfolder

alarm

[J Enable advanced data option

Save

The server 2 parameters are:

Server 2

Web interface Parameter in the Description
<uid>_config.ini configuration

file

Interface SERVERZ2_Interface Selection of the network interface to use for
the server:

1 Ethernet (see section 3.2.2.1:
OEthernet (Locald )
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Type

Credentials:

Web interface

SERVER2_Type

Parameter in the
<uid>_config.ini configuration

file

1 Modem (see section3.2.2.2: Mddem
(Mobile)y

Server protocol selection:

T MQTTMQTT server

Description

Address

Port

Login

Password

Timeout (S)

MQTT Settings:

Web interface

SERVER2_Address

MQTTZ2_Port

MQTT2_Login

MQTT2_Password

MQTT2_Timeout

Parameter in the
<uid>_config.ini configuration

file

IP address or server name

MQTT server port (the default is 1883)

The login used by the concentrator to connect
to the MQTT server

The password used by the concentrator to
connect to the MQTT server

Maximum waiting time in seconds for the
MQTT server response. If the server has no
responded within the allotted time, the
transmission is stopped and reattempted
during the next schedule.

Onlyworks with QoS 1 or QoS 2.

Description

Client ID

Keepalive (s)
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MQTT2_Clientld

MQTT2_KeepAlive

Customisable device identifier on the MQTT
server.

This parameter is retrieved from your MQT1
server.

If there is no exchange with the MQTT serve
for the time defined in seconds, the
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Data topic

Data gos

Command topic

Result topic

Alarm topic
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MQTT2_Topic

MQTT2_QoS

MQTT2_ControlTopic

MQTT2_ResultTopic

MQTT2_AlarmTopic

concentrator sends a ping to the MQTT serve|
to check the connection.

If the value is "0", KeepAlive is disabled.

If the concentrator is in permanent

connection mode with the MQTT server and
disconnection is detected after a KeepAlive,
the concentrator will automatically reconnect
to the MQTT server.

Topic name for the data uploaded by the
concentrator.

Guaranteed service number for message
sending (Quality Of Service).

The possible values are:

1 0: The message will only be sent once, i.e
with no guaranteed receipt.

1 1: The message will be sent at least once,
i.e. the concentrator will send several
times if necessary until the broker
confirms that it has been sent.

1 2: The message will be always be saved by
the concentrator and will continue to be
sent as long as the broker does not
confirm it has been sent. (avoids message
duplication)

Name of the topic for commands to be
retrieved by the concentrator.

The MQTT2_ResultTopic parameter must be
set to use the commands.

If a topic name is entered, the concentrator
stays in permanent connection mode with
the MQTT server.

Name of the topic for the results of
commands sent to the concentrator.

The MQTT2_ControlTopic parameter must b
set to use the commands.

If a topic name is entered, the concentrator
stays in permanent connection mode with
the MQTT server.

Name of the alarm topic to be published. If
the field is empty, no alarms will be published
to the broker.
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If a topic name is entered, the concentrator
stays in permanent connection mode with
the MQTT server.

Enable advanced MQTT2_EnableAdvancedData Publication of the number of complete reads
data option over this acquisition period in the data topic.
The possible values are:

9 O: Deactivated
i 1: Enabled

MQTT is only available on server 2 (backup).
If the command topic is filled in, then the connection to the MQTT server will be permanent to

be able to receive the sent commands.

3.2.3.3.5 MQTTS

The MQTTS server is a secure server with a login and password. Certificates and a private key must be imported
to secure the connection between the concentrator and the MQTTS server.
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Server setup

Server 1 Server 2
Interface Type

Modem - MQTTS -

Credentials MQTT Settings

Address Client ID
mqtt.webdyn.com webdynid

Port Keepalive (s)
8883 10

Login Data topic
webdyn data

Password Data QoS
password 1

Timeout (s) Command topic
30 cmd

TLS Version Result topic
TLSv1.2 - result

[ Insecure Alarm subfolder

alarm

[] Enable advanced data option

Certificates

SunPM private key CA certificate

K PM_private key Delete K& PM_ca.pem Delete

SunPM certificate

& PM_cert.pem Delete

Connect Cance' “

The server 2 parameters are:

Server 2

Web interface Parameter in the Description
<uid>_config.ini configuration

file

contact@webdyn.com webdyn.com
WV webdyn | 132 V5.03 subject to modifications| Webdyn © par Flexitron Group

SiFlexitron


mailto:contact@webdyn.com

Interface

Type

Credentials:

Web interface

SERVERZ2_Interface

SERVER2_Type

Parameter in the
<uid>_config.ini configuration

file

Selection of the networkinterface to use for
the server:

1 Ethernet (see section 3.2.2.1:
OEthernet (Locald )

1 Modem (see section3.2.2.2: Mdiem
(Mobile)Yy

Server protocol selection:

1 MQTTSsecure MQTT server

Description

Address
Port

Login

Password

Timeout (s)

TLS version

Insecure
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SERVER2_Address

MQTT2_Port

MQTT2_Login

MQTT2_Password

MQTT2_Timeout

MQTT2_TIsVersion

MQTTZ2_Insecure

IP address or server name

MQTTS server port (the default is 8883)

The login used by theoncentrator to connect
to the MQTTS server

The password used by the concentrator to
connect to the MQTTS server

Maximum waiting time in seconds for the
MQTTS server response. If the server has nc
responded within the allotted time, the
transmission is stopped and reattempted
during the next schedule.

Only works with QoS 1 or QoS 2.

TLS version supported by the MQTTS server
The possible values are:

1 TLSvi11l
1 TLSv1.2

Disable verification of the host name
specified in the certificates.

The possible values are:
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I Unchecked: Verification enabled

I Checked: Verification disabled.

MQTT Settings:

Web interface Parameter in the Description
<uid>_config.ini configuration

file

Client ID MQTT2_Clientld Customisable device identifier on the MQTTS
server.

This parameter is retrieved from your MQTT¢
server.

Keepalive (s) MQTT2_KeepAlive If there is no exchange with the MQT B®8rver
for the time defined in seconds, the
concentrator sends a ping to the MQTTS
server to check the connection.

If the value is "0", KeepAlive is disabled.

If the concentrator is in permanent
connection mode with the MQTTS server anc
a disconnection is detected after a
KeepAlive, the concentrator will
automatically reconnect to the MQTTS server

Data topic MQTT2_Topic Topic name for the data uploaded by the
concentrator.
Data qos MQTT2_QoS Guaranteed service number for message

sending (Quality Of Service).
The possible values are:

9 0: The message will only be sent once, i.e
with no guaranteed receipt.

1 1: The message will be sent at least once,
i.e. the concentrator will send several
times if necessary until the broker
confirms that it has beensent.

1 2: The message will be always be saved by
the concentrator and will continue to be
sent as long as the broker does not
confirm it has been sent. (avoids message
duplication)

Command topic MQTT2_ControlTopic Name of the topic for commands to be
retrieved by the concentrator.
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Result topic

Alarm topic

Enable advanced
data option

Certificates:

Web interface

MQTT2_ResultTopic

MQTT2_AlarmTopic

MQTT2_EnableAdvancedData

Parameter in the
<uid>_config.ini configuration

file

The MQTT2_ResultTopic parameter must be
set to use the commands.

If a topic name is entered, the concentrator
stays in permanent connection mode with
the MQTTS server.

Name of the topic for the results of
commands sent to the concentrator.

The MQTT2_ControlTopic parameter must b
set to use the commands.

If a topic name is entered, the concentrator
stays in permanent connection mode with
the MQTTS server.

Name of the alarm topic to be published. If
the field is empty, no alarms will be published
to the broker.

If a topic name is entered, the concentrator

stays in permanent connection mode with
the MQTTS server.

Publication of the number of complete reads
over this acquisition period in the data topic.
The possible values are:

 0: Deactivated
Y 1: Enabled

Description

SunPM Private Key

CA certificate
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MQTT2_KeyFile

MQTT2_CacCertFile

Name of the file containing the private key
specific to the concentrator used for the
connection. The file must be retrieved from
your MQTTS server and imported to the
concentrator usingFTP or the web interface.

Name of the certificate used to authenticate
the entered MQTTS server. The certificate is
to be retrieved from your MQTTS server anc
imported to the concentrator using FTP or the
web interface.
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SunPM certificate MQTT2_CertFile Name of the certificate specific to the
concentrator used for the connection. The
certificate is to be retrieved from your MQTTS
server and imported to the concentrator
using FTP or the web interface.

MQTTS is onlgvailable on server 2 (backup).
If the command topic is filled in, then the connection to the MQTT server will be permanent to

be able to receive the sent commands.

3.2.3.3.6 MQTTS AWS loT

The AWS IoT MQTTS server is a secure Amazon server with certificate identification. Certificates and a private key
must be imported to the concentrator.
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Server setup

Server 1 Server 2
anarface Type

Modem - MQTTS for AWS IoT -

Credentials MQTT Settings

Address Client ID
webdyn.iot.amazonaws.com webdynid
Port Keepalive (s)

8883 10
Timeout (s) Data topic
30 data

Data QoS

1

Command topic

cmd

Result topic

result

Alarm subfolder

alarm

[ Enable advanced data option

Certificates

SunPM private key Amazon CA certificate

B PM_private.key Delete B aws_rootcal.pem Delete

SunPM certificate

B PM_cert.pem Delete

The server 2 parameters are:

Server 2

Web interface Parameter in the Description
<uid>_config.ini configuration

file
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Interface

Type

Credentials:

Web interface

SERVERZ2_Interface

SERVER2_Type

Parameter in the
<uid>_config.ini configuration

file

Selection of thenetwork interface to use for
the server:

1 Ethernet (see section 3.2.2.1:
OEthernet (Locald )

1 Modem (see section3.2.2.2: Mdiem
(Mobile)Yy

Server protocol selection:

T MQTTS for AWBT. MQTTS server on
OAWS | 0T6

Description

Address

Port

Timeout (s)

MQTT Settings:

Web interface

SERVER2_Address

MQTT2_Port

MQTT2_Timeout

Parameter in the
<uid>_config.ini configuration

file

IP address or server name

MQTTS server port (the default is 8883)

Maximum waiting time in seconds for the
MQTTS server response. If the server has nc
responded within the allotted time, the
transmission is stopped and reattempted
during the next schedule.

Only works with QoS 1 or QoS 2.

Description

Client ID

Keepalive (s)
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MQTT2_Clientld

MQTT2_KeepAlive

Customisable device identifier on the MQTTS
server.

This parameter is retrieved from your MQTT¢
server.

If there is no exchange with the MQTTS serve
for the time defined in seconds, the
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Data topic

Data gos

Command topic

Result topic

Alarm topic
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MQTT2_Topic

MQTT2_QoS

MQTT2_ControlTopic

MQTT2_ResultTopic

MQTT2_AlarmTopic

concentrator sends a ping to the MQTTS
server to check the connection.

If the value is "0", KeepAlive is disabled.

If the concentrator is in permanent
connection mode with the MQTT&erver and
a disconnection is detected after a
KeepAlive, the concentrator will
automatically reconnect to the MQTTS server

Topic name for the data uploaded by the
concentrator.

Guaranteed service number for message
sending (Quality Of Service).

The possible values are:

1 0: The message will only be sent once, i.e
with no guaranteed receipt.

1 1: The message will be sent at least once,
i.e. the concentrator will send several
times if necessary until the broker
confirms that it has been sent.

1 2: Not managed by the AWS loT MQTT
server

Name of the topic for commands to be
retrieved by the concentrator.

The MQTT2_ResultTopic parameter must be
set to use the commands.

If a topic name is entered, the concentrator
stays in permanent connection mode with
the MQTTS server.

Name of the topic for the results of
commands sent to the concentrator.

The MQTT2_ControlTopic parameter must b
set to use thecommands.

If a topic name is entered, the concentrator
stays in permanent connection mode with
the MQTTS server.

Name of the alarm topic to be published. If
the field is empty, no alarms will be published
to the broker.
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If a topic name is entered, the concentrator
stays in permanent connection mode with
the MQTTS server.

Enable advanced MQTT2_EnableAdvancedData Publication of the number of complete reads
data option over this acquisition period in the data topic.
The possible values are:

9 0: Deactivated
i 1: Enabled

Certificates:

Web interface Parameter in the Description
<uid>_config.ini configuration

file

SunPM Private Key  MQTT2_KeyFile Name of the file containing the private key
specific to the concentrator used for the
connection. The file must be retrieved from
your MQTTS server and imported to the
concentrator using FTP or the web interface.

Amazon root CA MQTT2_CacCertFile Name of the certificate used to authenticate

certificate the entered MQTTS server. The certificate is
to be retrieved from your MQTTS server anc
imported to the concentrator using FTP or the
web interface.

SunPM certificate MQTT2_CertFile Name of the certificate specific to the
concentrator used for the connection. The
certificate is to be retrieved from your MQTTS
server and imported to the concentrator
using FTP or the web interface.

If the command topic is filled in, then the connection to the MQTT server will be permanent to
be able toreceive the sent commands.

& AWS loT MQTTS is only available on server 2 (backup).

3.2.3.3.7 MQTTS Azure loT Hub

The Azure 1oT Hub MQTTS server is a secure Microsoft server with certifltaded identification. A certificate and
private key must be imported to the concentrator.
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Server setup

Server 1 Server 2
Sarartace Type

Modem - MQTTS for Azure loT Hub -

Credentials MQTT Settings

Address Cloud iotHub
webdyn.azure-device.net Webdyn
Port Cloud device
8883 PM
Timeout (s) Keepalive (s)
30 10
Data QoS

1

[J Enable advanced data option
B Enable invoke method

[ Publish alarms

Certificates

SunPM private key Azure root CA certificate

& PM_private.key Delete I DigiCertGlobalRootCA.crt Delete

SunPM certificate

B PM_cert.pem Delete

COHHECt Cance' “

The server 2 parameters are:

Server 2

Web interface Parameter in the Description
<uid>_config.ini configuration

file

Interface SERVERZ2_Interface Selection of the network interface to use for
the server:

1 Ethernet (see section 3.2.2.1:
OEthernet (Locald )
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Type SERVER2_Type

Credentials:

Web interface Parameter in the
<uid>_config.ini configuration

file

1 Modem (see section3.2.2.2: Mddem
(Mobile)y

Server protocol selection:

1 MQTTS for Azure loT HubMQTTS
server on OAzur e

Description

Address SERVER2_Address

Port MQTTZ2_Port

Timeout (S) MQTT2_Timeout
MQTT Settings:

Web interface Parameter in the
<uid>_config.ini configuration

file

IP address or server name

MQTTS server port (the default is 8883)

Maximum waiting time in seconds for the
MQTTS server response. If the server has nc
responded within the allotted time, the
transmission is stopped and reattempted
during the next schedule.

Only works with QoS 1 or QoS 2.

Description

Cloud IoT Hub MQTT2_CloudProjectid

Cloud device MQTT2_CloudDevice
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Unique, customisable identifier for the
project defined on the MQTT server.

This parameter is to be retrieved from your
MQTT server and corresponds to "lot Hub" o1
Azure 10T Hub.

Unique, customisable device identifier in a
register defined on the MQTT server.

This parameter is to be retrieved from your
MQTT server and corresponds to "device_id
on Azure IoT Hub.
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Keepalive (s)

Data gos

Enable advanced
data option

Enable invoke
method

Publish alarms
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MQTT2_KeepAlive

MQTT2_QoS

MQTT2_EnableAdvancedData

MQTT2_EnablelnvokeMethod

MQTT2_EnableAlarmPost

If there is no exchange with the MQTT serve
for the time defined in seconds, the
concentrator sends a ping to the MQTT serve|
to check the connection.

If the value is "0", KeepAlive is disabled.

If the concentrator is in permanent

connection mode with the MQTT server and
disconnection is detected after a KeepAlive,
the concentrator will automatically reconnect
to the MQTT server.

Guaranteed service number for message
sending (Quality Of Service).

The possible values are:

1 0: The message will only be sent once, i.e
with no guaranteed receipt.

1 1: The message will be sent at least once,
i.e. the concentrator will send several
times if necessary until the broker
confirms that it has been sent.

1 2: Not managed by the Azure loT Huk
MQTTS server

Publication of the number of complete reads
over this acquisition period in the data topic.

The possible values are:

1 O: Deactivated
1 1:Enabled

Enable method calls. Allows the use of
dedicated topics.

The possible values are:

1 Unchecked Disables method calls

1 Checked Enables method calls. The
concentrator stays in permanent
connection mode with the MQTTS
server.

Enable the publication ofalarms on the
dedicated topic.

The possible values are:
1 Unchecked Disables alarm

publication
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1 Checked: Enables alarm publication.
The concentrator stays in permanent
connection mode with the MQTTS
server.

Certificates:

Web interface Parameter in the Description
<uid>_config.ini configuration

file

SunPM private key MQTT2_KeyFile Name of the file containing the specific
private key or the key shared with the
concentrator used for the connection. The file
must be retrieved from your MQTTS serve
and imported to the concentrator using FTP
or the web interface.

Azure root CA MQTT2_CacCertFile Name of the certificate used to authenticate

certificate the entered MQTTS server. The certificate is
to be retrieved from your MQTTS server anc
imported to the concentrator using FTP or the
web interface.

SunPM certificate MQTT2_CertFile Name of the certificate specific to the
concentrator used for the connection. The
certificate is to be retrieved from your MQTTS
server and imported to the concentrator
using FTP or the web interface.

If the command topic is filled in, then the connection to the MQTT server will be permanent to

& The MQTTS Azure 10T Hub is only available on server 2 (backup).
be able to receive the sent commands.

3.2.3.3.8 Schedule

I't is possible to configure a set of hourly connect
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&t Schedule

Mode Start time End time Interval (min)

Everyday - 00:00 00:00 1440 Edit

The 0Schedul ed parameters are:

Schedule type selection:

1 Everydaythe schedule will be run every day
1 Monday. the schedule will be rurevery Monday
1 Tuesday the schedule will be run every Tuesday
1 Wednesday the schedule will be run every Wednesday
Mode 1 Thursday the schedule will be run every Thursday
1 Friday the schedule will be run every Friday
1 Saturday the schedule will be run every Saturday
1 Sunday the schedule will be run every Sunday
1 Firstday of each month the schedule will be run on the 1st of every month
1 15th of each month the schedule will be run on the 15th of every month
1 Last day of each monththe schedule will be run on the last day of every month.

Start time Schedul e start ti me i n: OHH: MM: SSo6.

End Time Schedule end time in: OHH: MM: SSo.
automatically. Does not appear in the "<UID>_var.ini" file

Interval(min) Schedule repeatinterval in minutes.
Special case: i f the value 0006 is fi
Count Maximum number of schedules for the day. This variable is calculated automatical

by filling in the "End Time" field.

0 = no schedules

Schedules are only defined for one day, if the settings exceed one day, only the schedules 1
do not exceed 23H59 will be taken into account.
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The "End Time" value is automatically adjusted after the schedule has been validated, depenc
on the number of,selectedintervals, and will indicate the time of the last occurrence of the day

Every day, the first occurr enc et iinfieldagihevmenber bfevertshinethet i r
day is giGCoenh byet deared vtahe bet we e ninteevalc hf The/lEdh time"beld t h

indicates the time of the dayds | ast occurrence.
Number of occurences
Count 1 Count 2 « Count » X

Schedule Schedule Schedule

Interval between
each schedule

« Interval (s) » « Interval (s) »

-
X________.
| S——

Start time End time

The "Add" button is used to add a new schedule. An ongoing schedule can always be modified. To do that, simply
click the "Edit" button to display the schedule editor.

Example 1:

For a file upload every hour, the schedule should be configured as follows:

= Schedule

Mode Start time End time Interval (min) Count

Everyday - 00:00 23:00 60 24 Edit

Add

Example 2:

For a file upload every Sunday at midday, the schedule should be configured as follows:
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&= Schedule

Mode Start time End time Interval (min) Count
Sunday -~ 12:00 12:00 1 1 Edit
Add
3.2.4 Control

The WebdynSunPM concentrator has a powerful scAsed device management and customisation tool also
known as services.

The tool is based on a LUA command interpreter used to run tasks on the concentrator in the background.

A technical reference guide is available describing all the commands and possibilities of the supplied script
| anguage in detail. (O0WebdynSunPM LUA User Guide. pd

Access to service configuration and management i s f

VWA webdyn

Dashboard Cont rOI

& Network
@ Services

&= Monitoring

Name Description Version License Status
Serial ActivePowerRegulation-V1_03 Active power regulation 1.03 Missing/Invalid Disabled
Device AfficheurSiebert_V3_00 SCRIPT AFFICHEUR 3.0 Not required Disabled
Server GenSet-V1_04 Generator 1.04 Missing/Invalid Disabled

@B Control RD244-V2 24 Grid control power Spain 224 Missing/Invalid Disabled

RelayCantrol V1_01 Relay Control 1.1 Not required Enabled a

Add script/licence file

£ System

Logout

This page can be used to import newscripts, enable them, disable them or even delete them, or to view the run
log.

A set of services are built into the concentrator by default, some of which require a licence to be paid for to be able
to use them.

3.2.4.1 Import a service or a licence
One of the ways to import a new service into the concentrator is by using the local web site.

To do that, click the o0Add script/licence filed but
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Control

@ Services

Name Description Version License Status
ActivePowerRegulation-V1_03 Active power regulation 1.03 Missing/Invalid Disabled
AfficheurSiebert_V3_00 SCRIPT AFFICHEUR 3.0 Not required Disabled
GenSet-V1_04 Generator 1.04 Missing/Invalid Disabled
RD244-v2 24 Grid control power Spain 2.24 Missing/Invalid Disabled
RelayControl_V1_01 Relay Control 1.1 Not required Enabled o

Add script/licence file

A dialogue window is displayed to select the file to import.

The window displays the O0LUAGO type files, i.e. wi

1 ".lua" an unencrypted LUA script
1 "luax": an encrypted LUA script with client keys
1 "luaw": an encrypted LUA script with a Webdyn licence

Then select the file to import and click the 060Openod

9
« v 4 B > CePC » 0S(C) > script

Organiser « Nouveau dossier

Norm - Modifié le Type

N CePC
M Desktop . ControlPower.lua 05/20, 7:04 o — T
E Documents
B Images

Musique

MNom du fichier :

Annuler |

Finally, clickthed Addé button to complete the operation.

Add script/licence file

Choose file

B ControlPowerlua Delete

Once this 4h step is complete; the service will appear in the service management window.
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Control

@ Services

Name Description Version License Status
ActivePowerRegulation-V1_03 Active power regulation 1.03 Missing/Invalid Disabled
AfficheurSiebert_V3_00 SCRIPT AFFICHEUR 3.0 Not required Disabled
ControlPower Demo control power 1.1 Not required Disabled
GenSet-V1_04 Generator 1.04 Missing/Invalid Disabled
RD244-v2 24 Grid control power Spain 2.24 Missing/Invalid Disabled
RelayControl_V1_01 Relay Control 11 Not required Enabled [ @]

Add script/licence file

When importing a ".luax" format script, if the following error message is displayed "error:Ei
deciphering test_script.luax: stoul", it means that the webdynSunPM does not have t
decryption keys. In that case, they must be sent using the "setKey" commda (See
section5.3.16:™ set Key 6: Addition ofY) client scriptf

Note that the services are imported stopped, meaning they are not started automatically.

The information displayed on the web page comes fro
0Control Power .l uadé script starts with the foll owing
header = {

version = 1.1,
label = "Demo control power"

The description is dislgbelayiedf ovhmmazthi e meas Wwelolm d$h et
fromvdrsio® o6 nf ormati on. See the oWebdynSunPM LUA User
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Control

@ Services

Name Description Version License Status
ActivePowerRequlation-V1_03 Active power regulation 1.03 Missing/Invalid Disabled
AfficheurSiebert V3 00 SCRIPT AFFICHEUR 3.0 Not required Disabled
ControlPower Demo control power 11 Mot required Disabled

SCriptargs < —— SCI’lpt arguments

GenSet-V1_04 Generator 1.04 Missing/Invalid
Script l0gs < — Scnpt |ogs
RD244-v2 24 Grid control power Spain 2.24 Missing/Invalid
View e See the
RelayControl_V1_01 Relay Control 11 Not required i
yControl Vi | y quir bownioss @ DOWNIOAd the script

veete <= Deletes the script

Parameters can be passed to the script, just enter
optonmenuand validate by clicking the 06Saved button for
To delete parameters, delete the arguments and click the "Save" button.

3.2.4.2 Enabling/Disabling a service

Enabling a service means startingtorunitanh e concentrator. | n practice, t

function wsinit()
wd.log("Control power initialized")
end

See the oWebdynSunPM LUA User Guide.pdfdé document f

Disabling a service meets stopping it running.

When webdynSunPM is restarted, all the services return to the same state as before. |
example, if the service was started, it will be started.
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A specific button is used to enable and disable:

Control

@ Services

Name Deseription Version  License
ActivePowerRegulation-v1_03 Active power regulation 1.03 Missing/Invalid
AfficheurSiebert_V3_00 SCRIPT AFFICHEUR 3.0 Mot required
ControlPower Demo control power 1.1 Not required
GenSet-V1_04 Generator 1.04 Missing/Invalid
RD244-V2_ 24 Grid control power Spain 2.24 Missing/Invalid
RelayControl v1_01 Relay Control 11 Mot required

When the service is disabled, its

When the service is enabled, i ts

3.2.4.3 Viewing the service log

Services can report information t

Status

Disabled

Disabled

Disabled

S

(0]

Disabled

Disabled

Enabled O

Add script/licence file

oDi sabl eddé6 status

(@2

tatus i s

the end user

Thus, the foll owi rCgntrat ppweeinitializddktringlin thepstartup senvitedog fie:

function wsinit()
wd.log("Control power initialized")
end

The log file is displayed by going to the "Script logs" menu available in the service options menu.
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Control

@ Services

Pressi

Name Description

ActivePowerRequlation-V1_03 Active power regulation

AfficheurSiebert_V3_00 SCRIPT AFFICHEUR
ControlPower Demao control power
GenSet-V1_04 Generator
RD244-V2 24

Grid control power Spain

RelayControl_V1_01 Relay Control

Version  License Status
1.03 Missing/Invalid Disabled
3.0 Not required Disabled
11 Not required Disabled
Script args
1.04 Missing/Invalid
Script logs
2.24 Missing/Invalid
WView
11 Not required
Download
Delete

The page is

The

available from the service option menu.

ng the o0Scri pfolloingpaged menu di spl ays the
2024-02-19 14:13:32 [ControlPowerlua 25] Control power initialized
closed by pressing the "Close" button.
3.2.4.4 View the service
source code for the services | oaded onto t

header = {
version = 1.1,
label = "Demo control power”

¥

function wsInit{param)
wd.log{"Initialized")

if param ~= nil then
wd.log( "parametre = "..param)
end
end

function wsStop()
wd.log{"Uninitialized")
end

Ffunction wsTick()
wd.log{"tick")
end

When script source code is displayed, click outside the window to make it disappear.
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Only unencrypted LUA scripts can be viewed.

3.2.4.5 Export a service

You can export the source code of the services loaded into the concentrator by clicking the "Download" menu
options

avai

abl e in

the browser.

Control

t he

ser vi

ce

menu.

Pressi

@ Services

Name

ActivePowerRegulation-V1_03

AfficheurSiebert_V3_00

ControlPower

GenSet-V1_04

RD244-V2 24

RelayControl V1_01

Description

Active power regulation

SCRIPT AFFICHEUR

Demo control power

Generator

Grid control power Spain

Relay Control

Version

1.03

3.0

1.1

1.04

224

1.1

License

Missing/Invalid

Not required

Not required

Missing/Invalid

Missing/Invalid

Not required

Status

Disabled

Disabled

Disabled

Script arg

Script logs

View

Delete

ng

Only unencrypted LUA scripts can be exported.

3.2.4.6 Deleting a service

t he

A service loaded in the concentrator can be deleted by clicking tH2elete” menu available in the service options
menu. A confirmation message will ask you if you really want to remove this service from the concentrator.
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Control

@ Services

Name Description Version License Status
ActivePowerRegulation-V1_03 Active power regulation 1.03 Missing/Invalid Disabled
AfficheurSiebert_V3_00 SCRIPT AFFICHEUR 3.0 Not required Disabled
ControlPower Demo control power 11 Mot required Disabled

Script arg
GenSet-V1_04 Generator 1.04 Missing/Invalid

Script logs
RD244-V2 24 Grid control power Spain 2.24 Missing/Invalid

View
RelayControl V101 Relay Control 11 Mot required

Download

Deleting a running service will, of course, cause it to be stopped and deleted.

3.2.5 System

All the system settings are grouped together in

Dashboard
i Network
Monitoring
Control
& System
Settings
Actions

About

B3 Logout
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3.2.5.1 Settings

The

system par anmmeneshows 8lehe paramegess Specifici tb the concentrator.

3.2.5.1.1 Updating and identifier

The "Concentrator” part is used to update and modify the concentrator identifier.

Update:

Settings

# Concentrator

Update firmware

Identifier Firmware version

WPMO0146B6 5.0.666.42270

Follow the steps below to update the the concentrator:

1.

Retrieve the firmware from the web sitésee section6: Upadlated):
https://www.webdyn.com/support/webdynsunpm/

Unzip the retrieved file,
Click the "File" field in the "Update firmware" parameter. A window opens used to select the new firmware,
Select the owgapp_X.X. X.xxXxexspepméi oinr mwadr el i lc&t

# Concentrator

Update firmware

B wgapp_5.0.666.42270.5pm Delete Update version

Press the "Update version" button.
Monitor the update progress next to the oUpdate

%

Concentrator

Update firmware

E e mdm o

Please wait while the update is applied and the concentrator restarts.
Refresh the web page (F5 key on theeyboard)
Connect back to the concentratorsge section3.2: cEmbedded web interfacé )

0 Go to the "System" menu, then to the concentrator "About" sofenu
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11.Check that the new version is shown in the OFi

VWM webdyn

Dashboard Abo ut

WebdynSunPM 4G

@& Network

Monitoring
Concentrator name Serial number
Control WP0146B6 014586
System Firmware version Kernel version
5.0.666.42270 4.9.186-fslcrge83b0fa

Settings

Last update

Actions
2024-02-19 14:23:57

About

Loegout

The concentrator has been updated.

( )

Do not disconnect the concentrator and avoid operations on it during its update.

. J

4 )

If an error occurs during the update, the concentrator will keep its previous operational firmwal
In that case, repeat the update procedure exactly as indicated.

. J

Identifier:

The "ldentifier name" field in the "Concentrator" part of the "Settings" page is used to change the concentrator
identifier.
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Settings

% Concentrator

Update firmware

* File Update version

Identifier Firmware version

WPMO0146B6 5.0.666.42270

Web interface Parameter in the <uid>_config.ini Description

configuration file

Identifier Concentrator_ldentifier Concentrator identifier

By default, a unigue OWPMxxxxxx06 identifier is fildl
concentrator MAC address which is provided on the product labs¢¢ section2.2.2: Idantificationd. To validate
any change of identifier, press the "Save" button.

Identifier

The identifier is used when creating the names of the files uploaded to the server. It is
important that it be unique to be able to know where the files on the remote server come fron
The concentrator identifier is identified as follows in the document: <UID>.

3.2.5.1.2 Password

The o0Passwordo6 part is used to modify the password
Old password New password Confirm password
Old password New password Confirm password

Follow the steps below to change the password:

1. Enter the current password in the 00l d passwordog
2. Enter the new password in the ONew passwordo fie
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3. Enter the new password again in the o0Confirm pas
4. Validate by clicking the 0Saved6 button.

4 )
To secure access to the concentrator, we recommend changing the default passwords follow
the first configuration. The password can
in the config file O0<uid>_config.ini6o.

J

If you lose the password and no servers are configured, you must completely reinitialise w\

concentrator by applying the factory settings usingfactorytext message commandgee section
533: oactoryo: Backd tor fastmgyt set O Fsaegdcton

2.4.3.2: Faotory Reset buttod )
\_ J

3.2.5.1.3 Date and Time

The o06Date & Timedé part is used to configure the con

Time zone:

& Date and time

MNTP server 1 MNTP server 2

pool.ntp.org NTP server 2
Last NTP sync status Timezone

2024-02-19 15:40:37 Connection terminated with success Europe: Brussels, Copenhagen, Madrid, Paris GMT+01:00 ~

Set time from PC  Set time from NTP

The list of time zones is available iAppendix B: Time zone list

Once a time zone has been selected, click the 0Save
time are updated immediately and the time offset from UTC is indicated on the web interface.

Time changes impact the names of generated files and recorded data which are then uploaded to the remote
server by the concentrator.

The date and time setting is:

Web interface Parameter in the <uid>_config.ini Description

configuration file

Time zone NTP_TimeZone Time zone selection:
1 (GMTF11:00) Midway Island, Samoa
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1 (GMF10:00) Honolulu

1 (GMT10:00) Tahiti

1 (GMTF09:30) Marquesas

1 (GMTF09:00) Anchorage

1 (GMT08:00) Pacific Time (US and Canada)

1 (GMT08:00) Los angeles

1 (GMT07:00) Denver

1 (GMTFJ7:00) Chihuahua, La Paz, Mazatlan

1 (GMTF06:00) Guadalajara, Mexico City,
Monterrey

1 (GMT06:00) Chicago, Central America

1 (GMT05:00) Bogota, Lima, Quito

1 (GMTF05:00) New York

1 (GMT04:00) Atlantic Time (Canada)

1 (GMTF04:00) Caracas

1 (GMTF04:00) Martinique

1 (GMTF04:00) Guadeloupe

1 (GMT03:30) Newfoundland, St Johns

1 (GMTF03:00) Antarctica

1 (GMTF03:00) Sao Paulo

1 (GMT02:00) Brazil

1 (GMTF01:00) Azores

1 UTC

1 (GMT+01:00) Europe: Brussels,
Copenhagen, Madrid, Paris

1 (GMT+01:00) Algiers

1 (GMT+02:00) Athens, Bucharest, Istanbul

1 (GMT+02:00) Cairo

1 (GMT+03:00) Moscow, St. Petersburg,
Volgograd

1 (GMT+03:00) Kuwait, Riyadh

1 (GMT+04:00) Abu Dhabi, Dubai, Muscat

1 (GMT+04:00) Baku, Thilisi, Yerevan

1 (GMT+04:30) Kabul

1 (GMT+05:00) Karachi

1 (GMT+05:00) Tashkent

1 (GMT+05:30) Kolkata

1 (GMT+05:45) Katmandu

1 (GMT+06:00) Astana, Dhaka

1 (GMT+06:00) Almaty, Novosibirsk

1 (GMT+06:30) Rangoon, Yangon

1 (GMT+06:30) Cocos

1 (GMT+07:00) Bangkok, Hanoi, Jakarta

1 (GMT+08:00) Beijing, Chongging, Hong
Kong, Urumqi, Shanghai

1 (GMT+08:00) Taipei

1 (GMT+09:00) Osaka, Sapporo, Tokyo

1 (GMT+09:00) Seoul

1 (GMT+09:30) Darwin

1 (GMT+10:00) Brisbane, Sydney

1 (GMT+10:00) Guam, Port Moresby

1 (GMT+10:30) Adelaide

1 (GMT+11:00) Noumea

1 (GMT+11:00) Magadan, Solomon Islands

contact@webdyn.conm webdyn.com
V5.03 subject to modifications| Webdyn © par Flexitron Group


mailto:contact@webdyn.com

1 (GMT+13:00) Auckland, Wellington

The timedifferences for countries are not taken into account by the concentrator.

NTP:

& Date and time

NTP server 1 NTP server 2

pool.ntp.org NTP server 2
Last NTP sync status Timezone

2024-02-19 15:40:37 Connection terminated with success Europe: Brussels, Copenhagen, Madrid, Paris GMT+01:00 ~

Set time from PC  Set time from NTP

The NTP settings are:

Web interface Parameter in the <uid>_config.ini

configuration file

Description

NTP server 1 NTP_Serverl

NTP server 2 NTP_Server2

address for the NTP 1 server used to
synchronise the concentrator clock.

NTP 2 server address used to synchronise the
concentrator clock if server 1 did not respond.

& If the NTP1 and NTP2 server values are left blank, the concentrator will not use N

synchronisation.

By default, the conce

ntrator uses t he fr

guarantee the exactness of the time synchronisation, nor its robustness. The use of a spec
NTP server is strongly recommended. Contact an N3éever portal or supplier.
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After having entered an NTP server, it can be tested by clicking one of the following buttons:

T 0Set t i me:laincheaNTRLTsyho6hronisation and, if necessary NTP2 synchronisation and then
applies it to the concentrator

1 0 Ch edtked\TP 1 server: Tests the NTP1 server synchronisation without applying it to the concentrator.

1 0 Ch edtked\TP 2 server: Tests the NTP2 server synchronisation without applying it to the concentrator.

Observe the result on the log shown below:

4 Logs & -

2024-02-19 16:28:16 NTP synchronisation request

2024-02-19 16:28:117 Network configuration for eth0 : ip 172.20.11.109 / netmask 255.255.0.0 / gateway 172.20.0.1 /dns1 17
2.20.0.2 / dns2 none / UP RUNNING

2024-02-19 16:28:17 Network configuration for eth1 :ip 192.168.2.12 / netmask 255.255.255.0 / gateway none / dns1 none /
dns2 none / UP

2024-02-19 16:28:29 NTP synchronisation success
2024-02-19 16:28:29 Connection terminated with success

The last line of the log containing the test result is displayed and stored in the "Last NTP sync status" field in the
"Date and time" part.

The concentrator time can be synchronised with the PC time by clickingth& et ti me Hutotnrbo nBPC T
zone configured in the concentrator is then applied.

3.2.5.1.4 Modbus Slave

The Modbus Slave section is used to enable or disable the Modbus slgsee section3.4: Matbus slave TC#§.

= Modbus Slave
Modbus Slave enabled

are accessible. Thauser registers require a specific definition file and can only be configure

When the Modbus slave is enabled using the web interface, only the WebdynSunPM regis
from a server.

3.2.5.2 Actions

The system's 'Actions’ sulmenu can be used to trigger various actions such as a reboot or a connection to a
server.
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VWA webdyn

13 Dashboard Actlons

& Network >

@® System

&= Monitoring >

Update llcences

&= Server 1 = Server2

@ Control

& System

Settings

Connect

Actions

About

Logout

3.2.5.2.1 Reboot

The "Reboot" on the welnterface is in the "Action" menu, then in the "Actions" subenu and finally in the "System"
part. It is used to simply reboot the concentrator.

@ System

Update ki

Follow the steps below to reboot the concentrator:

Click the "Reboot" button.

A notification will indicate that the restart has been taken into account. Wait while the concentrator
restarts.

3. Once the concentrator has restarted, the identification page will be displayed.

4. Connect back to the concentratorsge section3.2: cEmbedded web interfacé )

5. The concentrator is ready once again.

1.
2.

3.2.5.2.2 Licence updates

The web interface license update can be found in the "Action" menu, then the "Actions™sdnu and finally in the
"System" part. It is used to trigger a connection to the Webdyn license server to automatically retrieve the paying
Webdyn ".luaw" licensesyrchased from the Webdyn sales departmeritontact@webdyn.com)
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@ System

When the "Update licences" button is pressed, a notification will indicate the start of the connection to the
Webdyn licence server, then the licence retrieval will be tracked in the log located below.

-
a LOgS @ Licence import started . ¢

2024-02-20 10:00:22 Get licence on Webdyn server
2024-02-20 10:01:03 Licence updated
2024-02-20 10:01:03 Connection terminated with success

4 )
The licence file is specific to a WebdynSunPM. The same file cannot be used on sev
concentrators. The licence file contents must not be modified, otherwise the concentratol
licence management will be blocked.

The downloaded licence is automatically synchronised with the configured remote server. If-
product is returned to the factory and the licence is deleted on the remote server, the licenc
remain available on the Webdyn licence server.

. J

3.2.5.2.3 Connection to the servers

To trigger a connection to a server, select the server (server 1 or server 2) you want and click the 'Connect' button.
A 0Logs6 part underneath is wused to monitor the <cor
concentrator and the remog server. Looking at the last line is a quick way to see if the connection was successful

or not.
= Server1 = Server 2
Ending an ongoing connection using the o0Cancel <conn

it must complete first. Every line in the connection log represents an action.
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= Server 1

«

&= Server?2

ancel connect

A Logs
2024-02-20 10:05:30
2024-02-20 10:05:30
2024-02-20 10:05:30
2024-02-20 10:05:30
2024-02-20 10:05:30
2024-02-20 10:05:30
2024-02-20 10:05:30
2024-02-20 10:05:20
2024-02-20 10:05:20
2024-02-20 10:05:30
2024-02-20 10:05:32
2024-02-20 10:05:32
2024-02-20 10:05:32

3.2.5.2.4 Logs

The connection log shows the various events on server 1 and server 2.

To

= Server1

[T

Checking ControlPowerlua

No change

Checking GenSet-V1_04.luaw

No change

Checking RD244-V2_24.luaw

No change

Checking RelayControl_V1_01.lua

No change

Configuration file summary:
WPMO0146B6_licence.ini: Action=Send local file. Result=Success

Sending WPMO0146B6_SYSTEM_240220_100530.tar.gz ...
Sending WPMO0146B6_L0OG_240220_100532.l0g.9z ...

Connection terminated with success

&= Server 2

4

sel

4 Logs

2024-02-20 00:00:00
2024-02-20 00:00:00
2024-02-20 00:00:00
2024-02-20 00:00:00
2024-02-20 00:00:43
2024-02-20 00:00:43
2024-02-20 10:07:49
2024-02-20 10:07:49
2024-02-20 10:07:49
2024-02-20 10:07:49
2024-02-20 10:07:49
2024-02-20 10:07:49

ect a

Firmware version : 5.0.666.42270

Serial number : 0146B6

Connection reason : on schedule

Connect

Connection 2 is waiting for exclusive (4294967295 ms)...

Connection 2 is exclusive
Connection to : server not enabled

Firmware version : 5.0.666.42270

Serial number : 0146B6
Connection reason : on request (web)

Connection 2 is waiting for exclusive (5000 ms)...

Connection 2 is exclusive
Connection to : server not enabled

server

S

the connection log displays server 1 events.

connect.i

on

o0g,

first sel ect

If the concentrator is restarted, the connection log will be erased from the web pages a
previous events will no longer be viewable on the web interface. The previous events rem

stored and are uploaded to the configured remote server.

3.2.5.3 About
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The O0OAbout 6 page provides the following concentrato

T "Concentrator nameod: Uni q useesectior3®t5.0.1)i Wpdatinband t he cC
identifierd

T oSeri al number 6: Concentrator seri al number corr
MAC address.

M OoFi rmware versionbo: Concentrator software versioc
T "Kernel versiono: Version of the Linux kernel us
T "Last wupdatebod: Date and time of the | ast update
(Format: YYY-YIM-DD hh:mm:ss)
About
WebdynSunPM 4G
Concentrator name Serial number
WPMO146B6 0146B6
Firmware version Kernel version
5.0.666.42270 4.9.186-fslc+g683b0fa
Last update

2024-02-19 14:23:57

3.3 Micro SD card

Configuration using a Micro SD card works in the same way as described previously for the FTP/SFTP/WebDAV
server (see section 3.1: "FTP/ SFTP/ WebDAVG) .

The only difference is that the concentrator does not need a connection to the remote server, as all the files will
be accessible directly on the inserted SD card.

As the SD card directories are not configurable, the tree structure must use the following format:

/ICONFIG
/ALARM
/ILOG
/BIN
ICERT
/IDATA
/CMD
/IDEF

=A =4 =4 =4 =4 =4 -4 -4 =4

ISCRIPT
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If the directories do not exist, they will be created on the SD card the next time there is a "connection” request.

If the concentrator is configured to use the SD cai@hd the user makes a test connection, the device will search
for any configuration files on the card and use them.

The Micro SD card is seen and treated by the concentrator as an FTP server.

~

Note that the command files (CMD) on the SD card are not processed on the SD card by
concentrator.

J
~

Webdyn does not supply any SD cards. Contact a computer hardware retailer.
& WebdynSunPM is compatible with micro SDXC cards (15 x 11 mm) of a capacity of up to 32

J

3.4 Modbus slave TCP

TheWebdynSunPM has a Modbus TCP slave function which is used to:

access certain predefined information specific to WebdynSunPM (serial number, firmware version, etc.),

1
9 access variables for the devices managed by the WebdynSunPM,
1 access virtual device variables created by the scripts,

1

run concentrator commands.

3.4.1 General operation

The Modbus slave can only be accessed using TCP at slave address "1" and is available on both Ethernet interfaces
(LAN1 and LAN2). All the Modbus registers areinh6i t ohol di ng registero6 for mat
split into two parts:

1 The user registersthese registers can be addressed from 0x0000 to Ox7FFF (0 to 32767). Their use is
free and they can be configured using a definition file.

1 WebdynSunPM registershese registers are addressed in the 0x8000 to OxFFFF (32768 to 65535) range.
They are reserved and cannot be configured. They provide access to the WebdynSunPM information.

Each register can be read using the following Modbus functions:
1 O0x03 (Read Holding Registers): read
1 O0x06 (Write Single Register): single write
T 0x10 (Write Multiple Registers): multiple writes
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A variable can be associated with a group of one or more adjacent registers.
When a variable is accessed, the behaviour is as follows:

1 Variable read: the WebdynSunPM returns the last read value for the variable. This may include:
A WebdynSunPM information
A A variable linked to a connected physical device (for example: an inverter, an energy meter, etc.).

A Avirtual device variable created by a running LuascriptSee Lua technical gu
LUA User Guide.pdf d)

9 Variable write: the WebdynSunPM modifies the variable value. This may include:
A The WebdynSunPM relay output. This changes the relay output status.
A Sending a command.$ee sectiorb: Cadnmands)

A A variable linked to a connected physical device (for example: an inverter, an energy meter, etc.).
This action requires a request to the physical device.

A Avirtual device variable created by a running LuascriptSee Lua technical gu
LUA User Guide.pdfd)

All the values returned by the WebdynSunPM are raw values (without scaling), irehidjan
format. Similarly, the expected write values are raw bigdian values.

3.4.1.1 Reading or writing a variable

When a group of registers associated with a variable is read, the last known value of the variable is returned in a
standard Modbus response.

When a group of registers associated with a variable is written, the WebdynSunPM writes the new value to the
device as soon as possible. The response is only returned to the client when the operation has been completed.

write commands as there are variables to be written. Writing a set of variables in sequence is |

2 If multiple variables are to be written to the Modbus slave, it is essential to issue as many Modk
authorised, even if the Modbus addresses follow each ah

3.4.1.2 Running a command

To run a Modbus slave command, simply write a character string to register address 34080 section3.4.2.1:
"Predefined Webdyn variablé3using the same syntax as for a text message comma(sge section5.2.3: "Text
message") and a maximum length of 120 characters.
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a )

In Modbus slave mode, it is not possible to send several commands at the same time and
command can exceed 120 characters in length.

For all commands requiring a response, it will be by text message; the telephone number
need to be added for the return.

\ _/

3.4.2 Configuration

The Modbus slave is configured using an entry in the "<UID>_dag.csv" file in the "/CONF" directory on server 1
(main server).

ModbusSlave;<enabled>;<port>;<mapping file>

Where:

1 enabled Modbus slave status:
A 0® Disabl ed,
A 1o Enabl ed.
1 port: the TCP port used by the server. By default, port 502 is used.

1 mapping file name of thedefinition file describing the associations between the user registers and the
device variables or Lua scripts. The file must be present in the "/DEF" definition directory. If the "mapping
file" field is empty, then only the WebdynSunPM variables are acsigte.

4 )
& The Modbus slave is only accessible on the LAN. No modem access is authorised, even if

SIM card operator provides a public address.

\ J

4 )

Do not use the same port for communication with other devices. In that case, change the Modk
TCP slave server port default value.

\ J

Example of a file extract from "<UID> dag.csv":

é
SERIAL3;9600;8;N;1;2;modbusRTU;0;
ModbusSlave;1;502;WMP0116AB_ModbusSclave.csv

index;interface;name;address;acqPeriod(s);timeout(ms);serialNumber;parameters;category;model;defFile
é
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3.4.2.1 Predefined Webdyn variables

The predefined Webdyn variables are stored in the part of the WebdynSunPM registers addressed between
0x8000 and OxFFFF (32,768 to 65,535). The WebdynSunPM variables cannot be configured and are used to
access certain WebdynSunPM data.

The Webdyn variables are available at the following Modbus register addresses:

Address and number Data type Access Description
of registers (16 -bit

word)

33000/ 15 String Read Firmware version
33015/15 String Read Kernel version
33030/ 15 String Read Serial number
33045/ 15 String Read Identifier
33060/ 2 0 W6 swap Read Last update date

time_t(See section

3.1.2.2.2:

"Definition file

content")
33200/ 2 u32 Read Digital input 1
33202/2 u32 Read Digital input 2
33204 /2 u32 Read Digital input 3
33206/ 2 u32 Read Analog input 1
33208/ 2 u32 Read Analog input 2
33210/2 u3z2 Read Analog input 3
33212/2 u32 Read Analog input 4
33214 /2 u3z2 Read/Write Relay output
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34000/ 120 String Write Commands
This register group is special. It is
not associated with a variable or

item of data, but is used to run
commands.

See section5.3: "Command list
for more details on running a
command with Modbus.

3.4.2.2 User variables

The user variables are stored in the usaegister section, which can be addressed from 0x0000 to Ox7FFF (0 to
32767). The user registers must be configured using their own definition file in the "/DEF" definition directory
configured on server 1 (main server). The definition file describes thesasiations between the user registers and
the device variables or the Lua script variables.

For the definition file to be taken into account by the concentrator, it must be referenced in the "mapping file" field
in the "ModbusSlave" part of the "<UID>_dag.csv" file located in the "/CONFIG" configuration directBge (
section3.1.2.1.3.4: Maulbus slave configuratiod)

Only one definition file is possible for all the registers to be declared. The file name is free and can be modified by
the client at will, the gateway will use the name p

The Modbus definition file is in c¢csv format, it is

The first row in the file contains the following information:

ModbusSlave

Following this first row, all the following rows will contain the different Modbus variable definitions.
Each row fully describes a variable.

Each row will have the following format:

Index ; Infol ; Info2 ; Info3 ; Info4 ; Name ; Tag ; CoefA ; CoefB ; Unit ; Action

The field meanings are the following:

Index Contains the unigue associated identifier in the file. It is free form for the client as long as |
remains unique.
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Infol

Info2

Info3

Info4

Name

Tag

CoefA

CoefB

Unit

Action

Not used.

Address of the first register for this association and size in bytes.

non

The address of thefirst register and the size in bytes are separated by an underscore
(by default, the size is two bytes, which corresponds to one register)

The size in bytes must be a multiple of 2.

Not used.

Name of the device targeted by thiassociation, i.e. either:

9 adevice declared with a targeted variable

1 a Lua script with a virtual device variable created and targeted.
Name of the variable targeted by this association.

This field must not be used if the "Tag" field is used.

Tag for the variable targeted by this association.
The "Tag" field must be identical to that of the variable in the target device definition file.

This field must not be used if the "Name" field is used.

Not used.

Not used.

Not used.

Contains the code describing the possible action types which are:
9 O: variable disabled. The variable is not used.
1 1: the targeted variable is read only. Write access is not authorised.

1 4:the targeted variable is readvrite.

By default, if novalue is entered, the action code is set to 1.
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The definition file may be rejected if:
& 1 the "Name" and "Tag" fields are both present,

1 the groups of registers are then superimposed on the file,
1 the entered register size is not a multiple of 2,
1 the format is not respected.

As with the other definition files, the Modbus slave definition file is retrieved during an IS connection. It is then
checked for consistency and may be rejected if an error is found.

In the example below, the variables for different inverters and a variable created by a Lua script are retrieved.
According to the following list:

1) Read of the temperature variable with the name "Temperature" in U16 format from inverter 1 (1 register
i.e. 2 bytes).
2) Read of the power variable with the name “Botal” in F32 format from inverter 1 (2 registers i.e. 4 bytes).

3) Read of the firmware version variable with the name "Firmware Version" in String format and a maximum
length of 20 bytes from inverter 2 (i.e. 10 registers).

4) Read of the serial number variable with tag "DisplaySerialNumber" in String format and a maximum length
of 24 bytes from inverter 2 (i.e. 12 registers).

5) Read and write of the "ValueRegulation" variable for the virtual device in F32 format created by the
"regulation.lua" Lua scrip{See the Lua technical guide:WebdynSunPM LUA User Guide.pd#)registers
or 8 bytes).

Definition file example:

odbusSlave

;0
;1 4;INVERTERLE - Total;;;;;1
;3_20;;INVERTER2;Firmware Version;;;;;1
;13_24;;INVERTERZ2;; DisplaySerialNumber;;;;1
;25

M
1
2;
3;
4;
5;;25_8;;regulation;ValueRegulation;;;;;4

3.4.3 Modbus error management

If an error occurs, the WebdynSunPM returns a Modbus exception code. The error cases are the following:

0x01 lllegal Function Function code not supported, i.e. other than 0x03, 0x06
or 0x10.

contact@webdyn.com webdyn.com
WV webdyn | 172 V5.03 subject to modifications| Webdyn © par Flexitron Group


mailto:contact@webdyn.com

0x02 lllegal Data Address

0x03 lllegal Data Value

0x04 Server Device Failure

O0x0A Gateway Path Unavailable

0x0B Gateway Target DevicEailed to
Respond

0x70 Invalid Mapping

0x71 No Such a Variable

0x72 Invalid Action

> 0x80

W web‘d‘yn | 173

Consistency problem between the request and the
accessed registers:

9 Arregister is not configured.
9 Avregister is ignored (action code 0).

9 A register group isncomplete, i.e. fewer registers
are requested than the group contains.

Attempt to write on more than one variable.
Attempt to write to a reaebnly variable (action code
1).

9 Attempt to read the command register.

=) =)

The enteredvalue is illegal.

Invalid Modbus address, i.e. not equal to 1.

When writing, unable to connect to a TCP device. This me
be due to the network configuration.

When writing:

9 A device has not responded (timeout).

9 A device has responded with an invalid frame (CR(
error, incorrectly formed, etc.).
9 A device has unexpectedly closed its TCP socket.

A variable of which thesize is incompatible with the
number of registers is read or written.

A device or variable is not known to the WebdynSunPM.

Writing to the target variable is not supported (Input
Register, U8, etc.).

During a write, if a device responds with a Modbus
exception, it is transferred to the client by setting the
most significant bit to 1, i.e. by performing the
0x80|code conversion.
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4 Operati on

The concentrator communicates with one or momemote servers using the FTP/ SFTP / WebDAVTPS protocol
and/or the MQTT/MQTTS protocol. These servers can be used to manage the concentrator remotely.

Remote servers have several roles:

1 Storing the data and alarms collected locally by the concentrator:
Each time a connection is made to the server, whether by manual request, the triggering of an alarm (action

code 8) or the triggering of the connection schedule, the concentrator uploads its stored data.

1 Configuring the concentrator:

At each connection, the concentrator synchronises its configuration with the specific file on the server. If
the file does not exist, the concentrator creates it from its current configuration.

1 Triggering actions on the concentrator:

The command files must be uploaded to the server in an directory associated with the concentrator.
1 Monitoring the concentrator and assisting in troubleshooting:

The concentrator can upload log files for diagnosis purposes.

f If only one of the twoservers is an FTPv/ SFTP / WebDAM TPS server, the client must ch&
& whether to define it as server 1 or server 2 depending on the required behaviour:
1 Server 1: it will be considered a main server.

91 Server 2: it will be considered a backup server.

The main server is used to create or modify the configuration and send commands, as well a
receive alarms. The backup server is only used as a copy of the files uploaded to the main ser
It cannot create or modify the configuration or carry out amagtions.

& J

4.1 The FTP/SFTP/\WebDAYV server

For theWebdynSunPM FTP, SFTP and WebBAWPS servers operate identically. However, the use of an SFTP or
WebDAWTTPS server is preferable because it has btiiltsecurity layers which are not present on a classic FTP
server. The description in this section isgually valid for the different types of server.

Configuration:
The server is defined by the following parameters:

1 An address This can be an IP address or a domain name.
1 A connectionport (by default 21 for FTP, 22 for SFTP, 443 for WebDAVTPS).

1 Aloginand a password The parameters are used to define the account to be used.
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1 Arootdirectory The root directory can be 0/ 6 diettdries (farer v
example: 0/ WebdynSunPM/ O0CF4/ 6) .

You can configure your concentrator remotely from your server. This is only possible if your WebdynSunPM is
properly configured to upload and synchronise its configuration on it.

Server tree structure:

The server must have a tree structure specific to the WebdynSunPM product. The concentrator proposes one by
default but it can be customised. This architecture must exist on the server before the first connection because
the concentrator does not create th directories.

The server must have the following directories under the root directory:

/CONFIG  Read/ Contains the configuration files.
write The concentrator configuration uploaded by the concentrator is in the

following format:<UID>_config.ini
The connection interface configuration downloaded by the concentrator
is in the following format: <UID>_daq.csv
The connection schedule configuration downloaded by the concentrator
is in the following format: <UID>_var.ini
The connection shedule configuration downloaded by the concentrator
is in the following format: <UID>_scl.ini

/IDEF Read/ Contains the definition files.
write The definition file has the following format:
< UID>_<interface>_<comment>.csv

/ISCRIPT Read/ Contains the script files.

write The script file has the following format: <comment>.lua
/ICERT Read/ Contains the certificates.

write The certificate has the following format: <comment>.pem
/IDATA Write Contains the collected data.

The data file name is in thdollowing format:
< UID>_<interface>_ <timestamp>.csv.gz

/CMD Read/ Contains the commands.
Write/ The command file has the following format:
Delete < UID>_cmd.csv

/ALARM Write Contains the alarms.

The alarm file name is in the following format:
< UID>_AL_<timestamp>.csv.gz
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/ILOG Write Contains the log and debug files.
The log file has the following format:
< UID>_LOG_<timestamp>.log.gz

The debug file has the following format:
< UID>_SYSTEM_<timestamp>.tar.gz

/BIN Read Contains the update files.
Theconcentrator update has the following format:
wgapp_<version>.spm

Where:

1 <UID>: Concentrator identifier (site)

<timestamp>: The timestamp format is OYYMMDD_HHN
gives the chronological order

1 <interface>: the interface name from a defined listsge section3.1.2.1.3.5: Deglaration of devices to be
monitoredd

<comment>: free user field
<version>: update version number.

The data, alarm and | og files are compressed to the

The minimum access rights to the different directories must be defined as specified in the table above.

( )
If the directories are not created at the concentrator connection, or if the rights are not sufficie
to upload or download files, contact the server administrator.

\ _J

é )
2 All files exchanged between theoncentrator and the server must have standard UBrencoding.

\_ _J

Operation:

in FTP or SFTP, if the OFTP_TwoStepsSendingDisabl e

006, the concentrator uploads the files to the seryv
1. At the start of the transfer the file has an add

2. When the file transfer is complete, it is renamed by removing the ".tmp" extension.

This process allows the remote server to easily differentiate between files being uploaded and files that are
completely uploaded.

For a WebDAMTTPS server, this mechanism is unnecessary.
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File formats:

The concentrator manages different formats depending on the file type. They can be grouped by extension:

|n| 1'|' Concentrator Conﬁguration f||e Conﬁguration f||e in a data format
9 Connection schedule file
9 Data file (compressed)

.CSV {1 Connection interface file Delimited data file in the form of semi
9 Device definition files colon delimited values.(easy to use with
1 Alarm file Excel type spreadsheet software)

Json 1 Command file Text file containing JSON

Jua {1 Script file Lua language script

pem 1 Certificate file PEM format certificate allowing connection

to a secure server.

log 1 Log file(compressed) Text file

.spm 1 Update file Package containing all the update files

411 The configuration &CONFI GD

The concentrator can receive remote configurations in configuration files or from text messages.

Configuration file:

The WebdynSunPMoncentrator needs 4 types of configuration file in text and CSV format. The files names are
the following:

1 <UID>_config.ini
1 <UID>_dag.csv

1 <UID>_licence.ini
1 <UID>_var.ini

I <UID>_scl.ini

Where < UID> is the concentrator identifier.
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The currentc o n f i

guration is

avail

abl

e on

t he

remot e

Serve

remote configuration update, the concentrator sends its new configuration to the remote server at the next
connection.

Conf

iguration files can

be

sent

1 Download the configuration file available on the server,

1 Apply the new configuration.

remotely
modified in this directory. On the next connection to the server, the concentrator will carry out 2 steps:

using

The configuration file names indicated above must be respected.

Once t

he new configurati

on

has

been

Site distant : | /PMO146B6/CONFIG
=~ | PMO146B6

----- ALARM

----- BIN

----- CERT

..... CMD

----- CONFIG

----- DATA

----- DEF

..... LOG

----- SCRIPT
Maom de fichier Taille de fi.. Type defichier Derniére modification  Droits d'accés Propriétaire...
:J WPMO146B6_config.ini 1250 Paramétres de co... 01/12/2023 15:28:00 - MW WX TWX 1003 1004
@WPMD‘IdGBﬁ_daq.cw 576  Fichier C5V Micro... 01/12/2023 15:31:00 - P PWIX MW 1003 1004
:J WPMO146B6_licence.ini 50 Paramétres de co... 01/12/2023 15:01:00 - MW WX TWX 1003 1004
:J WPMO146B6_scl.ini 435 Paramétres de co... 01/12/2023 15:01:00 - MW WX TWX 1003 1004
:J WPMO146B6_var.ini 93 Paramétres de co... 01/12/2023 14:01:00 - MW WX TWX 1003 1004

applied, t

t

he

he

If there an error in the configuration file such as an incorrect value, the concentrator will not take it into account
and will use its default value if one exists, otherwise the file will be rejected. The LOG file will report the error and
the applied defult value.

Refer to section3.1.2.1: Calcentrator operatio® o rAptp@ na i x A: 0 _con
fle6 to see the 1i st of variables and t hei
412 EDEFD, the definitions
The devices declared in the 0< UI D> _daqg.csvod
device. The devices available on the concentrator are:
9 The inputs/outputs: IO
9 Customer remote information: CRI
1 RTU/TCP Modbus
1 Proprietary inverter protocols
i TCP Modbus slave

The definition files the WebdynSunPM can generate automatically are:

WA W
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1 The ICfile
1 The SunSpec files

1 The proprietary inverter protocol files

To create modbus definition files, see sectiod.1.2.2.2.2: Magbusd .

To create Modbus TCP slave definition files, see sectidd: "Modbus slave TC®or the application note.
Launching a device scan makes it possible to aut oma
directory on the server. It is also possible to build your own definition file or to modify the automatically generated
one.

A new definition file or a modification to one of the definition files is automatically retrieved by the concentrator at
its next connection to the server.

The definition file name can be customised, by default it has the following format:
< UID>_<interface>_<comment>.csv
Where:

<UID>: Concentrator identifier

<interface>: the interface name from a defined listsge section3.1.2.1.3.5: Deglaration of devices to be
monitoredd

T <comment>: free user field

Examples:
WPMOO0C44F_SunSpec_inverter SMA_Solar_Inverter_ 9301 _ModbusTCP.csv
WPMO0O0C44F _10.csv

custom.csv

Refer to section3.1.2.1.3.5: Detlaration of devices to be monitoregafor the definition file
structures.

413 CDATAD

Data is uploaded to the ODATAO6 directory on the FTP
format.

Below is the datafile name format:
< UID>_<interface>_<timestamp>.csv.gz
Where:
1 <UID>: Concentrator identifier
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1 <interface>: the interface name from the following list:
A CRI
A 10
A Modbus
1T <timestamp>: The timestamp format is OYYMMDD_HHN

gives the chronological order.

Examples:
WPMO00C44F_Modbus_210112_105947.csv.gz
WPMO00C44F_I0_210202_084443.csv.gz

WPMOO0C44F_TIC_210202_095243.csv.gz

Every declared and configured device acquires its data over a defined periselg(section3.2.3.2: Devices) and
regularly uploads it to a serversge section3.2.3.3: Setvel i n t he ODATAS directory.

The concentrator stores the data until it has been uploaded to the server. This makes it possible to resend it if the
transfer fails.

by uploading files to a server. The concentrator can store up to 50Mb of uncompressed data |

When the concentrator memory is full, new data is not stored until the memory has been empti
defined device.

The WebdynSunPM permanently collects the device and interface data asaVes it. The reported values are
always raw and must be connected to the device definition file. The contents of a data file are in 2 parts which are:

A A header which is different depending on the device or interface.
A Data: which is formatted identically for all devices and interfaces.

4.1.3.1 Input/Output (I0) header

The IO data file header is the following:

TypelO ;fileDefinitionName

Colour code:

M Black: Static text.

91 Blue: Devicespecific information or data.

Where:
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1 fileDefinitionName Definition file namefor the Inputs/Outputs.

4.1.3.2 Device header (Modbus, inverters)

The device data file header is the following:

DEVICEINDEXNumDevice 1
Protocol_1 ;fileDefinitionName_1

DEVICEINDEXNumDevice N
Protocol_N ;fileDefinitionName_N

Colour code:

T Black: Static text.
1 Blue: Devicespecific information or data.
Where:

T NumbDevice NN The device o0indexd in the conne cdeisattion i nt
3.1.2.2.2: Dédinition file contenty.

1 fileDefinitionName N Definition file name for device N.

4.1.3.3 Data

Data formatting is identical regardless of the device or interface.

The reported values are raw and must be linked to the configuration on the device or the interface in its definition
file. The IS must interpret the data using the raw data file and the definition file to be able to apply factors A and B

and the unit for each variable. (see sectior8.1.2.2.2: dDefinition file content )

The "action" field associated with each variable in the definition file is used to select a type of value:

0 No values are reported.

1 The parameter value is reported.

2 The min, max and mean values are reported.

4 The instant value is reported.

6 The instant value is copied tahe acquisition file and to the file created by the

"getData" command.
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7 The min, max and mean values are transferred to the acquisition file; the instan
value is transferred to the file created by the "getData" command.

8 The instant value is reported and and alarm is generated every time the valu
changes.
9 The instant value is reported and and alarm is generated every time the valu

changes but is uploaded at the next connection.

The device or interface data file data is the following:

nbVariableDevice_N;indexVariable_1_Device_N;indexVariable_A_Device_N;val_of EnAdvData(=1)
datetime_1;variable_1_value_1_ Device_N;variable_x_value_1_Device_N;nb_refreshes_during_1

datetime_2;variable_1_value_2_ Device_N;variable_x_value_2_ Device_N;nb_refreshes_during_2

datetime_Y;variable_1 value_B_Device_N;variable_A value_B_Device N;nb_refreshes_during_B

Colour code:
T Green: Optional header t hat can be enabled or C
server 1 -HemdedFPPR2 ond for server 2 in the < Ul D:

91 Blue: Devicespecific information or data.

Where:

nbVariableDevice NTotal number of collected variables for device N.
indexVariable X Device :Nndex X of collected variables for device N.

datetime Y. Data timestamp at acquisition point Y. For the format, see variable FTP_EuroDateFormat,
FTP2_EuroDateFormat; HTTP_EuroDateFormat and HTTP2_EuroDateFormat in sB@i8r8: Sedvel .

9 variable A value B Device :IValue A of Variable B corresponding to Index A collected at acquisition point
Y and the action defined in the definition file for device N.

1 nb refreshes during B Number of complete reads over this acquisition period of variable B. This
information is only displayed if théFTP_EnableAdvancedData" or "HTTP_EnableAdvancedData" parameter
on server 1 or "FTP2_EnableAdvancedData" or "HTTP2_EnableAdvancedData" on server 2 is set to 1. This
data can only be useful for Modbus and Inverter devices. For IO, CRI, virtual devices bhacarameter
collection file, the number of refreshes is always 0.

To avoid needlessly sending data to the server and thereby optimise the connection, it
recommended to only enable the variables that need to be reported.
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Input/Output (10):
Example of an 10 data file with an acquisition frequency of 10 seconds:

9 Input/output configuration:

1 4 Instant value

2 0 None

3 4 Instant value

4 4 Instant value

5 4 Instant value

6 2 Min, max and averagevalues

7 8 Instant value + alarm on change in value
8 4 Instant value

1 CSV data file (edited using Excel):

TypelO WPMOO0C44F [0.csv

o s e o b |7 0 |0

21/02/02 -15:41:10 0 170 150 0 0
21/02/02 -15:41:20 0 1 2 2 130 170 150 3 0 0
21/02/02 -15:41:30 1 0 3 1 120 160 140 2 0 0
21/02/02 -15:41:40 1 0 6 5 120 170 140 3 1 0
21/02/02 -15:41:50 0 0 6 4 130 180 150 5 0 0
21/02/02 -15:42:00 0 0 6 5 130 200 160 6 0 0

Devices (Modbus, inverters):
Example of a device data filevith an acquisition frequency of every 10 minutes:

1 Device 1 index configuration:

1 1 Parameter value

2 0 None
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3-11 4 Instant value

12 8 Instant value

9 Device 2 index configuration:

Index ¢ ' > Display

12 2 Min, max and average values

1 CSV data file (edited using Excel):

ModbusTCP WPMO00C44F_SunSpec_inverter_SMA_Solar_Inverter_9301_ModbusTCP.csv

21/02/05 -09:50:00

21/02/05 -10:00:00 35 57 5 108 1 10 O 0 O 0 1 6

ModbusTCP WPMO00C44F_SunSpec_inverter_SMA_Solar_Inverter_9301_ModbusTCP.csv
Ml i ) O

21/02/05 -09:50:00 26.00 51.00

21/02/05 -10:00:00 4 6 85:50:0 102 105 103.00 12

414 EALARMD al ar ms

The alarms are uploaded in the form of CSV format f
the OALARM/ 6 directory of t haamnrfiesacectugoadedto theesengers andthe f i
concentrator will not trigger NTP synchronisation. The list of alarms that can be generated is:

Alarm source Info Description

GATEWAY Power ON Concentrator boot

Power OFF Concentrator shut down
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TICaccessory loss TIC accessory removed

TIC accessory return TIC accessory reconnected
(@] Definition file name + Index + The value of an alarm type input
Value that has changed
MODBUS Definition file name + Index + The value of an alarm typéndex
Value that has changed
A O0Power OFF6 alarm is sent following a power cut o

power supply has returned for at least 1 minute. The other alarms have no timers and are sent as soon as the
concentrator detects them.

The alarm file on the server has the following format:
< UID>_AL_<timestamp>.csv.gz
Where:

1 <UID>: Concentrator identifier.

f <timestamp>: The timestamp format is OYYMMDD_HHN
gives the chronological order.

The GATEWAY type alarm file format is the following:

datetime_1; GATEWAWNfo_1
datetime_2; GATEWANfo_2

datetime_Y; GATEWA¥fo_X
Colour code:

9 Black: Static text.

91 Blue: Devicespecific information or data.

Where:

1 datetime Y. Alarm timestamp at trigger point Y. For the format, see variables FTP_EuroDateFormat,
FTP2_EuroDateFormat; HTTP_EuroDateFormat and HTTP2_EuroDateFormat in sB@i8r8: Sedvel .

1 info_X Information on alarm X.

The 10 and Modbus type alarm file format is the following:

datetime_1;AlarmSource_1;fileDefinitionName_1;nameEquipment_1;indexVariable_1;value_1
datetime_2;AlarmSource_2;fileDefinitionName_2;nameEquipment_2indexVariable_2;value_2

datetime_Y;AlarmSource_X;fileDefinitionName_N;nameEquipment_N;indexVariable_A;variable_A_value_B
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Colour code:

91 Blue: Devicespecific information or data.

Where:

1 datetime_ Y. Alarm timestamp at trigger point Y. For the format, see variables FTP_EuroDateFormat,
FTP2_EuroDateFormat; HTTP_EuroDateFormat and HTTP2_EuroDateFormat in s8@i8r3: Sedvel .
AlarmSource Source that triggered the alarm (10, MODBUS).
fileDefinitionName_N Definition file name for the device.

nameEquipment_N Device name. ONameo6 field in 31.RE350<
oDeclaration of devices to be monitoredl ) .

indexVariable Alndex A for the alarm variable.

variable A value BValue B of Variable A corresponding to alarm index A.

The reported values for 10 and Modbus alarms are raw and must be linked to the index configuration in the device
definition file. The IS must interpret the data using the raw data file and the definition file to be able to apply the
defined factors A and Band the unit for each input or index. (see sectio®.1.2.2.2: Délinition file content )

Example of a Modbus alarm file:

21/02/12-07:00:19 Modbus Modbus_DELTA_M88H-COM1.20 OndA 48 0.000000
Sunspec.csv

21/02/12 07:00:49 Modbus Modbus_DELTA_M88i€OM1.20Sunspec.csv OndA 48 3.000000

415 ¢ CMDD commands

Command files can be used to run remote tasks on the concentrator. It is therefore possible to ask the concentrator
to launch a device search, obtain the configuration.

Commandfiles are not managed when the SD card is in use.

The command file operation (format and processing) is described in sectibn Cainmands . The ava
commands are detailed irb.2.1: Caimmand fil& .

416 ¢SCRI PTSD
The O0SCRIPT6 directory on the server is used to sup
Lua script files can have the following extension:

1 ".lua" an unencrypted LUA script
1 "luax": an LUA script encrypted with client keys

1 "luaw": an encrypted LUA script with a Webdyn licence
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The script file format is as follows:
<comment>_.lua
<comment>_.luax

<scriptwebdyn>_.luaw

Where:

1 <comment>: free user field

1 <scriptwebdyn>: Webdyn proprietary script

Examples:
ControlPower.lua
Injection.luax
Deie.luaw
For more details on script use, see the o0WebdynSunP

https://www.webdyn.com/support/WebdynSunPM/

Proprietary Webdyn ".luaw" scripts are not-tgloaded by the concentrator if they are deleted or
the remote server.

417 ¢BI ND updat e

The O0BI N6 directory on the server is used to store
The update file name format is as follows:

<UID>_wgapp_X.X.X.XXXXX.Spm

Where:

1 <UID>: Concentrator identifier.

T x.Xx.X.xxxxx:is the firmware version number.
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Example:

To, apply the update, use the procedure described in sectiér2: Using FTP/SFTP/WebDAV.

wgapp_3.2.9.34734.spm

has been applied, the firmware file can be deleted.

418 ¢LOGD

Log files are the files used to monitor the concentrator actions and analyse when things go wrong.

When contacting support it is essential to be able farovide the log files for the problem encountered.

There are 4 types of log file:

)l
)l
)l
)l
)l

Connection | ogs: < UID
LUA script run |l ogs: <
SunSpec detection | ogs:
System | ogs: < Ul D>
Troubl eshooting | ogs:

4.1.8.1 Connection logs

Every time the concentrator connects to a server, either by modem or Ethernet, all the operations are saved for

future viewing.

When the connection is forced using the local web interface, the connection sequence is shown in the "Logs" part.

A Logs

2024-02-11 14:25:21
2024-02-11 14:25:21
2024-02-11 14:25:21
2024-02-11 14:25:21
2024-02-11 14:25:21
2024-02-11 14:25:21
2024-02-11 14:25:21
2024-02-11 14:25:21
2024-02-11 14:25:21
2024-02-11 14:25:11

2024-02-11 14:25:21
2024-02-11 14:25:21
2024-02-11 14:25:224

Once t

> LOG_6dated6.log.gz.
Ul D> _LUA_O6script namebo
< Ul D> _SUNSPEC_o6dated.

_SYSTEM_O6dated.l og.gz.

Local changes sent WPMOOBDE4_daq.csv

Script management...

Checking WPMOOBDE4_sclini

Getting remote changes

Checking Test script 1
No change

Jua

Checking Test script 2.lua

No change

Configuration file summary:

0 <

Ul

D>

~_6interfaced6 6d

B ~

WPMOOBDE4_SunSpec_inverter_SMA_Solar_Inverter_9301_ModbusTCP.csv: Action=Get remote file. Resu

It=Success

WPMOOBDE4_dag.csv: Action=Send local file. Result=Success

WPMOOBDE4 _scl.ini: Action=Get remote file. Result=Success
Sending WPMOOBDE4_SYSTEM_210211_142521.targz

For this same connection, the log file uploaded to the server contains the following data:

2024 - 02- 11 14:25:03:Firmware version

2024 - 02- 11 14:25:03:Connection 1 wait for exclusive...
2024 - 02- 11 14:25:03:Connection requested
2024 - 02- 11 14:25:16:Ntp synchronisation success

2024-02-11

14:25:

2024 - 02- 11 14:25:16:Alarms
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16:

Connection
management é

t

(o]

192.

WebdynSunPM 3.2.11.34874

168.

2.

13:

test

server

n

progri¢ss
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2024-02-11 14: 25:16: Data acquisition management é
2024 - 02- 11 14:25:16:Sending WPMOOBDE4_Modbus_210211_142503.csv.gz

2024-02-11 14: 25:16: Data acquisition management é
2024 - 02- 11 14:25:16:Sending WPMOOBDE4_|0_210211_142507.csv.gz

2024 - 02- 11 14:25:16:Sending WPMOOBDE4_SUNSPEC_210211_142507.log.gz

2024-02-11 14: 25:16: Configuration management é
2024 - 02- 11 14:25:16:Checking WPMOOBDE4_config.ini

2024 - 02- 11 14:25:16:No change

2024 - 02- 11 14:25:16:Checking WPMOOBDE4_daq.csv

2024 - 02- 11 14:25:16:Sending local changes

2024 - 02- 11 14:25:16:Remove file

2024 - 02- 11 14:25:17:Checking WPMOOBDE4_var.ini

2024 - 02- 11 14:25:17:No change

2024 - 02- 11 14:25:17:Checking WPMOOBDE4_|O.csv

2024 - 02- 11 14:25:17:No change

2024 - 02- 11 14:25:17:Checking WPMOOBDE4_SunSpec_inverter_SMA_Solar_Inverter_9301_ModbusTCP.csv
2024 - 02- 11 14:25:17:Getting remote changes

2024 - 02- 11 14:25:21:Failed to parse keep open parameter () for device

192.93.121.23:502, slave: 126, use default value true

2024 - 02- 11 14:25:21:Local changes sent WPMOOBDE4_dag.csv

2024 - 02- 11 14:25:21:Script management...

2024 - 02- 11 14:25:21:Checking WPMOOBDE4_scl.ini

2024 - 02- 11 14:25:21:Getting remote changes

2024 - 02- 11 14:25:21:Checking Test script 1.lua

2024 - 02- 11 14:25:21:No change

2024 - 02- 11 14:25:21:Checking Test script 2.lua

2024 - 02- 11 14:25:21:No change

2024 - 02- 11 14:25:21:Configuration file summary:

2024 - 02- 11 14:25:21:WPMOOBDE4_SunSpec_inverter_SMA_Solar_Inverter_9301_ModbusTCP.csv: Action=Get remote
file. Result=Success

2024-02-11 14:25:21:WPMO00BDE4_dag.csv: Action=Send local file.

Result=Success

2024 - 02- 11 14:25:21:WPMOOBDE4_scl.ini: Action=Get remote file.

Result=Success

2024 - 02- 11 14:25:24:Sending WPMOOBDE4_SYSTEM_210211_ 142521 tar.gz

First features the information on the concentrator software version, then the connection to the NTP server for time
synchronisation.

Then comes the actual connection to the server starting with alarm synchronisation where applicable:

2024-02-11 14:25:16: Al arms management é

Once this step is complete, the data files are transferred to the server:

2024-02-11 14: 25:16: Data acquisition management é
2024 - 02- 11 14:25:16:Sending WPMOOBDE4_Modbus_210211_142503.csv.gz

2024-02-11 14:25:16: Data acquisition management é
2024 - 02- 11 14:25:16:Sending WPMOOBDE4 _10_210211_142507.csv.gz

2024 - 02- 11 14:25:16:Sending WPMOOBDE4_SUNSPEC_210211_142507.log.gz

Then comes the processing of the configuration files to be sent or received:

2024-02-11 14: 25:16: Configuration management é
2024 - 02- 11 14:25:16:Checking WPMOOBDE4_config.ini

2024 - 02- 11 14:25:16:No change

2024 - 02- 11 14:25:16:Checking WPMOOBDE4_dag.csv

2024 - 02- 11 14:25:16:Sending local changes

2024 - 02- 11 14:25:16:Remove file

2024 - 02- 11 14:25:17:Checking WPMOOBDE4_var.ini

2024 - 02- 11 14:25:17:No change

2024 - 02- 11 14:25:17:Checking WPMOOBDE4_|0.csv

2024 - 02- 11 14:25:17:No change

2024 - 02- 11 14:25:17:Checking WPMOOBDE4_SunSpec_inverter_SMA_Solar_Inverter_9301_ModbusTCP.csv
2024 - 02- 11 14:25:17:Getting remote changes

2024 - 02- 11 14:25:21:Failed to parse keep open parameter () for device
192.93.121.23:502, slave: 126, use default value true

2024 - 02- 11 14:25:21:Local changes sent WPMOOBDE4_dag.csv
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The log file indicates that a certain number of files were checked and that no modifications were detected.

It t hen indicates t hat file OWPMOOBDE4 _ _SunSpec_in
modified on the remote server. It is then retrieved, read and imported locally:

2024 - 02- 11 14:25:17:Checking WPMOOBDE4_SunSpec_inverter_ SMA_Solar_
Inverter_9301_ModbusTCP.csv
2024 - 02- 11 14:25:17:Getting remote changes

Modi fications were also detected on the devices and

2024 - 02- 11 14:25:21:Local changes sent WPMOOBDE4_dag.csv

The processing completes with script file management:

2024 - 02- 11 14:25:21:Script management...

2024 - 02- 11 14:25:21:Checking WPMOOBDE4_scl.ini
2024 - 02- 11 14:25:21:Getting remote changes
2024 - 02- 11 14:25:21:Checking Test script 1.lua
2024 - 02- 11 14:25:21:No change

2024 - 02- 11 14:25:21:Checking Test script 2.lua
2024 -02- 11 14:25:21:No change

All the scripts are checked on the server. Here, the log indicates that there were no changes.

Once all the processing is complete, a summary recaps all the completed processing:

2024 - 02- 11 14:25:21:Configuration file summary:

2024 - 02- 11 14:25:21:WPMOOBDE4_SunSpec_inverter_SMA_Solar_Inverter_9301_ModbusTCP.csv: Action=Get remote
file. Result=Success

2024 - 02- 11 14:25:21:WPMO0OBDE4_dag.csv: Action=Send local file.

Result=Success

2024-02- 11 14:25:21:WPMO0BDEA4_scl.ini: Action=Get remote file.

Result=Success

|t shows t hat files OWPMOOBDE4 SunSpec_inverter
0 WP MO 0 BDE 4 _ s sukcessfully rétrieved from the server.
I't also indicates that file OWPMOOBDE4 _dag.csvO was

The log file ends by indicating that the system log files were sent:

2024 - 02- 11 14:25:24:Sending WPMOOBDE4_SYSTEM_210211_142521 tar.gz

4.1.8.2 Script logs

Each script runs in a separate environment. As a result, they each have an automatically generated log file when
they run.

The log file can be viewed in 2 ways:
1 Either directly on the local web site onthe "Contrpplage by c¢cl i cking o0Script |«

menu (see section3.2.4.4: " View the service"):
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Control

@ Services

Name Description Version License Status
ActivePowerRegulation-V1_03 Active power regulation 1.03 Missing/Invalid Disabled H
AfficheurSiebert_V3_00 SCRIPT AFFICHEUR 3.0 Not required Disabled H
ControlPower Demo control power 1.1 Not required Disabled H

Script args
GenSet-V1 04 Generator 1.04 Missing/Invalid

Script logs
RD244-V2 24 Grid control power Spain 2.24 Missing/Invalid

View
RelayControl_V1_01 Relay Control 1.1 Not required

Download

Delete

2024-02-19 14:13:32 [ControlPower.lua 25] Control power initialized

Close

1 Oronthe server in the log files. THegs displayed below are also available on the server. They contain the
0 LUA 6 character string followed by the script
OWPMOOBDE4 LUA _Test script 1 210211 165Gd@spl@yedoo g. c
the screen.

Note that script | og files are in 0CSV6 format so t

4.1.8.3 SunSpec detection logs

During a SunSpec detection, the detection result is displayed on the local web as it progresses:

a Logs ® -
METUL 11 1kt DAL I LU 1§ U L T 1A |y i ks U
2024-02-11 17:27:54 Found table 122:44 at 40299@126 192.93.121.23:502
2024-02-11 17:27:55 Found table 123:24 at 40345@126 192.93.121.23:502
2024-02-11 17:27:56 Found table 124:24 at 40371@126 192.93.121.23:502
2024-02-11 17:27:57 Found table 126:64 at 40397@126 192.93.121.23:502
2024-02-11 17:27:58 Found table 127:10 at 40463@126 192.93.121.23:502
2024-02-11 17:27:59 Found table 128:14 at 40475@126 192.93.121.23:502
2024-02-11 17:28:00 Found table 131:64 at 40491@126 192.93.121.23:502
2024-02-11 17:28:01 Found table 132:64 at 40557@126 192.93.121.23:502
2024-02-11 17:28:02 Found table 160:128 at 40623@126 192.93.121.23:502
2024-02-11 17:28:03 Table 160. Type count not supported.

2024-02-11 17:28:04 Found table 129:60 at 40753@126 192.93.121.23:502
2024-02-11 17:28:05 Found table 130:60 at 40815@126 192.93.121.23:502
2024-02-11 17:28:07 End of Sun5Spec detection on ethernet1. 1 devices found.

Al

contact@webdyn.com webdyn.com
WV webdyn | 191 V5.03 subject to modifications| Webdyn © par Flexitron Group

{Flexitron.


mailto:contact@webdyn.com

This |l og can also be found in the 0LOG6 directory a
of the concentratorodos Ul D, foll owed by OSUNSPECO6 a
OWPMOOBDE4_ SUNSPEC_23ph023kb_181543. |

The log file contains exactly the same thing as what was displayed on the screen:

24/02/11 - 17:27:28;SunSpec detection start on ethernetl. Estimated time . 621 seconds.
24/02/11 - 17:27:30;NON SUNSPEC device found at @1 192.93.121.23:502.
24/02/11 - 17:27:31;NON SUNSPEC device found at @2 192.93.121.23:502.
24/02/11 -17:27:32;NON SUNSPEC device found at @3 192.93.121.23:502.
24/02/11 - 17:27:47;SunSpec device found at @126 192.93.121.23:502.
24/02/11 - 17:27:48;Found table 1:66 at 40004@126 192.93.121.23:502
24/02/11 - 17:27:49;Found table 11:13 at 40072@126 192.93.121.23:502
24/02/11 - 17:27:50;Found table 12:98 at 40087@126 192.93.121.23:502
24/02/11 - 17:27:51;Found table 101:50 at 40187@126 192.93.121.23:502
24/02/11 - 17:27:52;Found table 120:26 at 40239@126 192.93.121.23:502
24/02/11 - 17:27:53;Found table 121:30 at 40267@126 192.93.121.23:502
24/02/11 - 17:27:54;Found table 122:44 at 40299@126 192.93.121.23:502
24/02/11 - 17:27:55;Found table 123:24 at 40345@126 192.93.121.23:502
24/02/11 - 17:27:56;Found table 124:24 at 40371@126 192.93.121.23:502
24/02/11 - 17:27:57;Found table 126:64 at 40397@126 192.93.121.23:502
24/02/11 - 17:27:58;Found table 127:10 at 40463@126 192.93.121.23:502
24/02/11 -17:27:59;Found table 128:14 at 40475@126 192.93.121.23:502
24/02/11 - 17:28:00;Found table 131:64 at 40491@126 192.93.121.23:502
24/02/11 - 17:28:01;Found table 132:64 at 40557@126 192.93.121.23:502
24/02/11 - 17:28:02;Found table 160:128 at 40623@126 192.93.121.23:502
24/02/11 - 17:28:03;Table 160. Type count not supported.

24/02/11 - 17:28:04;Found table 129:60 at 40753@126 192.93.121.23:502
24/02/11 - 17:28:05;Found table 130:60 at 40815@126 192.93.121.23:502
24/02/11 - 17:28:07;End of SunSpec detection on ethernetl. 1 devices found.

Note that the SunSpec |l og files are in 0CSV6 format

4.1.8.4 System logs

System logs are internal concentrator operation logs. They contain internal debugging information that may be
requested by support.

By default, the system logsarendgtr ansf erred to the server. To do so,
enabled on the server configuration page:
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Server setup

CO

Server2 Interface Type

Ethernet - FTP -

Credentials Directories

Address Configuration directory
ftp.webdyn.com /PM0146B6/CONFIG
Port Alarm directory
21 /PMO146B6/ALARM
Login Log directory
webdyn /PMO146B6/LOG
Password Binary directory
password /PM0146B6/BIN

Certification directory

. . /PM0146B6/CERT
Additional settings

Data directory

[ 2 steps for put file disabled
/PM0146B6/DATA

B Enable data file header option
Command directory

] European data format

[ synchronise certificates

] Enable advanced data option

] Dump gateway logs

[0 Enable web services

Web services URL

The system log files are also transferred automatically when a connection is forced from the server configuration
o0Connectd6 button or wusing

pagebyc | i cki ng the

The file name i s

upl oaded to the

4.1.9 Web Services

server

/PM0146B6/CMD

Definition directory

/PM0146B6/DEF

Script directory

/PMO146B6/SCRIPT

composed of the concentratorés
OWPMOOBDE4 _SYSTEM_210211_18

There are 2 parameters used to configure web services:

oconne
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1 WebServiceEnable0 to disable and 1 to enable web services.

1 WebServiceUrlwhen web services are enabled, this parameter contains the network address that will be
called under certain conditions described in this section.

The following actions can trigger a call to a web service:

Starting the product

Data file upload to the FTP server

Modification of the configuration (configuration load or upload)

Running a command file

= = =4 =4 =

Loading a new binary file

Calls to web services are made in the following format:

URL/confirm.php;NSITE=IDsite&ACTION=action&ACTION - COMP=additional data&RC=0&RC - COMP=

The "confirm.php" page is called at the configured URL. This page will receive the various agtformation and
must process it.

The information is:

NSITE: concentrator identifier. This is the identifier that was configured during commissioning

ACTION: identifier of the action that triggered the web service call. The list of actions is described below
ACTIOMCOMP: for certain actions, additional information is provided. The full list is described below

RC: always equal to 0

= = =4 =4 =

RCCOMP: always empty

First FTP connection since the concentrator was NSITE=IDsite&ACTION=VERSION&ACUOOMP=
started. firmware version&RC=0&RLCOMP=

When the gateway connects for the first time since
its start-up (powerup, software update, etc.), the
software version number is sent.

Data sent from inverters or IOs to the FTP server. NSITE=IDsite&ACTION=UPLOADDATA&RC=0&R(
COMP=
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When thegateway connects to the FTP server to
upload data files from the various devices, this web
service is called.

Alarms sent to the FTP server.

When an alarm has been detected, an alarm file is
uploaded to the FTP server and this web service is
called.

Gateway configuration files sent to the FTP server.

When a configuration change is made locally on the
gateway, on the next connection the impacted
configuration files are transferred to the FTP server
and this web service is called

Configuration files loaded from the FTP server to
the gateway.

When changes are made to remote configuration
files, the gateway loads these files on the next
connection and this web service is called.

Sending of one or more definition files.

When the gatewaymadifies definition files (e.g.
creation by detection), these definition files are
sent to the remote FTP server on the next
connection and this web service is called.

Receipt of one or more definition files.

When definition files are modified on the remote
FTP server, the gateway loads them the next time it
connects. This web service is then called.

Running a command file.

When the gateway detects a command file to be
loaded and run on the FTP server, it calls this web
service.

Loading new firmware.

W web‘dyn | 195

NSITE=IDsite&ACTION=UPLOADALARM&RC=0&lI
COMP=

NSITE=IDsite&ACTION=UPLOADGLOBAL&ACTIC
COMP-=list of configuration files&RC=0&RCOMP=

The configuration file names are separated by the
";" character.

The files concerned are "_config.ini", "_var.ini" and
" dag.ini"
NSITE=IDsite&ACTION=CONFIGGLOBAL&AETIO
COMP=list of configuration files&RC=0&RCOMP=

The configuration file names are separated by the
"" character.

The files concerned are "_config.ini", "_var.ini" and
"_dag.ini"
NSITE=IDsite&ACTION=UPLOADDEF&ACTION
COMP=list of definition files&RC=0&RCOMP=

The definition file names are separated by the ";"
character.

NSITE=IDsite&ACTION=CONFIGDEF&ACTION
COMP=list of definition files&RC=0&RCOMP=

The definition file names are separated by the ";"
character.

NSITE=IDsite&ACTION=CMD&RC=0&ROMP=

NSITE=IDsite&ACTION=CONFIGBIN&RC=0&RC
COMP=
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When the gateway detects and loads a valid
firmware file (correct CRC) on the FTP server, it
calls this web service.

The web service must return one of the following values:

00 OK

10 Unknown site ID

11 Action code unknown

12 Unknown RC received
13 Missing MAC address
-1 Internal server error

Examples of web service requests:

Load a new firmware version:

URL/confirm.php;NSITE=IDsite&ACTION=CONFIGBIN&RC=0&RC=

First connection since last starup:

URL/confirm.php;NSITE=IDsite&ACTION=VERSION&ACTION - COMP=WebdynSunPM4.2.3.38295&RC=0&RC COMP=

Load IDSite_config.ini and IDsite_var.ini configuration files:

URL/confirm.php;NSITE=IDsite&ACTION=CONFIGGLOBAL&ACTION - COMP=IDsite_config.ini;IDsite_var.ini &RC=0&RC -
COMP=

4.2 The MQTT/MQTTS server

MQTT and MQTTS servers operate identically. The use of an MQTTS server is preferable because of the extr:
security layers compared to a MQTT server. The description in this section is equally valid for both types of MQTT
server.

Configuration:
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The MQTT server is defined by the following parameters:
1 An address This can be an IP address or a domain name.
1 AnMQTT connectiomport (default 1883 for MQTT and 8883 for MQTTS).

1 A server identificationdepends on the selected MQTT server type. Identification can be either by a simple
identifier and password or by certificates and a key to be imported into the concentrator.

1 An application identification Unique server identifier allowing to have your own application space.

1 Topics Name of the information channels on the server to upload data and alarms.

From an MQTT/MQTTS server, the concentrator supports the following actions:
Data upload,
Alarm uploads,

Command reception,

=A == =2 =9

Concentrator update.

From an MQTT/MQTTS server, you cannot:
Configure the concentrator,

Create, add or modify a definition file,
Create, add or modify &cript,

Add or replace a certificate,

=A = =2 =4 =4

Upload the logs.

To carry out those actions, you must configure the second server on the concentrator using an FTP/SFTP server.
Server tree structure:

An MQTT/MQTTS server has information channels called topics. You must enter the same topic name between the
MQTT/MQTTS server and the concentrator.

A topic must be entered the data so that the concentrator can upload it.
If you want to send alarms to the MQTT/MQTTS server, you must enter a topic for the alarms.

If you want to receive commands from the MQTT/MQTTS server, you must enter a topic for the commands and
another for the command results.

Operation:

The concentrator connects and uploads data to the MQTT/MQTTS server at each scheduled ti@ee (
section3.2.3.3.8: 6Schedule) )
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If Alarm and/or Command topics are entered, the concentrator is permanently connected to the MQTT/MQTTS
server so that action can be taken immediately.

Unlike the FTP/SFTP server, the data uploaded to the MQTT/MQTTS server is formatted and takes into account
the defined A and B factors and the unit defined for each variablede section3.1.2.2.2: dDefinition file content ) .

4.2.1 Data format

Data formatting is identical regardless of the device or interface.

The reported values are interpreted and use the A and B factors defined for each variable in the device or interface
definition file. (see section3.1.2.2.2: dDefinition file content ) .

The o6actiono6 field value for the device or the inte
0 No values are reported.
1 The parameter value is reported.
2 The min, max and mean values are reported.
4 The instant value is reported.
6 The instant value is copied to the acquisition file and to the fitzeated by the

"getData" command.

7 The min, max and mean values are transferred to the acquisition file; the
instant value is transferred to the file created by the "getData" command.

8 The instant value is reported and and alarm is generated eveiye the value
changes.
9 The instant value is reported and and alarm is generated every time the valu

changes but is uploaded at the next connection.

The device or interface data file data is in JSON format as per:

" _MetaData__"{
"id":"concentrator_id"

bo
"DAQ_Name_eqp_1:[

{
"DEF_Name_var_1 egp_1"™ var_1 value 1 eqp_1
"DEF_Name_var_2 eqgp_1": var_2_value_1 eqp_1
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Colour
)l
)l
)l

Where:

WA W

"DEF_Name_var_X_egp_1": var X value_1 eqp_1 ,
"date":" YY/ MMDD hh: mmss",

"timestamp":  value_timestamp_1_eqp_1 ,
"nbOfRefreshes™: value_nbOfRefreshes_1_eqp_1

"DEF_Name var 1 egp_ 1" var_1 value Z eqp_1 ,
"DEF_Name var 2 eqp_1"™ var 2 value Z eqp_1 ,
"DEF_Name_var X_egp_1" var_X value Z eqgp_1 ,
"date":" YY/ MMDD hh: mmss",

"timestamp":  value_timestamp_Y_eqp_1 ,
"nbOfRefreshes": value_nbOfRefreshes_Y_eqp_1

}

"DAQ_Name_eqp_N]

{
"DEF_Name var 1 egp_ N" var_1 value 1 eqp_ N ,
"DEF_Name_ var 2 eqp_N" var_2 value_ 1 eqp_ N ,
"DEF_Name_var_X_egp_N" var_X value_1 eqp_ N ,
"date™:" YY/ MMDD hh: mmss",
"timestamp":  value_timestamp_1_egp_N
"nbOfRefreshes": value_nbOfRefreshes_1_eqgp_N

"DEF_Name var_ 1 eqp_ N"™ var_1 value Z egqp_N ,
"DEF_Name_var_2_eqp_N" var_2_value_Z_eqp_N ,
" DEF_Name_var_X_egp_N": var_X_value_Z_egp_N ,
"date™:" YY/ MM DD hh: mmss",

"timestamp":  value_timestamp_Y_eqp_N
"nbOfRefreshes": value_nbOfRefreshes_Y _eqp_N

code:
Green: Device or interface name or variable.
Blue: Device oiinterface-specific data.

Black: Static text.

DAQ_Name_egp_NDevice name N, device "Name" field in the<UID>_dag.csv fded section3.1.2.1.3.5:
dDeclaration of devices to banonitoredd )

DEF_Name_var X eqp_:X variable name X on device N, variable "Name" field in the definition fikeé
section 3.1.2.2.2: Dedinition file content)

var_X value _Z eqp_NValue Z of variable X of device N collected at acquisition point Y and the action
defined in the device N definition file.

date: Timestamping of data atacquisition point Y in UTC+timezone (see the "NTP_TimeZone" parameter
in Appendix A). In format: "YY/MM/DBh:mm:ss" for "Year/Month/Day/Hour:Minutes:Seconds"

timestamp: Data timestamp at acquisition point Y in UTC+0 format. Number of milliseconds elapsed since
1st January 1970.

nbOfRefreshesNumber of complete reads during this acquisition period. This information is only displayed
if the "MQTT_EnableAdvancedData" parameter is set to 1. This data can only be useful for Modbus and

contact@webdyn.conm webdyn.com
ebdyn | 199 V5.03 subject to modifications| Webdyn © par Flexitron Group


mailto:contact@webdyn.com

Inverter devices. For 10, CRI, virtual devices and the parameter collection file, the number of refreshes is
always O.

1 : Metadata on the context of the device in the file. Currently, the only information sent is the
WebdynSunPM identifier in the "id" item.

To avoid needlessly sending data to the server and thereby optimise the connection, it
recommended to only enable the variables that need to be reported.

Devices (Modbus, inverters):

Example of a device data file with an acquisition frequency of every fiinutes:

91 Device 1 index configuration (ModbusTCP):

1 1 Parameter value

2 0 None

3-11 4 Instant value

12 8 Instant value + alarm on change in value

1 Device 2 index configuration (SMANET):

1-2 2 Min, max and average values

1 MQTT data file in JSON format:

" MetaData__ "{
"id":"WPXXXXXX"

o

" modbusTCP":[

{
"var_1 ":32,
"var_3 ":52,
"var_4 "5,
"var_ 5 ":102 ,
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"var_6 ":1,
"var_7 "0,
"var_ 8 ":1,
"var_9 ":0,
"var_10 ":0,
"var_11 ":0,
"var_12 "0,

"date™:" 21/ 02/ 05-09: 50: 00",

"timestamp":

1612515000000 |,

"nbOfRefreshes": 12

"var_1 ":35,
"var_3 ":57,
"var_ 4 "5,

"var_5 ":108 ,

"var_6 ":1,
"var_7 ":10,
"var_ 8 ":0,
"var_9 ":0,
"var_10 ":0
"var_11 ":0
"var_12 ":1
"date":"
"timestamp":

N e

1/ 02/ 05- 10: 00: 00",

1612515600000 |,

"nbOfRefreshes™: 12

}

1,
" SMANET]
{

"var_1 ™[ 16, 32, 26.00 ],
"var_2 "[ 52,58,51.00 ],

"date™:" 21/ 02/ 05-09: 50: 00",

"timestamp":

1612515000000 |,

"nbOfRefreshes": 2

"var_1 "[ 4,6,5.50],
"var_2 "[ 102, 105, 103.00 ],

"date™:"  21/02/05-10: 00: 00",

"timestamp":

1612515600000 |,

"nbOfRefreshes™: 2

Input/Output (10):

Example of an IO data file with an acquisition frequency of every $8conds:

1 Input/output configuration:

Input/Output

1 4
2 0
3 4
4 4
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Display

Instant value

None

Instant value

Instant value
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5 4 Instant value

6 2 Min, max and average values
7 8 Instant value + alarm on change in value
8 4 Instant value

1 MQTT data file in JSON format:

" MetaData__"{
"id":"WPXXXXXX"

bo

"10"[

{
"var_1 ":0,
"var_3 ":0,
"var_ 4 "5,
"var 5 ":1,
"var_6 "[ 130, 170, 150],
"var_7 "5,
"var_ 8 ":0,
"date":" 21/ 02/ 05-09: 50: 00",
"timestamp": 1612515000000 ,
"nbOfRefreshes": 0

h

{
"var_1 ":0,
"var_3 ":1,
"var_ 4 ":2,
"var 5 ":2,
"var_6 ":[ 120, 160, 140],
"var_7 ":3,
"var_ 8 ":0,
"date":" 21/ 02/ 05-10: 00: 00",
"timestamp": 1612515600000 ,
"nbOfRefreshes": 0

}

}
4.2.2 Alarms

For theconcentrator to upload alarms to the MQTT/MQTTS server, the Alarm topic must have been entered. The
concentrator remains permanently connected to the MQTT/MQTTS server so that the action can be taken
immediately.

When an alarm occurs, no data other than the alarm data is stored on the server. The list of alarms that can be
generated is:

Alarm source Info Description

GATEWAY Power ON Concentrator boot
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MODBUS

Power OFF

TIC accessory loss

TIC accessory return

Definition file name + Index +
Value

Definition file name + Index +
Value

Concentrator shut down

TIC accessory removed

TICaccessory reconnected

The value of an alarm type input that has
changed

The value of an alarm type index that has
changed

A OPower OFFO6 al apoweérs cwthntoff odtl olwdaanggt al0 seconds
power supply has returned for at least 1 minute. The other alarms have no timers and are sent as soon as the
concentrator detects them.

The in JSON format alarm Data format is the following:

" MetaData__"{

"id":"concentrator_id"

}

{

larms":[

"defName™: defName_alarms ,

"deviceName":

deviceName_alarms

"source"™: source_alarms
"value": value_alarms

"variablelndex"

"date™" YV
"timestamp":

1,

"alarmsDevice":[

{

: variablelndex_alarms s
MMDD hh: mmss*",
value_timestamp_alarms

"type": type_alarmsDevice

"info": info_alarmsDevice s

"date":" YY/ MMDD hh: mmss",
"timestamp":  value_timestamp_alarmsDevice

Colour code:

9 Blue: Data depending on the alarrsource.

i Black: Static text.

Where:

M alarms: Alarm from an 10 or Modbus source.

i alarmsDevice Alarm from GATEWAY.
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1 defName_alarms The data file name for the device or interface that triggered the ala(®ee sectiord.1.4:
WALARMGO6OpIl ar ms

9 deviceName_alarms Name of the device or interface that triggered the alarm, device "Name" field in
the<UID>_dag.csv fil§see section3.1.2.1.3.5: Deglaration of devices to benonitoredd )

source_alarms Alarm source (10 or MODBUS)

value_alarms Value of the variable that triggered the alarm.
variableIndex_alarmsindex of the variable that triggered the alarm.
type_alarmsDevice Alarm type (GATEWAY).

info_alarmsDevice Alarm information (see "Info" column in the above table)

=A = =4 =4 =4 =4

date: Alarm timestamp in UTC+timezone format (see the "NTP_TimeZone" parameter in Appendix A). In
format: "YY/MM/DDhh:mm:ss" for "Year/Month/Day/Hour:Minutes:Seconds"

1 timestamp: Alarm time stamp in UTC+0 format. Number of milliseconds elapsed since 1st January 1970.

1 : Metadata on the context of the device in the file. Currently, the only information sent is the
WebdynSunPM identifier in the "id" item.

Example of an alarm on a device:

" MetaData__"{
"id":"WPXXXXXX"

"alarms":[
{
"defName":" WPMOOC44F_SunSpec_inverter_SMA_Solar_Inverter_9301_modbusTCP.csv
"deviceName":"*  modbusTCF",
"source™:" MODBUS
"value™:" 106",
"variablelndex": 3
"date":" 21/ 02/ 05-09: 50: 00",
"timestamp™: 1612515000000
H

"alarmsDevice":null

Example of aninternal concentrator alarm:

" MetaData__ "{
"id":"WPXXXXXX"

“alarms":null,
"alarmsDevice":[
{
"type™:" POWER OFF
"info":" GATEWAY
"date":" 21/ 02/ 05-09: 50: 00",
"timestamp": 1612515000000
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4.2.3 Commands

Commands can be sent to th&VebdynSunPM concentrator by the MQTT/MQTTS server.

To do that, the "Command" and "Result" topics must have been entered in the concentrator configurafsee
section3.2.3.3.4: dMQTD ) .

When a command is published in the "Command" topic on the MQTT/MQTTS server, it is retrieved by the
concentrator. The command is run by the concentrator and the command result is published in the "Result" topic.

4.2.3.1 Update command
The Update command is used to retrieve firmware from an HTTP/HTTPS or FTP/SFTP server.
The Update command file is in the following JSON format:

"url™:  url_value

"login™:  login_value

"password":  password_value

"checksum": checksum_value ,
"interface": interface_value

Colour code:
9 Blue: Information about the firmware or server.

M Black: Static text.
Where:

url_value HTTP/HTTPS or FTP/SFTP server IP address or domain name.

login_value FTP/SFTP server identifier. The field must be "null" for an FTP/SFTP server.

)l
)l
1 password_value FTP/SFTP server password. The field must be "null" for an FTP/SFTP server.
1 checksum_value Checksum of the new firmware in MD5 format used to check its integrity.

)l

interface_value name of the network interface to be used to access the remote server to retrieve the new
firmware. The possible values are "ethernet" or "'modem".

Example of an update for an HTTPS server:

"rpcName™:"  sunpm.updateFirmware
"parameters":

{

contact@webdyn.conm webdyn.com
W Webdyn | 205 V5.03 subject to modifications| Webdyn © par Flexitron Group


mailto:contact@webdyn.com

"url™:*  https://www.webdyn.com/download/wgapp_3.3.666.35005.spm
"checksum™:"  78a37fa7f6714876be7d08d0c39a067b
"interface":" modent,

h
"callerld™:" 667"

Example of an update for an SFTP server:

“rpcName™:"  sunpm.updateFirmware ",
"parameters":

{
"url"  sftp://192.168.1.66:8081/download/wgapp_3.3.666.35005.spm "

"login™:" login ",

"password™:"  password ",

"checksum™:"  78a37fa7f6714876be7d08d0c39a067b
"interface™:" ethernet ",

b
“callerld":" 668"

4.3 MicroSD card

Using of the SD card follows the same operating rules as for the FTP server.

The SD card is only read when the concentrator needs to access it. Tim&ans that the rest of the time it can be
removed without any consequences. The information is written securely as it is received, so that the card can be
safely removed at all times.

The SD card use level can be viewed at all times on the server configuration page in the box for the SD card:

SD card status

Status Ok

Free space 330612736
SD card size 332398592
Free space % 99

Webdyn does not supply any SD cards. Contact a computer hardware retailer.
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5 Commands

5.1 Principle

Commands can be sent to the WebdynSunPM. They make it possible to run remote tasks for configuration, control
or monitoring purposes. For example: launch a device search, obtain the current configuration, trigger a connection
to the IS, etc. The same mechasm can also be used to invoke a function in a script installed on the concentrator.

5.2 Operation

A command can be sent using three different methods:
1 A command file uploaded to the server (FTP, SFTP or WebDAV) which will be retrieved by the concentrator
during the IS connection.
An MQTT message posted on the WebdynSunPM control topic.
A text message sent to th&VebdynSunPM SIM card.

5.2.1 Command file

During an FTP, SFTP or WebDAYV connection, the WebdynSunPM checks for the presence of a command file in the
directory configured for that purpose ("/CMD" by default). The file name must be <UID>_cmd.json where <UID> is
the gateway identifier.

The commands included in it are in the JSON format described below and are run in order. Calling script functions
is also supported. The file is deleted after import so that the same command is not processed twice.

Command results are also written to files that will be saved at the next connection to the IS. A file can contain one
or more results. These are named according to the <UID>_ACK_<timestamp>.json template.

placed in the "/CMD" directory on a server 2 (backup) are not taken into account by t

For an FTP, SFTP or WebDAV connection, the commands only work on server 1; comn
< : > concentrator.

5.2.1.1 Command file JSON format

The format used for commands and script function calls is as follows:

[

"rpcName":"<script name>.<function name>",
"parameters™:{ <function parameters in json format>},
“callerld":"<command identifier 1>"

"rpcName":"<script name>.<function name>",
"parameters":{ <function parameters in json format>},
“callerld":"<command identifier 2>"
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Properties:
1 rpcName Script name and function to be run in <script name>.<function name> format. For a command,
use the script name sunpm, which is reserved for internal WebdynSunPM commands.

1 parameters Some functions and commands require additional parameters. Where that is not the case,
this field is optional.

1 callerld: An identifier associated with this request.

Each entry in the table corresponds to a different command. Note that if the file only contains one command, the
square brackets are optional.

The result file format is the following:

i

"result":{ <elements returned by the function in JSON format> },
"error":"<description of the error in the case of a failure>",
"callerld":"<command identifier 1>"

"result":{ <elements returned by the function in JSON format> },
"error":"<description of the error in the case of a failure>",
"callerld":"<command identifier 2>"

Properties:

1 result: If the function or command is successful, it returns a result in the JISON format contained in this
field. If there is an error, this field is absent.

9 error: If an error occurs, this field contains a description of the problem encountered. If the function or
command is successful, this field is absent.

9 callerld: The same identifier as in the request. You can thus associate this response with its original
request.

Each table entry if for a different command result.

5.2.1.2 Example

Using the following script to illustrate function calls:

header ={
version = 1.1,
| abel = ATest o,
name = fAtesto

- [

Test function

function testFunction(parameters)

wd. |l og(figuestion is A parameters.text)
local result = {
value = 42

return result
end
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Command file used to call the function:

[

rpcNameo: otest.testFunctiono,
parameterso: {
itexto: Owhat is the answer 2?0

j 1 R 13

-

fical l er 1l do: 0300/34128 ead59-a2debf a35b860
i

Result file obtained:

K
Airesul to: {
fival ueodo: 42

h
fical l er |l do: 0300/34128 ead59-a2debf a35b860
1

5.2.2 MQTT command message

WebdynSunPM can receive MQTT format command messages. Of course, that requires a configured MQTT servel
(see section3.2.3.3.4: MQTD ) . The command and result topics mu
subscribes to the command topic so that all messages sent to it are received and run. The result of a command or
function call is published in the result topic.

The JSON format used for those messages is the JSON format described in seétidri.1: Coinmand file JSON
formato .

An MQTT message can only contain one command or result. As a result, opening and clo
square brackets are not authorised.

5.2.2.1 Use with Azure loT

Azure has its own function call mechanism. The format JSON be used is therefore as follows:

"methodName":"<script name>.<function name>",
"responseTimeoutinSeconds":<delay before timeout>,
"payload":{

"parameters":{ <function parameters in json format> }
}

Properties:

1 methodeNamereplaces rpcName.
1 parametersis contained in the Azure message payload field.

9 callerldis ignored.
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5.2.3 Text message

Text message commands can be sent to the WebdynSunPM modem. To do that, check that the modem is correctly
configured gee section3.2.2.2: dModem (Mobilep ) .

Text message commands do not use JSON format. Instead, the accepted format is as follows:

<command 1>=<parameter 1>:<parameter 2>:<parameter 3>... ;
<command 2>=<parameter 1>:<parameter 2>:<parameter 3>... ;
é

Several commands can be sequenced together by adding thé separator between each command.

If a command error occurs, a text message will be returned containing an explicit error message.

5.2.4 Modbus slave

Modbus slave commands can be run by writing a character string to register address 340(k€ section3.4.2.1:
OPredefined Webdyn variables ) .

Modbus slave commands do not use JSON format and are the same as for text message commands. The format
is the following:

<command 1>=<parameter 1>:<parameter 2>:<parameter 3>¢

/ In Modbus slave mode, it is not possible to send several commands at the same time and\
command can exceed 120 characters in length.

For the "status" command, which requires a return, the return will be in a text message; t
telephone number for the return must be added as a parameter.

If there is an error on a command sent by Modbus slave, no error messages will be returned.

- J

5.3 Command list

List of the commands available on the concentrator:

Commands Descriptions Text Command
message/ file

Modbus
slave

connect Connection trigger \% \%
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status

factory

reboot
updateFirmware
apn

ftp

sftp

https

log

setRelay
discoverDevices

getParameters

getData

writeVariable
setKey
deleteKey
startScript

stopScript
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Hub status retrieval

Back to factory settings

Concentrator reboot

Hub software update

Modem configuration

FTP server configuration

SFTP server configuration

Webdav/HTTPS servaronfiguration

Activation of device communication logs

Relay status update

Device discovery

Collection of parameters, i.e. of variables
defined with action code 1

Collection of variables defined with a 6 or
7 action code

Write of a variable to a device

Addition of client script decryption keys

Removal of client script decryption keys

Start ascript

Stop a script

\'% \Y
\'% \
\'% \
\% \Y
\% \
\% \Y
\% \
\'% \
\'% \
\'% \
\'% \
\% \Y
\'% \Y
\'% \Y
\'% \Y
\'% \
\'% \Y
\% \Y
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result in the commands following them being lost. If there is an error on a previous commar

If several command files are sent at the same time, the "factory” and "update” commands c
the following commands will be run.

The available commands are described below with the expected parameters and the returned results.

531 ¢connectD: Connection trigger

Asks the WebdynSunPM to start a connection to the server. That forces the settings to be synchronised with the
server and all the log files to be uploaded.

The connection is launched immediately.

connect=<connection>

Parameters:

1 connection: Number of the connection to be established. If no parameter is specified, the connection will
be to server 1. The possible values are:

o 1: Use server 1.
0 2:Use server 2.

Returns:

9 If successful:
o For a text message/Modbus slave command: no return.
o Foran FTP/SFTP/MQTT/MQTTS/WebDav command: "OK" return

1 If an error is encountered: an explanatory message.

Examples of text message/Modbus slave commands:

or

Example of a command file (FTP/SFTP/MQTT/MQTTS/WebDav):

"rpcName": "sunpm.connect"”,
"callerld": "1"

Response:
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"callerld": "1",
firesul to: 00KO

532 ¢statusD: Concetrievdlr at or status

Returns information about the current configuration.

By text message:

status

By Modbus slave:

status;<number phone>

Parameters:

i By text message: no parameters.
1 By FTP/SFTP/MQTT/MQTTS/WebDav and Modbus slave:

o0 number: Telephone number thawill receive the status text messages sent by the gateway. It is
preferable to enter the number with the international dialling code.

Returns:

9 If successful
o For a text message/Modbus slave command: no return.
o Foran FTP/SFTP/MQTT/MQTTS/WebDav command: "OK" return

A command acknowledgement file is sent to the server (FTP, SFTP, WebDAV, MQTT/MQTTS) tha
sent the command. The command information is sent to the entered telephone number.

1 If an error is encountered: an explanatory message.

The "status" command sent by command file (FTP, SFTP, WebDAV), by Modbus slave
MQTT/MQTTS is used to retrieve the concentrator's SIM card number.
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Example text message command:

Example Modbus slave command with response to number "+33700000000":

status=+33700000000

Example of a command file (FTP/SFTP/MQTT/MQTTS/WebDav) with response to number "+33700000000":

"rpcName”: "sunpm.status”,
Aiparameterso: {

finumbero: fA+337000000000
}

allerld": "1"

Response:

“callerld"; 1",
Airesulto: 00OKo

Text message response:

The command information is returned in the form of a text message to the entered number of which the detail is
the following:

type=WebdynSunPM 4G
idSite=WPM01194D
FW=5.0.2.41619
ModeServl=modem
apn=tm
ipMobile=10.6.157.235
€sg=26,99

network=4G

ip=192.168.1.12
mask=255.255.255.0

gw=

dns=

srvl:

type=ftp
addr=user@ftpserver.com:21
last=12/10 12:53 success

1 type: Product name
1 idSite: Web site name, i.e. the WebdynSunPM identifier
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FW: The firmwareversion currently loaded on the concentrator.
ModeServ1l: Server connection mode (Ethernet or modem).
apn: The APN name configured for the modem.

ipMobile: The modem IP address.

csq: The modem signal strength.

network: Network type used.

ip: The IP address configured on the Ethernet 1 interface.

mask: The subnet mask configured on the Ethernet 1 interface.

=A =4 =4 =4 =4 =4 4 -4 =4

gw: The gateway address used by the concentrator to connect to an external network on the Ethernet 1
interface.

1 dns: The list of DNS servers used to resolve names for the Ethernet 1 interface. If several DNS servers are
configured, they are delimited by the 0/ 6 charac

1 type: Server 1 type. The possible values are:
A ftp: The server is of the FTP type.
A sftp: The server is of the SFTP type.
A webdav: Theserver is of the WebDAWTTPS type.
A maqtt: The server is of the MQTT type.
A maqtts: The server is of the MQTTS type.
addr: Server address in login@servaddress:servesport format.

last: The date and time the WebdynSunPM last connected to server 1 and the connection result in the
following forkdt<c@o@ambDé MMi HHiH resul t >6.

533 ¢factorybD: Back to factory settings

Reset the WebdynSunPM. The configuration files and the device acquisition data are deleted and the product is
rebooted immediately.

factory

Parameters:

1 No parameters.

Returns:

9 If successful
0 For atext message/Modbus slave/FTP/SFTP/MQTT/MQTTS/WebDav command: no return.

{ If an error is encountered: an explanatory message.

Example text message/Modbus slave command:
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Example of acommand file (FTP/SETP/MQTT/MQTTS/WebDav):

irpcNameo: osunpm. factoryo,
"callerld": "1"

Response:

“callerld": "1",
firesulto: 00KO

534 ¢reboot D: Concentrator reboot

WebdynSunPM reboot. The command runs immediately.
reboot

Parameters:

1 Noparameters.

Returns:

9 If successful
o0 For a text message/Modbus slave/FTP/SFTP/MQTT/MQTTS/WebDav command: no return.

1 If an error is encountered: an explanatory message.

Example text message/Modbus slave command:

Example of a command fil{FTP/SFTP/MQTT/MQTTS/WebDav):

firpcNameo: osunpm. reboot o,
“callerld": "1"

Response:
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"callerld": "1",
firesul to: 00KO

5.3.5 "updateFirmware": Concentrator software update
Retrieves firmware from a specified URL, validates it using a checksum and installs it. The command returns a

successful result just before proceeding with the installation. The result of the installation itself must be checked
by the usual version controinethods.

updatefirmware=<url>:<login>:<password>:<checksum>:<interface>

Parameters:

9 url: URL of the file to be retrieved. The accepted protocols are HTTP, HTTPS, FTP and SFTP. The port ca
be indicated in address:port format.

9 login: Server login.

1 password: Server password.

1 checksum: MD5 checksum of the file to check itgalidity.

1 Interface: Interface used for the connection: Ethernet or modem.
Returns:

9 If successful
o For a text message/Modbus slave command: no return.

o For an FTP/SFTP/MQTT/MQTTS/WebDav command: the following message: "Firmware
downloaded successfully. System will restart...".

1 If an error is encountered: an explanatory message.

( )
Using MQTT, it is possible to quickly update concentrator assets using a single "updateFirmw
command. To do that, the concentrators must be configured on the same MQTT server and
the same command topic.

-
\_

~
_/

In text message, use of characters ";"andd: i n the password is |
already used as parameter separators.
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Example text message/Modbus slave command:

Example of a command file (FTP/SETP/MQTT/MQTTS/WebDav):

"rpcName":"sunpm.updateFirmware",

"parameters":{
"url":"https://www.webdyn.com/download/wgapp_new_fw.spm",
"login™:"identifier",

"password":"webdyn",
"checksum":"78a37fa7f6714876be7d08d0c39a067b",
"interface":"modem”

I
“callerld":"674"

Response:

"callerld™:"674",
"result":"Firmware downloaded successfully. System will restart..."

536 CapnbD: Modem configuration

Modem APN configuration. The APN is required to establish a 2G/3G mobile connection. For modem configuration,
see section3.2.2.2: Maidem (Mobilep f or more detail s.

apn=<apn>:<login>:<password>

Parameters:

1 apn: The APN name tase for the modem connection.
1 login: User required for authentication on certain APNs. (optional)

1 password: Password required for authentication on certain APNs. (optional)

Returns:

M If successful
o0 For a text message/Modbus slave command: no return.
0 Foran FTP/SFTP/MQTT/MQTTS/WebDav command: "OK" return

9 If an error is encountered: an explanatory message.
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Examples of text message/Modbus slave commands:

Or

Example of a command file (FTP/SETP/MQTT/MQTTS/WebDav):

"rpcName"™: "sunpm.apn”,
"parameters":{
"apn": "iot.1nce.net",
"login™:"",
"password":

"E:allerld": "1

Response:

“callerld": "1",
firesul to: 00KO

537 ¢ftpbD: FTP/ SFTP server configuration

FTP server configuration for "Server 1".

ftp=<server>:<login>:<password>:<port>:<interface>

Parameters:

server. FTP server name to connect to. This parameter can be a name or an IP address.
login: Login for the indicated FTP server.
password Password for the above login.
port: FTP server port numbeBYy default, FTP servers use port 21.
interface: Connection type to use. The authorised values are:
A ethernet: Uses the ethernet RJ45 connection to connect to the FTP server. The Ethernet interface
must first have been configured for the connection to worée section3.2.2.1: Ethkiernet (Local)
A modem: Uses the modem to connect to the FTP server. The modem must have been configured first.
Otherwise theapn command can be used to configure it by text messag8de section5.3.6:00 a p n 6 :
Modem configuratiord ) .

= =4 =8 =4 =

Returns:

9 If successful

o For a text message/Modbus slave command: no return.
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o0 Foran FTP/SFTP/MQTT/MQTTS/WebDav command: "OK" return

9 If an error is encountered: an explanatory message.

In text message, use of characters ";"andd: i n the password is |
already used as parameter separators.

Example text message/Modbus slave command:

Example of a command file (FTP/SETP/MQTT/MQTTS/WebDav):

AirpcNameo: osunpm. ftpo,
"parameters":{
"server": "ftp3.webdyn.com"”,

"login":"login",
"password":"password
"port":21,
"interface":"modem"

"’callerld": "1

}
Response:
“callerld": "1",

firesulto: 00KO

5.3.8 "sftp": SFTP server configuration

SFTP server configuration for "Server 1".

sftp=<server>:<login>:<password>:<port>:<interface>

Parameters:

server. SFTP server name to connect to. This parameter can be a name or an IP address.
login: Login for the indicated SFTP server.

password Password for the above login.

port: SFTP server port numbeBy default, SFTP servers use port 22.

interface: Connection type to use. The authorised values are:

= =4 =8 =8 =9
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A ethernet: Uses the ethernet RJ45 connection to connect to the SFTP server. Etigernet interface
must first have been configured for the connection to worlsée section3.2.2.1: Etleernet (Local})

A modem: Uses the modem to connect to the SFTP server. The modem must have been configured
first. Otherwise theapn command can be used to configure it by text messag8de section5.3.6:
wapndé: Modemoéronfiguration

Returns:

9 If successful
o For a text message/Modbus slave command: no return.
o Foran FTP/SFTP/MQTT/MQTTS/WebDav command: "OK" return

9 If an error is encountered: an explanatory message.

In text message, use of characters ";"andd: i n the password is |
already used as parameter separators.

Example text message/Modbus slave command:

Example of a command file (FTP/SFTP/MQTT/MQTTS/WebDav):

irpcNameo: 0sunpm. sftpo,
"parameters™:{
"server": "sftp.webdyn.com",

"login":"login",
"password":"password",
"port":22,
"interface":"modem"

"E:allerld": "1

}
Response:
“callerld"; "1,

firesul to: 00KO
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5.3.9 "https": Webdav/HTTPS server configuration

Configuration of the Webdav/HTTPS server for "Server 1".

https=<server>:<login>:<password>:<port>:<interface>

Parameters:

login: Login for the indicated WebDAV/HTTPS server.
password Password for the above login.

= =A =4 =4 =

interface: Connection type to use. The authorised values are:

server. WebDAV/HTTPS server name to connect to. This parameter can be a name or addRess.

port: WebDAV/HTTPS server port numb@&y default, WebDAV/HTTPS servers use port 443.

A ethernet; Uses the ethernet RJ45 connection to connect to the WebDAV/HTTPS server. The Ethernet
interface must first have been configured for the connection to wor8ée section3.2.2.1: Etlternet

(Local)

A modem: Uses the modem to connect to the FTP server. The modem must have been configured first.
Otherwise theapn command can be used to configure it by text messag8de section5.3.6:00 a p n 6 :

Modem configuratiord ) .

Returns:

9 If successful

o For a text message/Modbus slave command: no return.

o Foran FTP/SFTP/MQTT/MQTTS/WebDav command: "OK" return

9 If an error is encountered: an explanatory message.

In text message, use of characters ";"andd: i n t he
already used as parameter separators.

password is |

Example textmessage/Modbus slave command:

Example of a command file (FTP/SFTP/MQTT/MQTTS/WebDav):

AirpcNameo: osunpm. httpso,
"parameters":{
"server": "webdav.webdyn.com",
"login™:"login",
"password":"password",
"port":443,
"interface":"ethernet"

"callerld": "1"
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Response:

“callerld": "1",
firesul to: 00KO

53.1061 ogbD: Activation of device communication

This command enables the device communications log system.

log=<interface>:<duration>

Parameters:

9 interface: The name of the interface on which to start the logsthernet, cri, seriall, serial2 or serial3.
1 duration: Duration in minutes during which the logs will be enabled.

Returns:

9 If successful
o For a text message/Modbus slave command: no return.
o Foran FTP/SFTP/MQTT/MQTTS/WebDav command: "OK" return

1 If an error is encountered: an explanatory message.

Example text message/Modbus slave command:

Example of a functional command file (FTP/SETP/MQTT/MQTTS/WebDav):

"rpcName":"sunpm.log",

"parameters":{
"interface":"seriall",
"duration™:2

b
"callerld":"672"

Response:

"callerld": "672",
iresul to: 00KO

contact@webdyn.conm webdyn.com
WA webdyn | 223 V5.03 subject to modifications| Webdyn © par Flexitron Group


mailto:contact@webdyn.com

Example of acommand file (FTP/SETP/MQTT/MQTTS/WebDav) that generates an error:

"rpcName":"sunpm.log",

"parameters":{
"interface":"ethernet",
"duration":1

h
"callerld":"673"

Response:

"callerld™:"673",
"error":"Invalid interface: ethernet"

5.3.11 "setRelay": Relay status update

Changes the relay status: opening, closure or 1 second pulse.

setrelay=<action>

Parameters:

9 action: Action to be completedopen, close or pulse.

Returns:

9 If successful
o For a text message/Modbus slave command: no return.
o Foran FTP/SFTP/MQTT/MQTTS/WebDav command: "OK" return

1 If an error is encountered: an explanatory message.

Example text message/Modbus slave command:
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